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ABSTRACT

A large palette of models and their corresponding learning algorithms have
been applied to time series observed from cyber-physical systems (CPSs).
For some use cases, simple linear methods are sufficient, while for others,
even sophisticated machine learning approaches fail to extract subtle patterns
in system behavior. To date, the literature has not examined this phenomenon
adequately and lacks a comprehensive analysis linking the characteristics of
CPSs with the suitability of different models and learning algorithms.
In this work, after examining the complexity of multiple real-world and
artificial CPS use cases, we identify several key aspects that distinguish them:
1) the number of system variables, 2) the degree of interdependence between
discrete-event part and continuous part of the system, and 3) the number of
unobserved system inputs. By analyzing the approaches successfully applied
in the respective use cases, we were able to distill preferred techniques for
addressing systems of different complexity levels.

Keywords Cyber-Physical Systems · Machine Learning · Model Learning · System Complexity ·
Data Dimensionality · Hybrid Dynamical Systems · Hybrid Automata

1 Introduction

Cyber-physical systems (CPSs) [19, 26] provide access to sensor measurements (such as speed
or power consumption) and other variables (for example, set-point values in a control program)
within a large number of devices. Together, these variables carry information about the holistic
dynamic behavior of the system. This opens the door to various services based on artificial
intelligence (AI), such as self-diagnosis [7] or self-reconfiguration [2], which typically rely
on mathematical models of the dynamic behavior of the system. Machine learning (ML) can
be used to create such models from historical data, such as system communications or sensor
readings, even without much expert knowledge of the system.

The model learning and analysis of the system behavior during an actual operation phase
is crucial for typical CPSs. However, at design time not all the information about the later
operation is available or it is costly to gather. In such situations, the goal of model learning is to
create a model of the dynamics of the system using the previously observed system data that
represent training data in the ML methodology [4]. Then, given a series of successive system
observations, the learned models can infer the probability of observing the given data, or predict
future observations.
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A Model Learning Perspective on the Complexity of CPSs

It is clear that many various models and approaches have been proposed to this day, from simple
ones (such as nearest-neighbor-based [9]) to complex and highly parameterized ones (such as
deep transformer neural networks [6]). However, the literature is not sufficiently transparent on
the key aspects of the use cases studied, that could help us assess the suitability and performance
of other model-learning approaches.

To address this gap, we propose the following research questions (RQs).

(RQ 1) From an ML perspective, how do the CPS model learning use cases differ from
each other? What are simple and what are complex problems in this context?

After investigating eight use cases from the literature, we adopt the well-established hybrid
automata formalism [1, 20] as suitable for representing various CPSs. Using this representation,
we propose a faceted classification scheme based on three crucial complexity aspects for the
practitioner of ML (see Figure 1).1
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Figure 1: The three key dimensions of CPS system complexity.

(RQ 2) What state-of-the-art approaches are suitable for simple and what for more com-
plex problems with respect to the three dimensions?

We recognize ten relevant approaches from the literature that have been used effectively in
anomaly detection, condition monitoring, and supervisory control. These approaches are
applied to datasets of diverse degrees of complexity, according to the previously defined
classification scheme. This allowed us to connect the characteristics of the methods used with
the characteristics of the modeled system, as well as to explain the additional requirements and
efforts required by the complex systems.

There is already a broad literature investigating the specifics of ML approaches applied in
different application domains as well as in the CPS domain. For example, [15] provides an
overview of model learning in industrial anomaly detection use cases. Similarly, [4] discusses
the very general trends and requirements for ML in CPSs. Moreover, [18] evaluates residual-
based anomaly detection approaches (autoencoder and input-output regression) on artificial
CPS data. [12] compares several approaches in a manner similar to our work; however, it does
not relate the facets of the system to the performance of different models. More recently, there
has been work on creating scalable simulation models of different complexity (e.g. [8, 31]). In
contrast, our work investigates the influence of multiple system facets on the choice of model
learning techniques primarily in real-world CPS use cases.

The structure of the paper is the following. In Section 2, three aspects of system complexity
are defined. Section 3 describes the selected state-of-the-art approaches. Section 4 discusses
the reasons for (non-)suitability of these approaches to systems of different complexity. The
conclusion and future work are given in Section 5.

1We limit ourselves to the three easily assessable dimensions, while other possibly relevant aspects,
such as the order of system dynamics, application of the model or implemented control technique are not
considered in this work.
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2 CPS complexity dimensions

In order to answer (RQ 1), we investigate multiple real-world and artificial use cases from the
state-of-the-art literature. The use cases are selected to represent various CPS systems from
different domains, including manufacturing, energy production, and space, as well as different
tasks such as diagnosis or control.

1. Wind Power Plant (WPP) [10]
2. High-Rack Storage System (HRSS) [16]
3. Secure Water Treatment (SWaT) [13]
4. eBZ Assembly Plant (eBZ) [17]
5. Environmental Control and Life Support System of ISS (ECLSS) [23, 27]
6. PWM DC-DC buck converter (BuckConv) [3]
7. Excitable Cells (EC) [14]
8. Three Tank System (Tanks) [5]

In order to represent a CPS system, it is common to use the hybrid automata framework [1, 20],
which is also adopted in this work (see Figure 2). The evolution of the continuous part is
given by differential equations (Diff. Eq.), while the discrete-event dynamics is given by a
transition model defining 1) switching of discrete system modes and 2) possible abrupt jumps in
continuous variables. Switches are often associated with events (e1 and e2 in the figure), which
can be triggered externally or follow from the continuous variables (e.g. when some condition
turns satisfied). In addition, there is one externally triggered input e1, and one continuous input
u1(t) that affects the mode q3.

q1 q2

q3

Diff. Eq. 3

Diff. Eq. 2Diff. Eq. 1

Event e1

Event e2

Event e2

External Trigger of e1

External Input u1(t) to Diff. Eq. 3

Figure 2: An illustration of a hybrid automaton with three modes (discrete states), three possible
transitions and two continuous variables whose behavior is represented by different Diff. Eq.

In this work, we use the hybrid automata formalism to define the complexity aspects of CPSs.
Namely, we represent CPS systems using a set of concurrent automata that can access each
other’s variables, trigger events, and share the same continuous part of the system. This is
consistent with the distributed principles of CPS design (more information can be found in [1],
as such details are outside the scope of this work).
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Figure 3: Set of concurrent automata as a representation of CPSs, used e.g. in [17].

3



A Model Learning Perspective on the Complexity of CPSs

2.1 Complexity Dimension 1: Number of observed system variables

It is well known that dealing with more variables of an unknown dependency structure implies a
more difficult ML task, which might further lead to the so-called ”curse of dimensionality” [11].
For this reason, we define the first aspect of system complexity as the number of system variables.
This can be further decoupled into the number of discrete or categorical variables in the discrete
event part of the system and the number of continuous variables. In the considered systems,
anywhere between a few and hundreds of signals are analyzed jointly, which is undoubtedly
an important parameter when choosing the model to learn. We categorize systems into three
classes: less than 10 variables (class 1), 10 to 100 (class 2), and more than 100 variables (class
3) – from the simplest to the most complex, based on the information available in the literature
(see Table 1). This classification takes into account solely the quantity of variables, disregarding
the information they encompass, as assessing this information directly could be challenging.

System Number of observed system variables Class
WPP 12 continuous variables 2
HRSS 18 continuous and 3 discrete variables 2
SWaT 25 continuous and 26 discrete variables 2
eBZ Hundreds of discrete signals published by several PLCs

and the manufacturing execution system (MES)
3

ECLSS Hundreds of continuous and discrete variables 3
BuckConv 6 continuous variables, 4 discrete variables 1
EC 7 continuous variables, 6 discrete variables 2
Tanks 10 continuous variables, 3 discrete variables 2

Table 1: Number of system variables in eight considered systems.

2.2 Complexity Dimension 2: Degree of discrete-event/continuous interdependency

In CPSs, model learning often does not consider the interactions between the discrete-event
and continuous parts; then, the two parts are learned independently. Other approaches use the
observed discrete data to split the continuous observations into segments corresponding to the
same discrete state. However, changes in discrete signals do not always initiate mode changes
in continuous behavior. This can be dealt with in different ways. For example, segments can be
clustered (grouped) into those with similar behavior, or modes can be identified solely from
continuous variables. Finally, the influence of continuous variables on discrete behavior is
achieved by triggering a discrete state transition when conditions are satisfied. The variety of
existent techniques to capture interdependency between discrete-event and continuous parts is
the reason why we propose the degree of interdependency as a second complexity dimension.

It is not straightforward to evaluate the interdependency of discrete-event and continuous
variables. One possible solution would be to calculate the Pearson correlation coefficient
between the sequence of discrete variables and the sequence of continuous variables. Another
possible solution could be to count the number of discrete (continuous) variables that are
involved in the continuous (discrete) execution. In this work, we give only a rough estimate of
the complexity level (1,2,3) based on the description of the system in the respective literature
(see Table 2), such that:

1. if the discrete-event and continuous parts are modeled separately, we assign level 1 to
the system,

2. if the influence is modeled only in one-way, we designate it as level 2, and,
3. if it was necessary to model it bidirectionally, then we assign level 3 to the system.
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System Level of discrete-event/continuous interdependency Class
WPP Only continuous variables are modeled in order to estimate nor-

mal functioning of the system. Clusters in the continuous behav-
ior are only implicitly modeled.

1

HRSS The position sensors trigger the changes of discrete modes in
conveyors while each of the conveyors can be on or off causing
different behavior of power, voltage and other signals.

2

SWaT Many discrete and continuous variables influencing each other. 3
eBZ The system has mostly discrete variables working in a timed man-

ner and based on the temporal dependency of discrete variables.
1

ECLSS Many discrete and continuous variables influencing each other. 3
BuckConv Discrete events triggering state transitions depend on continuous

variables
2

EC Discrete variables are thresholded output variables. 2
Tanks Discrete variables only enable mode. transitions 1

Table 2: Level of discrete-event/continuous interdependency in eight considered systems.

2.3 Complexity Dimension 3: Number of unobserved input variables

The systems under consideration encompass multiple, and frequently numerous, signals. Typi-
cally, the observed data variables comprise signals pertinent to system behavior and are relatively
straightforward to observe, given the availability of sensors and data acquisition capabilities.
However, not all relevant input signals can be observed, which can contribute to the stochastic
behavior of the system, behavior that remains unexplained by the observed variables. Modeling
systems characterized by significant stochastic behavior presents a more complex learning task.
The categorization of the systems discussed is based on the estimated number of unobserved
inputs (disturbances) that impact the system dynamics. They are classified into three distinct
categories: those free from unobserved inputs (class 1), those containing fewer than five (class
2), and those comprising more than five unobserved inputs (class 3).

System Number of unobserved system variables Class
WPP Discrete variable representing current gear of the system

and continuous power consumption are some of the unob-
served signals.

2

HRSS Relevant discrete signals are available (HRSS v1), but not
used in some experiments (HRSS v2).

3

SWaT All relevant signals are considered to be available. 1
eBZ All relevant signals are considered to be available. 1
ECLSS Besides user inputs such as set-point adjustments, the

system is influenced by short-term and long-term trends
driven by the space station’s orbit, affecting operational
dynamics. Presence and other behavior of astronauts is
also unobserved.

3

BuckConv All relevant signals are available. 1
EC Only voltages are observed. Internal currents and state

variables are not observed.
2

Tanks Only one tank level is observed while other tank levels are
hidden.

2

Table 3: Number of unobserved system variables in eight considered systems.
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System classification in 3 dimensions

In order to visualize the complexity of the use cases from the literature we create a 3D scatter
plot (see Figure 4). Several points appear obvious:

• As expected, synthetic datasets are typically simpler than real-world ones.

• To some extent, complexity tends to grow along all dimensions simultaneously.

• There is significant diversity among the systems considered.
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WPP
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eBZ

HRSS v2

HRSS v1
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EC
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Figure 4: The three key dimensions of CPS system complexity. Blue circles represent synthetic
and orange circles represent real-world use cases.

The levels of complexity dimensions are selected exactly to highlight the differences between
the systems, while the complexity values of particular systems are typically not too difficult to
estimate. In this way, with the proposed faceted scheme, we answer (RQ 1) of this work.

3 Model learning approaches

This section presents a range of model-learning approaches that have been proposed in the
literature to model the respective systems in Section 2. Each approach is briefly described in
terms of its methodological framework, the underlying assumptions, and specific implementation
details. This overview sets the stage for a subsequent evaluation (Section 4) of their suitability
across varying complexity profiles. The approaches examined, from oldest to youngest, are as
follows.

• 2012 [22] In the HyBUTLA approach, switches of continuous dynamics appear as: 1)
controlled switches as a consequence of a change (discrete event) in the discrete data. The
continuous data are then segmented whenever a change in the discrete data appears. 2)

6



A Model Learning Perspective on the Complexity of CPSs

autonomous switches, which are not manifested in the discrete data and must be identified
in order to segment the continuous data into segments that belong to the same mode (ODE).
This is achieved using wavelet analysis to detect switches in the continuous behavior and by
clustering the model parameters for each segment. The behavior of the discrete part is learned
by comparing sequences of future events for pairs of segments in a specific bottom-up order.

• 2014 [21]: OTALA (Online Timed Automaton Learning Algorithm) is an online, passive al-
gorithm for automatically identifying timed behavior models in production systems, designed
specifically for discrete data. It learns from real-time observed data without needing stored
datasets or system queries. OTALA maps unique signal vectors to system states and captures
timed events to model dynamic behaviors. The resulting timed automaton supports real-time
diagnostics by detecting anomalies and deviations efficiently.

• 2015 [9]: A static approach is presented which combines PCA (used to reduce data dimen-
sionality) and the nearest-neighbor method to estimate the regions of normal data points.
While this method focuses on the stochastic nature of the system, it aims not in modeling
system dynamics. The proposed approach is compared with DBSCAN and spectral clustering
which were outperformed.

• 2019 [10]: AE A static deep autoencoder architecture is applied to capture the stochastic
nature of observed data points. Similarly to some previous approaches, it lacks extension to
capture dynamics.

• 2020 [16]: DENTA (DEep Network Timed Automaton) approach is based on the following:
1) The DENTA network: a stacked network of restricted Boltzmann machines to extract a
latent binary representation of time series data; 2) The DENTA automaton: a transition model
of the latent binary variables which is learned in the second step from the encoded binary
representation. The latent automaton model incorporates the probability distribution of the
next occurring event given the current state of the automaton.

• 2021 [25]: POSEHEAD is an offline learning strategy for hybrid automata. First, a sliding-
window strategy is applied to segment signals. Then, similar segments are detected using
dynamic time warping. Transitions are derived on the basis of changes in the inputs as well
as the residence time in a state. Finally, continuous flow functions of the dynamical modes
are identified with polynomial regression.

• 2022 [30]: HAutLearn is a learning algorithm for hybrid automata with four major steps.
First, change points are identified in the signals. Afterwards, segments with similar solution
spaces are identified using LMI. In the third step, event conditions in the form of linear
inequalities are found using the random sample consensus. Finally, the modes are merged
and folded into a hybrid automaton model from a prefix tree acceptor.

• 2022 [29]: In this work, a model of a dynamical system is learned as a heterogeneous
Petri net using the DyClee clustering algorithm (Dynamic Clustering algorithm for tracking
Evolving Environments). With DyClee, multidimensional data from a system is clustered
adaptively over time. The clustering consists of a distance-based clustering in a first stage
and a density-based clustering in a second stage. The density-based stage again consists of a
global and a local clustering. To avoid a functionality shift over time, a forgetting process in
the form of a decay function is included.

• 2023 [28]: In [28], a TCN-VAE based seq2seq model is introduced that learns discrete and
continuous variables simultaneously. The model is designed to capture all unobservable
variables and hidden system states during training, encoding them in the latent space of
the multivariate time series data it models. This architecture employs a specialized latent
space, explicitly designed to enable anomaly detection at the subsystem level. The so-called
composite latent space is structured to reflect the subsystem layout of a CPS, facilitating both
failure isolation and the identification of cross-subsystem anomalies.

• 2024 [24]: FaMoS learns the dynamic model of a hybrid system in four steps: trace segmen-
tation, segment clustering, mode identification, and model construction. The segmentation
and clustering are based on the similarity of signals, i.e., Euclidean distance and dynamic
time warping. The continuous dynamics in the mode identification phase is characterized by
differential equations. Finally, the model is represented in a decision tree, which evaluates to
the currently active mode based on the previous mode and the input.
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4 Interweaving system and model characteristics

In this section, we evaluate the approaches described previously with respect to the complexity
of the use cases in which they were applied. Rather than evaluating the methods in isolation,
the analysis focuses on how each approach performed in specific contexts, characterized by
the degrees of complexity introduced in Section 2. This evaluation provides insight into the
suitability of different methods based on the complexity profiles of their real-world applications,
highlighting trends in their effectiveness and adaptability – which is (RQ 2) of this work.

Figure 5 shows the complexity levels of the system(s) to which each of the investigated
approaches has been successfully applied. The following conclusions can be inferred:

• Neural network-based approaches (DENTA, Composite-Latent-TCN-VAE) are more common
for more complex systems, especially for the third dimension of complexity (unobserved
system inputs). The affected systems have complexity (2,2,3) and (3,3,3), where used triplets
represent three dimensions of complexity.

• Interestingly, when only continuous behavior is modeled in systems with complexity (·,1,·),
static approaches (neglecting sequentiality of the data) are often sufficient (AE, PCA + kNN).

• The proposed approaches based on linear systems (HAutLearn, FaMoS, POSEHEAD) are
more common for simple and artificial datasets of complexity (1,2,1) or (1,2,2).

• The continuous-only use cases of complexity (2,1,2) are common and addressed by diverse
techniques (AE, PCA+kNN, DyClee).

Level of discrete-
event/continuous interdepen-
dency

Number of un-
observed system
inputs

Number of system
variables

Composite-Latent-TCN-VAE

FaMoS

POSEHEAD

HAutLearn

DyClee

Composite-Latent-TCN-VAE

HyBUTLA

PCA+kNN
AE

DyClee

OTALA

DENTA

Figure 5: The state-of-the-art approaches visualized on the faceted classification scheme. Blue
circles represent synthetic and orange circles represent real-world use cases.
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5 Conclusion and future work

Various solutions for model learning have been proposed in the literature. However, it is hard to
answer the question of their compliance with other CPS use cases. This work contributes in
this direction by 1) proposing three aspects of system complexity which are relevant for model
learning in CPS data; 2) analyzing methods based on their suitability to the systems of different
complexity.

By interweaving system and model characteristics, this work evaluates the examined approaches
with respect to the complexity of the use cases in which they were applied. Rather than
evaluating the methods in isolation, the analysis focuses on how well each approach performed
in specific contexts characterized by degrees of complexity. This evaluation provides insights
into the suitability of different methods based on the complexity profiles of their applications.

Consequently, for a novel use case, upon categorizing a system according to its complexity,
a machine learning practitioner is able to ascertain the relevance of various model-learning
techniques.

Future research efforts should focus on incorporating additional use cases and exploring new
methodological approaches. Furthermore, evaluating the methodologies on the same datasets
would substantiate the validity of the proposed classification framework.
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