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ABSTRACT

Detecting and analyzing abnormal situations in power plants is a cru-
cial task for plant operators. This paper explores the potential of
Explainable Al (XAI) techniques in supporting operators by providing
comprehensive insights into the origins and causes of anomalies. A
case study was conducted at the LEAG power plant in Boxberg, Ger-
many — one of Europe’s largest power plants. The study utilized a
dashboard developed in this study to present Al-predicted anomalies to
operators. To enhance the plausibility of anomalies and understanding
of their root causes, the dashboard incorporates five basic explanatory
techniques from the XAl literature: case-based explanations, feature
importance, counterfactual explanations, contextualization, and natu-
ral language explanations. The case study includes a user evaluation
with power plant operators from LEAG to assess the effectiveness of
XAI techniques in enhancing operators’ analysis and understanding of
abnormal situations. The results confirm the value of these techniques,
and their implications are discussed in this paper.
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1 Introduction

The growing trend of digitalization in power plants results in the continuous increase
of vast amounts of data — primarily time series data from hundreds of digital sensors
in the plant. The volume of historical production data being processed and stored can
easily accumulate to several terabytes. All this data represents a great potential for novel
Al use cases that could contribute to more efficient and safer operation of power plants.
Here, a relevant Al use case often considered in literature is to assist plant operators in
the detection of abnormal situations in the plant [1} 2]. Once an abnormal situation is
detected, the operator must investigate the situation, identify its cause, and determine an
appropriate course of action in response to the situation. This part of the operator’s job
is particularly challenging: It requires the observation of dozens or even hundreds of
signals spread across multiple plant sections and operator screens, and relies heavily on
the operator’s personal experience and current mental freshness.
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An important limitation of Al is that many machine learning models lack transparency to
explain why the model reached a particular prediction [3]]. To overcome this limitation,
the research field “Explainable AI” (XAI) [4} 5] has received increasing attention also in
the industrial domain recently. This paper presents a case and user study of how XAl can
support the evaluation, analysis, and understanding of potentially abnormal situations
detected by a machine learning-based anomaly detection method. This approach goes
beyond the common use of XAl to provide insight into the reasoning process of machine
learning models, but investigates whether the XAl output also provides valuable insight
into the current process conditions. For this study, a dashboard has been developed at
ABB Corporate Research Germany, as part of the EU-funded research project EXPLAIN
[6], and in collaboration with LEAG. In the provided user scenario, the dashboard
serves as an Al-based operator support system, e.g. as an additional operator screen
in the control room, where anomalies, detected by an underlying anomaly detection
model, are displayed, and the model output is explained to the operator. The explanation
of anomalies is realized with the help of serveral visual explainers that have been
developed in this study, based on five underlying XAl techniques from literature, namely:
showing similar anomalies (case-based explanations), showing the signal contributions
to an anomaly (feature importance), showing the actual vs. expected signal trend
(counterfactual explanations), showing related alarms (contextualization), and generating
text-based explanations for the numerical data (natural language explanations). In the
evaluation with several power plant operators, we are able to demonstrate the explanatory
value of the presented solution for this industrial domain.

2 Related Work

The debate in literature about "Explainable AI" (XAI) concerns the need that predictions
from AI models appear plausible to the user. Some ML models, such as linear models
and decision trees, are inherently interpretable [[7]. On the other hand, many ML models,
and here most notably deep neural networks, present themselves rather as opaque black
boxes to the user [4]. Various XAl techniques have been built to provide insights into the
general reasoning of ML models or explaining specific model predictions. The general
focus of XAl is to increase trust and to enable better supervision and debugging of
ML models. In our case study, we extend this scope of XAl and investigate, whether
XAI appplied to ML models using process data as inputs can help process operators
(specifically power plant operators) to gain insights into the condition of the industrial
processes and support them in the task of analyzing abnormal situations.

An important categorization for XAI techniques is by the type of explanations they
generate. Here, feature importance methods [8, 9], prototypes (creation of a prototype,
illustrating how a class typically looks [[10]), case-based explanations (e.g., finding
similar cases in the training dataset [11]]), contextualization (explaining by adding, e.g.,
domain-specific context information) [12]], natural language explanations (i.e. rephrasing
a model output in natural language) [13]], causal mechanisms (e.g., rule generation [[L1]),
and counterfactual explanations [14]] can be distinguished. The proposed solution in this
paper presents an example implementation for five of the above-named XAl techniques,
as mentioned in the introduction.

Many of these XAI techniques are limited to specific data types, especially tabular,
image, and textual data [[15]]. While these data types can be found in power plants, too
(e.g., in the form of tabular alarm logs, IR thermal images for equipment monitoring,
or textual data in electronic operator shift books), the monitoring of plants is primarily
based on time series data (i.e. sensor readings from the automation equipment in the
plant). After initially receiving little attention in XAI research [[L6} [17], time series
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data has recently gained increasing attention, with more publications appearing on the
topic [18]. For example, in 2017, LIME, originally developed by Ribeiro et al. [8]] to
explain tabular, textual, and image data, was extended by Metzenthin [19] to include time
series data, resulting in the creation of the new library LIME-for-Time. Another popular
technology that has been applied to time series is SHAP [9]], but both LIME-for-Time
and SHAP suffer from being limited to univariate time series data [20]. Indeed, a notable
part of prior art we found is limited to explain univariate time series, whereas many
industrial Al use cases, including the one discussed in this paper, involve multivariate
time series. Furthermore, we noted a lack of literature providing industrial examples
[21]. This study aims to contribute towards filling these gaps.

3 Case Study

The LEAG power plant in Boxberg, Germany, commenced operations in the 1970s, and
today consists of four plant units with a total capacity of 2575 megawatts (gross). The
specific unit considered in this study is called "Unit Q" which has a capacity of 900
megawatts (gross) [22]. Operations began in 2000 and are monitored around the clock
from the unit’s central control room by a team of 4-5 operators. The operators work
in rotating shifts of 8-12 hours. A typical shift is characterized by daily routines with
extended periods of inactivity for the operator. Operators would describe a "good shift"
as one with little to no activity. However, the complexity and amount of activity sharply
increases during abnormal situations, and then, the operator’s experience plays a critical
role in identifying and resolving these anomalies. Here, an Al-based operator support
system could be valuable in helping to detect abnormal situations more easily.

LEAG provided an extensive dataset for this case study, comprising a ten-year export of
the control system archive for power plant Unit Q. The dataset is over 3TB in size and
contains signal data from individual measurement points (sensor data like flows, levels,
temperatures, and pressures) as well as alarm and event data. The chosen technique
to detect abnormal plant conditions makes use of a Dense autoencoder neural network
architecture. The functionality of this approach has been validated in previous studies for
process industries [23| 24} 25| 26]. The focus of this case study was the development of
a dashboard solution to visualize and particularly explain the predicted anomalies from
this anomaly detection model to the operator. To provide these explanations, technical
concepts for several visual explainers were developed, that are presented in this paper.
The explanations should enable the operator to asses whether the presented situation is
indeed an anomaly or not (true or false positive). The proposed dashboard solution is
presented in the following section.

4 The Anomaly Explanation Dashboard

Fig. [T]depicts the developed dashboard. The underlying anomaly detection model makes
predictions for anomalies for the given plant data, and the dashboard visualizes and
explains these predictions to the user. The explainers and feedback components are
marked in Fig. [T|by the numbers (D1)-(D8). Two additional elements, (N1) and (N2),
have been added after our evaluation workshop, based on suggestions received from
interviewees ("N" for "new"). It is worth noting that several elements, namely (D1)-(D4),
build on the signal-based input and output data from the same underlying Autoencoder
anomaly detection model. One explainer-area (D5/D6) supplements these signal-based
explanations with alarm log data which is textual data. The textual elements (N1/N2)
use text generation techniques to transform some of the numerical information on the
dashboard into natural language.
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Figure 1: The anomaly detection dashboard, with its explainers and feedback options.

The Explanation Methods

The user starts by selecting a plant area to analyze from a dropdown list on the top left
of the dashboard. In the example in Fig. [T} the coal pulverizing system "QOHFC10" is
selected. The histogram below then shows the detected anomalies in this plant area over
time. The presence and strength of an anomaly is indicated by an anomaly score. The
score is calculated based on the reconstruction error from the underlying Autoencoder
model for reconstructing the multivariate time series for the given plant situation, as
presented in [24, 25]. To view the explanations for an anomaly, the user can select it
from the histogram. The selected situation is then highlighted by dark blue color (D1).

The first explainer is realized in the same histogram: When a plant situation has been
selected (D1), the dashboard also searches for any similar plant situations, and highlights
them in green (D2). In XAl literature, showing similar situations corresponds to the
explanation technique "case-based explanations" [11]]. Showing similar anomalies can
significantly help operators in understanding a given situation, as the root-cause for some
of the similar past situations may have already been investigated and thus is known.
Say, there was a similar anomaly two weeks ago, and after visual inspection by a field
operator it turned out that the problem was due to a clogging issue in a roller mill.
Knowing that the present anomaly is again very similar to the one from two weeks ago,
provides an indicator that it could be again the same clogging issue.

To find similar anomalies, a separate anomaly clustering model was trained, using the
predicted anomalies from the autoencoder as input to the model training. As presented in
[241], it is possible to calculate the reconstruction error per signal in the multivariate signal
data, which provides a kind of "fingerprint" for anomalies. For case-based explanations,
these anomaly fingerprints where used as input features to the clustering algorithm, to
determine similar anomalies with similar fingerprints. Several clustering algorithms from
scikit-learn [27] have been explored for this purpose. First exploratory analysis provided
best results for the GaussianMixture clustering. However, more in-depth analysis is
needed here which is a further research in this project.

The donut chart in (D3) provides insights into "feature importance", another explanation
technique [8, |9]. It shows how much different signals contributed to an anomaly. The
complexity of equipment in a plant’s functional area can provide diverse potential root
causes for an anomaly. Being able to pinpoint the anomaly to a specific sensor signal, or a
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small number of signals, can significantly reduce the search space for field operators. The
calculation of the signal contributions makes use again of the signal-wise reconstruction
errors. Aggregating the error values for each sensor during the given time window of
the anomaly (as presented in [24]) constitutes the total contribution of that sensor to the
anomaly that is then displayed in the donut-chart (D3).

When selecting a signal from the donut, the trend chart in (D4) presents two trend lines:
A blue trend representing how the signal actually progressed in the given (anomalous)
situation, and a red trend how it should have progressed in the normal case. Being
able to directly compare a trend to the expected normal trend can provide additional
explanation for the potential anomaly root-cause. This explanation corresponds best to
the "counterfactual explanation" technique [[14] from the state of the art: It presents the
model’s concepts of the normal state. The calculation of the normal and actual signal
trends is again making use of the autoencoder for predicting the anomaly. This model
was trained using normal data when the plant operated within normal bounds [24} 25]].
When anomalous data is given to the model, a reconstruction error occurs because the
model reconstructs this data more closely to how it had learned it. The explainer in
(D4) makes use of this fact by visualizing the input signals to the model as actual trends,
and the reconstructed output as approximation of the normal trends. In difference to
this reconstruction-based approach, the state-of-art counterfactual explanations usually
represent the sample with the smallest changes where the model prediction flips (here:
from ‘anomaly’ to ‘normal’). Finding the sample with the smallest change usually
involves a search or optimization algorithm, whereas using the reconstructed data has
the benefit that it is available without additional computation.

The explainers up to this point build on time series data from sensor signals. As
mentioned, the research team was provided also with the historic alarm logs from the
plant. Alarm data contains a lot of textual information, such as an alarm title, and a more
detailed alarm description text. Correlating this textual information with an anomaly can
help operators to get more context information about the anomaly. In the XAI literature,
this explanatory technique is highlighted as "contextualization" |12, i.e. to explain by
adding domain-specific context information. In the dashboard it is realized in (D5) by
showing the amount of alarms that have occurred during an anomalous situation, and
(D6) showing the textual alarm details for these alarms.

The aim of the explanations in the dashboard is to enable operators to form their own
judgment as to whether those explanations seem plausible if the presented situation
is indeed a true anomaly or not (true or false positive). Beyond this operational use,
we also aim to provide operators the possibility to give feedback, to be able to retune
the models in case predictions were not satisfactory, which is a further research in this
project. For this purpose, there is the option in (D7) that allows the user to confirm or
object to anomalies. A further feedback option in (D8) allows operators to textually
annotate anomalies, e.g. by entering their conclusion. The feedback provided can help
model developers to include or exclude data during model retraining, as proposed in
[28]. However, textual annotations could also be presented to operators, as additional
information in the dashboard to explain similar anomalies in future.

5 User Evaluation

In September 2023, an evaluation workshop was carried out with operators from the
LEAG power plant in Boxberg. The workshop aimed to assess how helpful operators
found the developed solution in detecting and explaining abnormal plant situations. For
the evaluation, we were able to interview five operators during their regular operator
training at the LEAG power plant simulator & training center in Liibbenau, Germany
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[29]. This came with the benefit of being in an environment similar to their actual control
room in Boxberg. Among the respondents, there was a good mix of different levels of
work experience, from trainees with only a few months of experience, to operators having
been there since the plant was built 40 years ago and seem to know it from the ground
up. The respondents’ job roles included control room operators and field operators. A
control room operator’s primary workplace is in the control room, where the plant is
monitored and operated. Field operators are also located in the control room, but are
required to go out into the field when a problem is detected, to visually inspect and
correct the problem. Younger operators typically start out as field operators and move up
to become control room operators as they gain experience. During their training day, we
were given a free time slot to present our dashboard to all the operators in the large group.
In a second step, we then conducted individual interviews, always with one operator at a
time, while the other operators continued with their training. In the interviews, we asked
each operator for their feedback on the dashboard using a semi-structured questionnaire.
Each interview lasted approximately 15 minutes.

In the first part of the interview, we wanted to get to know the relevance of detecting
anomalies today. For all interviewees, the detection of anomalies is an important part of
their work. Today, operators detect anomalies by observing the updates of the alarms
and message logs, and by constantly monitoring various signal trends. By interpreting
anomalous changes in those trends based on their experience, it is possible to detect
anomalies and to narrow down their root-causes. However, this analysis requires a lot of
experience. Moreover, not all problems can be detected in the control room. There is
always the need for a field operator to go out and visually inspect the issue. For example,
when standing in front of an engine, one may hear that the engine has strange running
noises, which is not possible from the control room, as one field operator pointed out.

The frequency of anomalies can vary significantly. There are days, when nothing
happens. Operators, however, are in constant anticipation that something can occur.
Many anomalies can arise, e.g., due to varying coal quality grades coming in from
the open pit mines nearby Boxberg. Also plant startup and shutdown phases, e.g. for
maintenance or revisions, are a source of anomalies that need to be handled.

In the interviews, all respondents found the presented solution to be a very helpful tool,
because it helps to detect and narrow down plant disturbances, which is a crucial part of
their work. However, there was also consensus that Al may only alert the operator about
anomalies, but should never autonomously intervene when anomalies are detected. The
operator should remain in the position to assess the situation themselves, to determine
whether it is indeed an anomaly or not, before any actions are taken. That is precisely
why it is important to explain anomalies to operators. With regard to a useful integration
of the dashboard into the control system, operators could imagine having it on a separate
screen, or bringing it up on an existing screen on demand (e.g. in case of an anomaly-
alert) because screens are already quite full today. Field operators did not raise a need
for an own mobile app, because they also look at the screens together with the control
room operators, to discuss anomalies, before going out to the plant to fix them. Here, the
presented dashboard was found helpful also by field operators, to discover where to go.

In the second part of the interviews, we asked operators to rate how helpful they found
the different dashboard elements (D1)-(D8), for explaining anomalies, and for giving
feedback to them. For each dashboard element, we asked interviewees for their rating
from "not helpful at all" (O points) to "absolutely helpful" (4 points). Interviewees could
also provide further comments that we noted down in a comment field at each question.
The given operator ratings are presented in Table[T] and their corresponding comments,
are discussed in the following.
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Table 1: Operator’s ratings for the evaluated explainers and feedback options (D1)-(DS).

Number of responses |
moderately helpful]  very helpful | absolutely helpful
(2 points) (3 points) (4 points)

average rating
(onthe scale 0 - 4
points)

not helpful at all
(0 points)

slightly helpful
@ point)

Anomaly detection
D1 Anomaly scores histogram [ | | | 4 [ 1 | [ 32 |

Anomaly
D2 Highlight similar situations 1 1
D3 Signal contribution (“donut")
D4 Actual-vs-normal trend comparison 1
D5, D6 Alarm count & details 3

34
4
38
34

M ESEIM

Operator feedback
D7 confirm/object anomaly predictions | [ 1 [ 1 [ 2 [
D8 Annotate anomalies with a text [ [ [ 1 [ 1 [ 3

26 |
3.4 |

Overall, the indication of anomalies with help of the histogram (D1) was rated as very
helpful. One operator suggested additionally displaying a threshold line to indicate
at which point an anomaly score should be considered very critical, and to alert the
operator once this threshold is exceeded, reducing the need for constant monitoring of
the dashboard. Furthermore, such a threshold would not have to be fixed, but could
be individually adjustable by the user (e.g. through a slider), as some operators may
prefer earlier notifications, having a greater need for information than others. Among
the various concepts for explaining anomalies, the donut chart in (D3), that analyzes
which sensor signal contributed most to an anomaly, was rated to be the most helpful,
receiving the highest rating from all respondents. During troubleshooting it would help
to determine where to direct the field operator to locate and rectify the issue.

Identifying and showing similar past situations in the dashboard (D2) would help espe-
cially when there is already an investigation into why these situations occurred, as field
operators do keep a log book about what has been repaired in the past. In those cases the
log book entries could suggest a known solution to a similar new problem.

The actual-vs-normal trend comparison in (D4) was mostly rated as "absolutely helpful".
Here, interviewees noted that this comparison is not directly displayed to operators in
the operator screens today. This means, if there is an anomaly, operators cannot directly
see, which upper and lower limits are configured for a sensor. To see how the limits for
a signal are set, one would have to check in the so-called control blocks of the process
control system, and then it would be possible to compare these normal values with
the actual sensor readings in the trend displays, to achieve a kind of actual-vs-normal
comparison. However, this process is cumbersome and involves many manual steps.

A similar rationale was provided to us regarding the alarm analysis in (D5/D6). As shown
in Table [T} respondents rated this as "very useful” to "extremely useful" for explaining
an anomaly. Initially, we were skeptical whether information about alarms would add
value to the dashboard, given that all alarms are already displayed in the screens of the
control system. However, operators pointed out that there is a benefit to directly see
which alarms are related to an anomaly. This speeds up the search process. Otherwise,
one would always have to manually search for the relevant alarms in the control system.
And speed is crucial when having to make swift decisions.

One suggestion raised in the interviews was to translate the encoded sensor names,
shown e.g. in the legend of (D3), into clear text. These codes follows the so-called
"KKS" industry standard [30] for identifying different types of equipment in a power
plant. A more experienced control room operator is used to read these codes to identify
the equipment. However, one cannot expect a young field operator to understand a given
KKS name at first glance, when having to go out into the plant. One dashboard extension
made after the workshop was therefore the component (N1) to automatically decode
the selected sensor names. Due to time constrains, the decoded output is a simple json
string, and the visualization of this string can certainly be improved.
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Another idea from the discussions was to summarize all the (numerical) explanations
for a given anomaly in a short textual paragraph in a natural language format. This
is the second addition (N2) made to the dashboard after the workshop interviews,
and corresponds to the explanatory technique from XAl literature to "rephrase model
predictions in natural language" [13]]. In the current solution, this is achieved using a
template text for the paragraph with space holders, and rules how to textually interpret
the analysis from the explainers to fill these place holders. For example, if the predicted
anomaly score in (D1) is above a 75 percentile threshold, then this score is translated to
be "very high" in the text summary, as shown in the example of (N2) in Fig. [I}

The last part of the interviews concerned the "operator feedback" (D7/D8), i.e. the
possibility to provide feedback to an anomaly. This part raised the most concerns from
operators. With regard to options (D7) that should allow an operator to confirm anomalies
or object to them, interviewees raised the concern about potential "chronic dissenters"
who might always click "object". This would lead to many true anomalies being labeled
as "false positives", resulting in the unfortunate consequence that those anomaly would
not be displayed anymore in future. The option (D8) to annotate anomalies with a short
textual description reminded interviewees of their shift books they have today, which are
also used to log incidents, and looked at again when a similar incident arises. Hence,
interviewees rated this feature as helpful, also in our dashboard. However, there might
be a challenge when different operators provide varying explanations for an anomaly.
Here, the concern was raised that multiple, conflicting annotations could be made for an
anomaly, resulting in the need to search for the annotation which are correct, or most
useful, whenever a similar anomaly occurs again.

6 Conclusion

In our evaluation interviews with power plant operators, the explainer concepts were
predominantly rated as very helpful by the operators to investigate the root causes of the
identified anomalies. Most concerns expressed by operators were related to the issue of
incorporating user feedback in the tool, e.g., how to deal with contradictory feedback,
or how to deal with overly cautious feedback where true anomalies could be labeled as
false predictions and therefore not shown anymore in future. It is worthwhile noting
that this goes beyond the common objective of XAl, which tries to provide insight into
the reasoning of the model. Instead, the combination of model and XAI provides the
operator with insight into the process state.

The focus of our research so far has been on developing the explainers to make anomalies
understandable, resulting in the dashboard presented in this paper. Our further research
will shift more towards the issue of interactive machine learning (IML) [28] and also
explanatory interactive machine learning (XIL) [31], where the given operator feedback
in the tool should enable the re-tuning of the anomaly detection models. Here, the
expressed concerns raised in our interviews will be valuable input for implementing
this feedback component properly. A limitation of the research demonstrator is that it
operates offline on the exported plant data. To deploy such a solution in a live plant,
various technical questions must be addressed, which is not a focus of this research.
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