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Abstract

Rapid recovery from failures in safety-critical systems requires accurate and timely
diagnosis, which is a task that is increasingly challenging due to the growing com-
plexity of modern cyber-physical systems. These systems generate large amounts
of data describing operational metrics, sensor readings, and performance indica-
tors across various subsystems. The complexity is also driven by various discrete
system modes, complex interactions between subsystems, and external influence
factors. The example of such a complex system that has motivated this work is the
Environmental Control and Life Support System of the International Space Station’s
Columbus module. Due to this volume of data, in this particular case thousands of
signals, differentiating nominal from abnormal system states alone becomes a non-
trivial task. However, the challenge of identifying root causes of abnormal behavior
proves to be even more complex and often requires system models whose creation
demands substantial domain expertise.

This thesis presents a novel approach to these fault diagnosis challenges that min-
imizes the need for extensive prior knowledge. The research focuses on develop-
ing a method that detects anomalies at the subsystem level, which is an aggregated
level between individual sensors and the overall system, and leverages the detected
anomalies for system diagnosis.

The main contributions of this thesis are as follows: (i) A novel neural network
architecture that was specifically designed for detecting anomalies in subsystems
of cyber-physical systems. (ii) A new graph-based diagnostic algorithm which uses
basic causal relationships between subsystems and the output of the anomaly detec-
tion model to identify root causes of failures. (iii) A methodology that combines the
components above into a comprehensive diagnostic framework. (iv) An implemen-
tation of these methods using state-of-the-art machine learning operations tools,
that addresses the challenges typically involved in deploying and maintaining ma-
chine learning models in production environments.

The proposed framework was evaluated through a set of experiments using both
simulated and real-world datasets. The results provide evidence that the proposed
approach can identify subsystem-level anomalies and find the subsystems that
caused the system failure.

This thesis makes contributions to the fields of anomaly detection, fault diagno-
sis, and machine learning operations in the context of cyber-physical systems. It
provides a largely data-driven solution for the diagnosis challenge in complex tech-
nical systems, which traditionally requires extensive manual and labor-intensive
modeling. The findings have implications for various domains including aerospace,
manufacturing, and other critical infrastructure systems.
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1 Introduction

Chapter Outline This chapter first describes the motivation for this thesis. After
a brief overview of the historical development and the current state of the art in
relevant research areas, the research questions are discussed in Section 1.2. Sec-
tion 1.3 presents the contributions of this thesis, followed by Section 1.4, which
describes the structure of the thesis. Finally, Section 1.5 contains the list of publi-
cations and places them in the context of the thesis.

1.1 Motivation

In the life cycle of most technical systems, component failures are inevitable. When
such failures occur, they must be identified and remedied quickly. A timely recov-
ery is particularly important in safety-critical applications [162] and can in many
cases prevent cascading failures [3]. However, since modern Cyber-Physical Sys-
tems (CPSs) are becoming increasingly complex, fault diagnosis is a non-trivial task.
CPSs are systems where computational elements are tightly integrated with phys-
ical components [86]. They are characterized by many, sometimes unobservable
system variables, complex interactions between subsystems, and different system
modes with discrete state transitions [84].

The Environmental Control and Life Support System (ECLSS) [136] of the Colum-
bus module on the International Space Station (ISS) is an example of such a complex
CPS. The development of an automated diagnostic system for the ECLSS motivated
this work and will serve as an example application throughout this thesis. The sys-
tem records more than a thousand signals and is only one of many systems installed
in the Columbus module. Apart from this data volume, the ECLSS operates in var-
ious discrete system modes, such as condensate removal procedures and switching
between redundant subsystems. Furthermore, the system is exposed to numerous
external influences. These include, for example, those resulting from the orbital dy-
namics of the ISS and control variables such as temperature and humidity setpoints
[178].

This example illustrates the complexity of many modern CPSs. The mere detec-
tion of anomalies, which is a necessary first step in troubleshooting [50], can there-
fore become a technical challenge. Despite some contributions that question the
superiority of Deep Learning (DL) methods over traditional statistical approaches
[5, 147, 156], recent literature reviews identify DL as the state-of-the-art for this task
[61, 86, 134, 208]. These methods learn a model of the system behavior in a purely
data-driven manner and identify anomalies as deviations between observations and
model predictions [131].



1 Introduction

However, identifying anomalies is not enough to be able to get a system back to
a healthy state. The cause of the anomalies must also be known, which turns out
to be a significantly greater challenge. As shown in Figure 1.1, anomaly detection

ASC/nsor data Reconfiguration / repair
- -
& Preprocessed Q Health > ( )‘ Root > %
—
data states causes
Data archive Anomaly detection Diagnosis Engineer

Figure 1.1: Possible fault detection and resolution workflow in CPS. The process
shows how outputs of the anomaly detection step serve as input for the diagnostic
reasoning step, which determines root causes that engineers can address through
reconfiguration or repair actions.

is only one step in the overall diagnostic process. While it determines that some-
thing is wrong, diagnosis must determine the root cause of the problem. In cur-
rent research, this diagnostic challenge is addressed by various methods, including
supervised learning approaches [59, 121, 207], classical symbolic Artificial Intelli-
gence (Al) techniques [41, 50, 142], and hybrid methods [89, 126, 145]. However,
what all of these approaches have in common is that they require significantly more
structured prior knowledge than purely data-driven anomaly detection, either in the
form of anomaly labels or formalized system models.

In the case of the ECLSS module, for example, despite detailed error reports and
maintenance tickets, no suitable labels are available for training supervised learning
models for diagnosis. Therefore, the creation of training data would require manual
labeling of the time series. And even if these labels were available, supervised learn-
ing models would only be able to recognize faults that have already occurred in the
time period described by the training dataset, which is not acceptable for most ap-
plications, including the ECLSS example application. The development of system
models for diagnostic methods based on symbolic AI, however, is also associated
with considerable effort due to the system size, complexity and expertise required
[17, 41].

Based on these observations, the main objective of this work is to present an
automated diagnostic approach that minimizes the required prior knowledge while
still providing useful diagnoses. The proposed methodology combines a novel
subsystem-level anomaly detection model with a graph-based diagnostic reasoning
algorithm to identify which subsystems are the main causes of observed anomalies.
Motivated by the implementation of the proposed solutions for the ECLSS example
system, this thesis also addresses the challenges associated with the deployment
and operation of modern Machine Learning (ML) solutions in production envi-
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ronments. In preparation for the research questions presented in Section 1.2, the
following subsections introduce the topics of anomaly detection, diagnosis, their
combination and Machine Learning Operations (MLOps).

1.1.1 Anomaly Detection

Modern CPS typically record a large number of signals that are used for contin-
uous monitoring. For this reason, anomaly detection in the field of CPS usually
means identifying unusual patterns in multivariate time series [208]. According to
Hawkins [75], an anomaly refers to a deviation from a general data distribution.
These deviations can be categorized as (i) point anomalies, which affect individ-
ual measurements, (ii) contextual anomalies, which are only abnormal in a specific
context (such as time or place), and (iii) collective anomalies, in which the obser-
vations in a sequence together form an anomalous pattern [27]. Research into this
modeling of data distributions and the corresponding identification of deviations
from these distributions has been ongoing since the 1960s [71]. Since then, new
methods have been continuously developed in various communities [5]. The focus
of research has shifted from classical statistical and stochastic process-based meth-
ods [14] to traditional ML approaches [27], which has eventually led to today’s focus
on DL techniques [208].

Despite these developments, the basic concept remained unchanged during this
period: historical data is used to learn a model of the normal behavior of the system,
which is then used to evaluate how well new observations match this model [131].
The greater the deviation between the observed data and the model predictions, the
higher the probability that a sample will be classified as anomalous. This approach
offers two advantages over rule-based or supervised learning-based methods: It is
completely data-driven and does not require formalized prior knowledge such as ex-
plicit rules or physics-based models of fault modes. More importantly, it can detect
previously unobserved anomalies that may not be similar to any known faults. As
recent reviews confirm, modern DL methods show good performance when applied
to real CPS data and have now established themselves as the state-of-the-art for this
task [86, 208].

However, purely data-driven and unsupervised anomaly detection methods for
CPSs typically lack structural system information. The CPSs are treated either as a
collection of independent signals or as a single large black box [62, 208]. Although
some approaches have been proposed that incorporate system hierarchy informa-
tion to improve anomaly detection [2, 48, 88, 184], there seems to be no systematic
investigation on the exploitation of this information specifically for diagnostic pur-
poses.

1.1.2 Diagnosis

The need for automated diagnostic solutions for CPSs is not only recognized in re-
search [142], but also in industry, government agencies [21] and non-governmental
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organizations [10]. As a result, a wide variety of diagnostic approaches have been
developed in recent decades, particularly in the control theory and the Al commu-
nity. Escobet et al. [50] categorizes these approaches into model-based methods,
data-driven methods, and knowledge-based methods.

As mentioned earlier, all of these approaches require a high degree of formalized
prior knowledge. Diedrich and Niggemann [41], for example, show that consistency-
based diagnosis, which is a model-based method, requires descriptive models with
logical expressions such as “If the pump and valve are both in a non-abnormal state,
the observed flow readings should be classified as OK”. Similarly, structural anal-
ysis, which is also a model-based method, requires system models in the form of
differential equations and explicit fault models [57].

Knowledge-based approaches, as their name suggests, also require extensive prior
knowledge. These methods typically integrate expert knowledge in the form of on-
tologies, heuristics, or rules to detect and classify errors [17]. They often require
fault-symptom relationships defined by domain experts as inputs [40].

Purely data-based diagnostic methods, on the other hand, appear to be more ac-
cessible, but require sufficient data representing both the nominal state and relevant
fault cases. Typically, ML or DL models classify sensor data samples into specific
fault classes [127, 166, 207]. However, this means that only previously observed and
labeled faults can be diagnosed. Such methods therefore cannot be used in systems
where novel faults occur frequently or where the training data for faults are not
extensive enough or not available at all [50].

This need for prior knowledge can be a significant practical obstacle to the de-
velopment of diagnostic systems, especially for large, complex CPSs such as man-
ufacturing plants or space stations. For this reason, researchers are investigating
approaches that combine pure anomaly detection methods with traditional diag-
nostic techniques in order to reduce the level of prior knowledge required.

1.1.3 Combining Anomaly Detection and Diagnosis

The literature on CPS contains several methods that combine anomaly detection
and diagnosis. Depending on how anomaly detection and diagnosis are combined,
these approaches can be divided into three main groups.

The first category includes approaches that extend anomaly detection with basic
diagnostic features. Some researchers even go so far as to refer to the identification
of sensors or signals in the CPS datasets that exhibit anomalies as a diagnosis [61,
209]. Following the medical metaphor, however, the author of this thesis believes
that identifying signals that behave abnormally is more comparable to recognizing
symptoms than to diagnosing.

The second group contains methods that first apply data-driven anomaly de-
tection techniques and then process their outputs in various diagnostic reasoning
procedures in a second step. For example, Bunte et al. [22] and Diedrich and Nigge-
mann [41] use residues that can be calculated by data-driven methods as inputs for
Consistency-Based Diagnosis (CBD) methods. Mohammadi et al. [126], on the other
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hand, integrate physical structural information into recurrent neural networks to
generate residuals, resulting in so-called “grey-box recurrent neural networks”
that combine data-driven learning with model-based constraints. In a similar way,
Fullen et al. [58] combine case-based reasoning with data-driven anomaly detection
to improve diagnosis performance and reduce the effort required for knowledge
acquisition and formalization. Garcia-Alvarez et al. [60] integrate model-based di-
agnosis with a Principal Component Analysis (PCA) to improve fault detection in
systems with multiple operating points. Finally, Rehak et al. [145] use a different
approach that is very similar to the one presented in this work, using the outputs
of a data-driven anomaly detection as inputs for a graph-based diagnosis reasoning
algorithm.

The third category includes methods that reverse the approach of the methods
in the second category. They first use system models to calculate residuals, which
are then analyzed in a second step using anomaly detection methods. Pesola et al.
[141], for example, discuss this idea for a use case on spacecraft data and identify
anomalies in residual signals. Jung et al. [90] present a similar approach by com-
bining model-based residuals with anomaly classifiers. This method enables the
identification of unseen errors and the classification of different fault cases even
though only one of these fault cases is contained in the training data.

Despite great progress in these approaches, which combine anomaly detection
and diagnosis methods, limitations still exist. The methods described here con-
tinue to require a high degree of prior knowledge, whether in the form of system
models, causal relationships, or explicit error patterns. Furthermore, these meth-
ods focus on individual components or sensors and neglect the potential advantages
of aggregation to a more abstract level, such as that of subsystems. This granular fo-
cus can be a disadvantage, especially for large, complex systems, where diagnosis at
the subsystem level could significantly reduce both the complexity of the diagnostic
task and the required prior knowledge. Finally, abstractions at the subsystem level
are easier to align with practical maintenance strategies, where entire functional
units are often replaced instead of individual components [3, 35].

1.1.4 Machine Learning Operations

Developing algorithmic solutions for automated anomaly detection and diagnosis is
anything but trivial, as described above. However, the deployment and maintenance
of these software systems add another significant layer of complexity. A discipline
dedicated to these challenges is called MLOps. The abbreviation is a fusion of “ML”
and “operations” and was created in reference to Development and Operations (De-
vOps), a management concept for software projects that includes concepts such as
continuous delivery and infrastructure as code for classic software projects. MLOps
is an extension of DevOps principles to include ML-related aspects.

As Sculley et al. [157] noted in their seminal paper 10 years ago, ML systems con-
tain complex interactions between code, data and models that are not found in clas-
sic software projects. These interactions can lead to technical failures and system
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instability. For ML software in complex systems such as the ECLSS, these chal-
lenges are particularly relevant for several reasons: First, ML models often suffer
from concept drift because physical systems naturally wear out and because mainte-
nance work or reconfigurations can cause subtle changes in system behavior. Cody
et al. [33] describe how maintenance measures can fundamentally change system be-
havior and thus pose an “existential threat of single-use models” in production en-
vironments. Second, the volume of data often poses technical challenges. Although
numerous open-source frameworks such as Dask [149] and Spark [206] have been
developed to simplify the distributed (pre-)processing or training on such datasets,
any parallelization brings additional technical complexity. Third, the models often
need to be applied in real time to CPS data streams, which requires robust real-time
features of the models deployments [178]. Finally, solutions often consist of modu-
lar systems deployed in the form of microservices, which is advantageous in many
scenarios but also adds complexity [103].

MLOps attempts to address these challenges with a set of principles and prac-
tices. These include automated ML pipelines that document relationships between
training datasets and the resulting models, as well as continuous performance mon-
itoring for deployed models [170]. These tools and practices not only make the cre-
ation of ML models scalable and reproducible, but also enable the fully automated
re-training and re-deployment of models on new data.

At the conceptual level, the MLOps approaches in the literature have now largely
converged [97]. However, the tool landscape is still very volatile and fragmented
[15]. Berberi et al. [15] have identified several challenges in their recent review on
MLOps. In addition to the lack of consensus on the tooling, many of the existing
open-source MLOps platforms are not yet feature complete in the sense that they
do not cover all steps in the lifecycle of typical ML applications. In particular, the
monitoring of model performance and thus the detection of concept or data drift is
often insufficiently supported, or not supported at all. However, these challenges
are particularly relevant for safety-critical systems such as the ECLSS, which have
strong requirements in terms of robustness.

1.2 Research Questions

As motivated in the previous section, this thesis aims to develop a diagnostic
method that minimizes the need for prior knowledge while remaining capable of
generating useful diagnoses for faults in complex CPSs. Therefore, the remaining
chapters address the following research questions:
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RQ1: How can subsystem-level health states (symptoms) suitable for diagnostic
algorithms be generated by enhancing data-driven anomaly detection methods with
typically available prior knowledge?

As already indicated in Subsection 1.1.3, a promising way to reduce the required
prior knowledge is to increase the abstraction level of the diagnosis. This would
allow carrying out the diagnostic reasoning process using the health states of entire
components or subsystems rather than individual sensor signals. However, most
methods require discrete observations or symptoms as inputs, that are not readily
available, especially not on this aggregated level. The symptoms used as inputs by
most diagnosis methods are binary indicators of whether a component or subsystem
is behaving normally or abnormally, rather than continuous anomaly scores.

In the ECLSS, for example, if an issue is detected in the Cabin Fan Assem-
bly (CFA), maintenance procedures typically involve replacing the entire assembly
rather than repairing or replacing individual parts within it. The subsystem-level
abstraction, which is illustrated in Figure 1.2, represents an intermediate level be-
tween individual sensors and the entire system in the system hierarchy. Health
states that reflect the state of these subsystems could enable an analysis that bal-
ances the high level of detail provided by univariate sensor-level diagnosis ap-
proaches with the low requirements for system-wide anomaly detection methods
in terms of necessary prior knowledge. The mapping between sensors and their
corresponding subsystems can often be derived from the documentation or even
from naming conventions in the data itself. The names of the sensor readings
of the ECLSS, for example, follow a consistent naming pattern that includes the
subsystem identifiers.

} CPS

Subsystems and
components

X X >

Subsystem level Default obs. level X Symptoms

Sensors and
actuators

Figure 1.2: CPS hierarchy illustrating subsystem and observation levels. The col-
ored nodes correspond to subsystems visualized in Figure 1.3. The proposed ap-
proach models health states at the subsystem level. This establishes a level be-
tween whole-system (multivariate) and individual sensor (univariate) in the system
hierarchy.

In combination with symbolic AI algorithms, these binary health states are par-
ticularly promising because they would not only solve the problem of transferring
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continuous values into logical expressions [124, 125], but also because they could be
generated at precisely the level of detail that is ideal for diagnostic AI algorithm.
Assuming that suitable Neural Network (NN) architectures can indeed be devel-
oped to generate these subsystem-level health states, the second research question
addresses the subsequent diagnostic challenge:

RQ2: How can subsystem-level symptoms and structural information about fault
propagation paths be combined for diagnostic reasoning without requiring detailed
behavioral models?

The health states discussed above identify the parts of the overall system whose
behavior deviates from normal behavior. However, in complex systems containing
many interdependent subsystems, errors can propagate [145]. The search for the
subsystem that triggered the fault is referred to as the diagnostic reasoning problem
in the context of this work.

A second type of prior knowledge about the structure of the CPS that could be
helpful is the causal fault propagation relationships between the subsystems [145,
188]. Such relationships, which are either already available or can easily be formal-
ized in most cases, can be represented in the form of a directed graph in which
the nodes represent the subsystems and the edges represent the paths along which
symptoms can potentially propagate (see Figure 1.3).

\

Pump

/ \

Controller

&/4

() Subsystems —» Fault propagation pathways

Figure 1.3: A fault propagation graph for an illustrative hydraulic system. The
nodes represent the subsystems and the edges represent potential fault propaga-
tion paths between them.

In the illustrative example graph of a simple hydraulic system, as shown in Fig-
ure 1.3, the nodes are subsystems such as water tanks, pumps, valves, and hydraulic
cylinders. The edges represent how, for example, a defective pump can lead to ab-
normal pressure readings in the connected valves, or how a leaky tank can cause
irregular flow patterns in downstream components. If several subsystems show
symptoms, it is not trivial to determine the subsystem that caused the symptoms.
This research question therefore investigates whether the health states developed
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in RQ1, together with the prior knowledge on the structure and fault propagation
of the CPS, enable a diagnosis that does not require extensive modeling work.

RQ3: How can MLOps tools and practices support the implementation and operation
of anomaly detection and diagnostic methods in production environments?

As already mentioned in Section 1.1, a significant part of the complexity of devel-
oping and using modern ML-based diagnostic methods lies in the deployment and
maintenance of such systems. For this reason, this research question focuses on the
applicability of the MLOps tools and principles to CPS-related use cases such as
the diagnostic procedure discussed in this paper.

Many open source MLOps platforms run on top of Kubernetes, which is a con-
tainer orchestration platform for resource allocation and workload isolation [25].
Since its release in 2015, Kubernetes has become the de facto standard for cloud-
native infrastructure. Kubeflow [8] is a well-established MLOps platform designed
explicitly for use with Kubernetes. It is open-source and bundles various tools that,
in combination, are supposed to support the entire ML lifecycle. However, the exist-
ing documentation and case studies generally focus on the individual tools rather
than describing and discussing their integration or the entire workflow, ranging
from data exploration to the (re-)deployment of the ML-models [7, 8, 62].

Therefore, this research question investigates the extent to which the steps nec-
essary for the development and deployment of the solution proposed in this thesis
can be orchestrated in an automated workflow with the help of tools from the Kube-
flow ecosystem. In this context, practical challenges and corresponding solution
approaches are also investigated.

1.3 Contributions

In order to answer the research questions discussed above, this thesis makes four
contributions to the fields of anomaly detection, diagnosis, and MLOps for CPSs.

Subsystem-Level Anomaly Detection Architecture A novel NN architecture is presented
that is explicitly designed to localize anomalies within a CPS at the subsystem level.
This architecture includes a latent space structure that incorporates prior knowl-
edge about the CPS. The model uses this architecture to generate binary health
states at the subsystem level based on the system’s multivariate time series. These
health states can be further processed downstream in symbolic diagnostic reason-
ing algorithms, thereby aiming to answer RQ1.

Graph-Based Diagnostic Algorithm The second contribution is a new diagnostic algo-
rithm that identifies those subsystems whose faults are most likely to be the cause
of the observed symptoms. The algorithm is based on graph theory and requires the
fault propagation graph discussed in RQ2 for initialization. It evaluates potential
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root causes based on a set of criteria that are drawn from basic diagnostic princi-
ples. It has polynomial time complexity and avoids the explosion of computational
complexity that is characteristic of many diagnostic approaches (answer to RQ2).

Integrated Diagnostic Framework The contributions mentioned so far can be used in-
dependently of each other and combined with other methods. However, they were
developed with the aim of providing a comprehensive solution for the diagnosis of
large and complex CPS when combined. The third contribution of this thesis is this
combined framework. In line with the motivation to minimize the necessary prior
knowledge, only three inputs are required for its initial implementation: (i) histori-
cal observations of the nominal system behavior, (ii) a fault propagation graph that
represents basic causal relationships between subsystems, and (iii) a mapping from
subsystems to the signals that correspond to them. These three inputs are usually
available in practice or can be created with little effort. This approach enables both
the detection and localization of symptoms in the CPS and the identification of
causes, resulting in a sorted list of subsystems responsible for the observed anoma-
lies (thus answering both RQ1 and RQ2).

MLOps Implementation The final contribution is an automated workflow using tools
from the Kubeflow ecosystem that deploys the algorithmic solutions described in
the contributions above in a reproducible and scalable way. The workflow orches-
trates the entire process from preprocessing with distributed computing tools and
hyperparameter search to model training, deployment, and automated retraining.
The methods used are described in such a way that they can be transferred to other
ML-based applications independently of the specific use case. Based on the exem-
plary implementation, both the strengths of the current features of the Kubeflow
ecosystem and those areas where further development would be useful are identi-
fied (answering RQ3). Within the scope of this research, contributions to the open-
source tools used were also made.

All contributions described in this section are evaluated within a series of exper-
iments that examine both the components in isolation and the overall framework.
The experiments use both simulated datasets and publicly available datasets from
different real-world systems. The source code for the proposed solutions and all
experiments discussed in this thesis is publicly available in the GitHub repositories
of the corresponding publications (see next section) under the MIT license, along
with detailed documentation.

1.4 Outline of this Thesis

The thesis is organized in four parts: (I) Background, (II) Formal Definition and
Solution, (III) Evaluation, and (IV) Conclusion and Outlook.
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Part | Background The first part of this thesis describes the theoretical background
upon which the contributions of this thesis are built. Chapter 2 introduces the spe-
cific ML methods used in the anomaly detection models, the graph theory concepts
relevant to the diagnosis algorithm, as well as the core concepts of MLOps. The
first part also contextualizes the contributions within the current state of the art
and distinguishes them from existing work in this field (Chapter 3).

Part Il Formal Definition and Solution The second part describes the contributions of
this thesis. To this end, Chapter 4 first formalizes the problem statement as well
as the inputs and outputs of the proposed solution. Based on this formalization,
Chapter 5 presents the individual components of the framework and their interac-
tion along with the MLOps reference implementation.

Part Ill Evaluation Part III describes and discusses the experiments carried out to
evaluate the contributions, as well as the theoretical results. The experimental re-
sults are covered in Chapter 6, and the theoretical results in Chapter 7.

Part IV Conclusion and Outlook Finally, the last part summarizes this thesis and pro-
vides an outlook on future research directions. Chapter 9 reviews the contributions
and their impact on the CPS community. Chapter 10 describes research directions
that, in the author’s opinion, could be promising for further developing the topics
discussed in this thesis.

1.5 List of Publications

The contributions presented in this thesis have been published and discussed in
several scientific publications. This section puts these publications in the context of
this thesis’ research questions, and splits them into two lists. Publications that have
made a significant contribution to this work are listed under “Main Publications”
(prefix M), while those whose content has been taken into account to a lesser extent
are listed under “Further Publications” (prefix F).

Publications Related to RQ 1: The NN architecture for subsystem-level anomaly de-
tection has been partially published in the Proceedings of the 12th IFAC Symposium
on Fault Detection, Supervision and Safety for Technical Processes (SAFEPROCESS
2024) [M1], where it was honored with the IFAC Young Author Award. An early ver-
sion of this work was presented and discussed at the 34th International Workshop
on Principles of Diagnosis [F3]. A related approach that also leverages the hierar-
chical structure of CPSs for anomaly detection was presented at IEEE ETFA 2024
(M2].
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Publications Related toRQ2: The contributions to Research Question 2, particularly
the graph-based diagnostic algorithm and its integration into the comprehensive
framework, are published as a preprint [M3], which is currently under preparation
for journal submission.

Publications Related to RQ 3: The results addressing Research Question 3 and the
MLOps contributions were published in the Proceedings of ML4CPS 2024 [M4].
Content relevant to the MLOps and open-source communities was additionally pre-
sented and discussed at the Kubeflow Summit (KubeCon + CloudNativeCon Europe
Co-Located Events) [M5] and PyCon DE & PyData 2025 [F14], both peer-reviewed
presentations.

Further Publications: A purely data-driven diagnostic method utilizing fault labels
was described in an international patent [F1]. The use case that motivated this re-
search, a diagnosis and reconfiguration software for the Columbus module’s ECLSS,
is described in a manuscript currently under review in the CEAS Aeronautical Jour-
nal [F2]. The complexity of modern CPSs as a fundamental challenge for diagnostic
tasks is discussed in a publication at ML4CPS 2025 [F4]. Several additional pub-
lications address the robustness of NNs deployed in CPS [F5, F6], alternative ap-
proaches to combining symbolic Al for CPS diagnosis [F7, F8], the application of
representation learning methods to CPS data [F9] and materials science [F10, F11],
as well as best practices for ML research in general [F12]. The fundamental con-
cepts of anomaly detection in CPS were also published as a book chapter in “Digital
Transformation” [F13].

Main Publications

[M1] H.S. Steude, L. Moddemann, A. Diedrich, J. Ehrhardt, and O. Niggemann.
“Diagnosis driven Anomaly Detection for Cyber-Physical Systems”. IFAC-
PapersOnLine 58, 4 2024. 12th IFAC Symposium on Fault Detection, Supervi-
sion and Safety for Technical Processes SAFEPROCESS 2024, pp. 13-18. ISSN:
2405-8971,2405-8963

[M2] J. Ehrhardt, P. Overloper, D. Vranjes, H. S. Steude, A. Diedrich, and O. Nigge-
mann. “Using Modular Neural Networks for Anomaly Detection in Cyber-
Physical Systems”. In: 2024 IEEE 29th International Conference on Emerging
Technologies and Factory Automation (ETFA). 2024, pp. 01-07

[M3] H.S. Steude, A. Diedrich, I. Pill, L. Moddemann, D. Vranje$, and O. Nigge-
mann. Data Driven Diagnosis for Large Cyber-Physical-Systems with Minimal Prior
Information. 2025. arXiv: 2506.10613 [cs.AI]

[M4] H.S. Steude, C. Geier, L. Moddemann, M. Creutzenberg, J. Pfeifer, S. Turk,
and O. Niggemann. “End-to-end MLOps integration: a case study with ISS
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telemetry data”. In: ML4CPS - Machine Learning for Cyber-Physical Systems
(Berlin, 2024). UB HSU, 2024

[M5] H.S. Steude and C. Geier. “Efficient Integration of Kubeflow Tools: An ISS
Data Case Study on Anomaly Detection”. In: KubeCon + CloudNativeCon Eu-
rope 2024 Co-located Events: Kubeflow Summit (Paris Expo Porte De Versailles).
Peer-reviewed presentation at CNCF-hosted co-located event. Paris, France,
19, 2024

Further Publications

[F1] H.S. Steude and A. Demeschkin. “Method and computer program product
for monitoring a bleed air supply system of an aircraft”. Pat. 2022189235. Na-
tional Phase Entries: US 18549599 (2024-03-21), EP 2022708959 (2024-01-17),
KR 1020237034489 (2023-11-07), CN 202280034242.5 (2023-12-26). 15, 2022

[F2] M. Tappe, L. Moddemann, H.S. Steude, N. Hranisavljevic, S. Myschik, C.
Geier, M. Creutzenberg, P. Grashorn, H. Ernst, and O. Niggemann. “A Super-
vised Al-Based Toolchain for Anomaly Detection, Diagnosis, and Reconfigu-
ration for the Life Support System of the Columbus Module of the ISS”. CEAS
Aeronautical Journal, 2025. Accepted, but final submission still due

[F3] H.S. Steude, L. Moddemann, A. Diedrich, J. Ehrhardt, M. Kalech, and O.
Niggemann. “Diagnosis Driven Anomaly Detection for CPS”. in: Proceedings
of the 34th International Workshop on Principle of Diagnosis. Loma Mar, USA,
2023

[F4] N. Hranisavljevic, T. Westermann, S. Plambeck, H. S. Steude, G. Benndorf, and
O. Niggemann. “A Model Learning Perspective on the Complexity of Cyber-
Physical Systems”. In: ML4CPS - Machine Learning for Cyber-Physical Systems
(Berlin). UB HSU, 2025

[F5] A. Windmann, H.S. Steude, and O. Niggemann. “Robustness and General-
ization Performance of Deep Learning Models on Cyber-Physical Systems: A
Comparative Study”. In: IJCAI 2023 Workshop of Artificial Intelligence for Time
Series Analysis (AI4TS). 2023

[F6] A. Windmann, H.S. Steude, D. Boschmann, and O. Niggemann. “Assessing
Robustness for Prognostic Models on Cyber-Physical Systems”. In: Proceed-
ings of the IEEE Emerging Technology and Factory Automation (ETFA). Not yet
submitted. 2025

[F7] L. Moddemann, H.S. Steude, A. Diedrich, and O. Niggemann. “Discret2di-
deep learning based discretization for model-based diagnosis”. IFAC-PapersOnLine
58, 4 2024, pp. 640-645

13



1 Introduction

[F8] L.Moddemann, H.S. Steude, A. Diedrich, I. Pill, and O. Niggemann. “Extract-
ing Knowledge using Machine Learning for Anomaly Detection and Root-
Cause Diagnosis”. In: 2024 IEEE 29th International Conference on Emerging
Technologies and Factory Automation (ETFA). 2024, pp. 1-8
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8971
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2 Foundations

Chapter Outline This chapter describes the theoretical foundations upon which
the contributions of this thesis were developed. Section 2.1 briefly introduces pop-
ular NN architectures for time series analysis before focusing on Temporal Convo-
lutional Networks (TCNs) and Variational Autoencoders (VAEs), which form the
core components of the anomaly detection model proposed in this thesis. Sec-
tion 2.2 describes the algorithms from graph theory that are used in the diagnostic
reasoning algorithm. Finally, Section 2.3 provides insights into the MLOps prin-
ciples and tools used in this work.

2.1 Time Series Analysis with Neural Networks

As already mentioned in Chapter 1, modern CPSs typically record multiple signals,
in particular continuous-valued sensor readings. Therefore, the analysis of multi-
variate time series in CPS, for example for the detection of anomalies, is a much-
discussed topic for which NNs have become the state-of-the-art methods in recent
years [61, 86, 131, 192, 208]. The analytical challenge lies in modeling complex time-
dependent interactions between multiple variables in typically large and messy CPS
datasets. Many different neural architectures have been proposed, which are suit-
able to varying degrees for application to CPS data. These are briefly introduced in
the next paragraph.

Classical Multilayer Perceptrons (MLPs) [151] are capable of approximating com-
plex functions, but they lack a mechanism that facilitates modeling temporal de-
pendencies. Recurrent architectures such as Long Short-Term Memory (LSTM)
networks [81], Gated Recurrent Unit (GRU) networks [32], and Recurrent Indepen-
dent Mechanisms (RIM) [68] were designed to address this limitation. However,
their sequential nature of processing data also limits their ability to model long-
range dependencies in time series, which are not uncommon in CPS. To address
this limitation, Convolutional Neural Networks (CNNs), originally introduced for
image processing, were adapted for time series by applying the convolution opera-
tion along the temporal dimension [187]. Building on this concept, TCNs were de-
veloped, which introduce so-called dilated convolutions (see Subsection 2.1.2) that
improve the long-range modeling and computational efficiency of vanilla CNNs [12,
99] and are therefore well suited for application to CPS data. More recent architec-
tures include Transformer-based models with attention mechanisms [182, 211] and
the Mamba architecture [73] with state space models and selective scanning mech-
anisms.
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The remainder of this section focuses on TCNs and VAEs, since these concepts
are at the core of the neural architecture presented in Chapter 5. At the time of the
development of this thesis’s contributions, TCNs represented a particularly suitable
choice due to the advantages mentioned above. While researchers have proposed
newer architectures in recent literature, such as Mamba or specialized Transformer
variants that might further improve the performance, TCN-based approaches con-
tinue to show competitive results when benchmarked against CPSs-specific real-
world datasets, as demonstrated in [192].

The following subsections cover the basic concepts of CNNs, TCNs, and VAEs,
and provide the necessary background to understand the architectural innovations
presented in later chapters.

2.1.1 Convolutional Neural Networks Overview

CNNs follow three principles: local receptive fields, weight sharing, and pooling
operations. Local receptive fields allow individual neurons to process only a small
region of the input, which makes it easier to learn local patterns and correspond-
ing abstractions in the data. Weight sharing means that the same set of weights is
applied to different parts of the input. This allows the patterns to be learned in-
dependently of their location in the time series. Pooling operations, that are often
used in CNNs, are a type of downsampling that reduces the dimensions of the fea-
ture maps. When combined, these three principles allow CNNs to learn complex
patterns with fewer parameters compared to MLPs.

The fundamental building block of CNNs is the convolutional layer. In this layer,
a set of parameters that is optimized during training is applied to the input data
in a convolution-like operation. Despite its name, in the deep learning frameworks
used in practice, such as PyTorch [137], these convolutional layers technically don't
implement a convolution but a cross correlation. The difference from “true convo-
lutions” is simply that the filters are not mirrored before the calculation.

In applications on CPS data, CNNs apply one-dimensional convolutions along
the time dimension. These convolutions run in parallel in many so-called channels,
where channels in the context of CPSs typically represent different sensor signals.
Although a multivariate time series has two dimensions just like a grey-scale image,
in these one-dimensional convolutions the convolution is only performed along the
time dimension and not along both dimensions as in image recognition. That means
that an input tensor X € R%*L with C,, € Ninput channels and a sequence length
L € N, computes an output Y € R%u*loe when processed by a convolutional layer

with C,,, € N filters. The output length L ,, € N depends on the input length L
and kernel size K € N.! Each element of the output can be computed as:
Cin—1K-1
Yj,i - .b‘7 + Z Z Wj,k:,m . Xk,’H—m (2.])
k=0 m=0

'L, also depends on padding, stride, and dilation. For a detailed discussion of these topics, see
Murphy [128] Chapter 14.
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where W € R%u*CinxK represents the filter weights with kernel size K € N,
b € R%u is the bias term, i € N is the time index, and j € N is the output channel
index. Note that each filter can be assigned to an output channel. The number of
filters, each with their own sets of weights, therefore determines the dimensions of
the output, as shown in Figure 2.1.

Input Kernel Output
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Figure 2.1: Illustration of a multi-channel one-dimensional convolution visualiz-
ing Equation 2.1. The two input channels (x; and x,) each represent individual
sensor readings at discrete time points. Both signals are processed by a single fil-
ter with kernel size 2. Note that the figure omits the bias term b for simplicity.

As in other neural networks, nonlinear activation functions are also used in
CNNes. In practice, the Rectified Linear Unit (ReLU) is often used:

ReLU(z) = max(0, z). (2.2)

Pooling layers reduce the spatial (in the case of CPS data, this refers to signals) or
temporal dimension of feature maps. A very popular variant is max pooling [100],
which outputs the maximum value within each window of p € N consecutive values
from an input sequence. This can be formalized as:

MaxPool,,(x)(i) = max x (2.3)

j=0,.5p—1 " P

Due to the features of one-dimensional CNNs described above, they are well
suited for the analysis of multivariate time series [187]. However, one of their limita-
tions is that the number of weights increases linearly with the size of the receptive
field, which is the number of input elements processed within a convolution. This

limitation is addressed by TCNs, introduced in the following subsection.

2.1.2 Temporal Convolutional Networks (TCNs)

TCN s extends CNNs with two new features, which are introduced in the following:
dilated convolutions and residual connections [12]. Both of these features aim to
increase the ability to learn long-term patterns.

Dilated Convolutions

Dilated convolutions were introduced by Yu et al. [204] in a paper on image process-
ing. Using these dilated convolutions, the receptive field can grow exponentially
with the depth of the network, measured in the number of NN layers, if the layers
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are designed accordingly. As described above, this growth is linear in non-dilated
CNNes.

For a one-dimensional input sequence x € R” of length L and a filter w € R¥
with kernel size K, the dilated convolution for a single channel (for simplicity) can
be written as:

K-1
=0

where d is the dilation rate, i is the position in the output sequence, and j indexes
the filter weights. Formula 2.4 shows how the dilation rate increases the size of
the receptive field. This effect becomes even clearer in Figure 2.2, which shows the
exponential growth of the receptive field with the number of stacked layers, when
used in TCNs.

Yo Y1 ... .. YT OQutput
d=238
d=4
d=2
d=1

o £1x2 ... e IT Input

Figure 2.2: Dilated causal convolutions in a TCN with kernel size 2. Each row
represents a layer within the TCN. The dilation rate increases with the layers
(d = 1,2,4,8). The connections illustrate how TCNs ensure what Bai et al. [12]
call causality. Each output depends only on current and previous inputs, never on
future ones. The figure also visualizes the exponential growth of the receptive field
with the number of layers.

In addition to dilated convolutions, Bai et al. [12], who proposed TCNs, use so-
called causal convolutions. In these convolutions, padding and masking are applied
in away such that the output at timestamp 7 only depends on inputs from timestamp
t<i?

The exponential growth of the receptive field mentioned above is achieved by the
fact that the dilation rate grows with the pattern d = 2 for layer Iy € N, which
is typical for TCNs. This means that even relatively shallow models can model long
time spans. For a TCN with Ly layers and a kernel size of K, the receptive field
size p € N grows according to:

2Padding refers to adding extra values (often zeros) to the input before applying the convolution. It
can be used to modify the dimensions of the output. Masking describes the process of multiplying
parts of the convolution outputs with zero. For details, see Murphy [128], Chapter 14 and 15.
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2.1 Time Series Analysis with Neural Networks

Residual Connections

The second way TCNs extend standard CNNs is through residual connections, or
shortcuts. These shortcuts are added to mitigate the gradient vanishing problem in
backpropagation of deep neural networks [76] and are typically implemented within
residual blocks. As shown in Figure 2.3, one of these blocks consists of two dilated
convolutional layers, each followed by a normalization layer (batch or layer nor-
malization, see [128], Chapter 14 for details) and the activation function [12]. The
shortcut is that the input of these blocks is added to the output:

y = o(x + f(x, Opjock)) (2.6)

where 6., represents the trainable parameters within the residual block. Note
that in case of different dimensions of the input and output, a 1 x 1 convolution is
applied to the input x before adding it to the output of the residual block f(x, @y, )-

Residual block Output
y y
* 7
[Residual block (d = 8)]
A
| WeightNorm |

[Residual block (d = 4)|

A | Dilated 1-d convolution | |lxl convolution |

A
Residual bl;)\ck (d=2)
WeightN
[Residual block (d = 1)] [ WeightNorm |
* | Dilated 1-d convolution |

x

Yo

Input

Figure 2.3: Neural architecture overview of a TCN. The left side shows an overview
of the entire TCN, including the increasing dilation rate per layer. The right side is
a detailed view of the components within the residual blocks, including the short-
cut or residual connection.

Due to the combination of residual connections and dilated convolutions, TCNs
are particularly well suited for time series analysis in the CPS context because they
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can model not only long-range but also high-frequency patterns in multivariate time
series. Anomalies, for example, can occur in the form of short outliers or slow
regime changes [192]. Furthermore, TCNs are computationally efficient, at least
relative to recurrent or fully connected NNs, which is useful for real-time analysis
on streaming data or applications on edge devices.

2.1.3 Autoencoders for Dimensionality Reduction

Autoencoders (AEs) are NN architectures from the group of representation learning
models [80]. In most cases, they are used to perform a dimensionality reduction very
similar to that of PCAs [139], but in contrast to the PCA, AEs are highly non-linear,
at least as long as they contain non-linear activation functions. Sakurada and Yairi
[154] show how this non-linearity can, for example, increase the anomaly detection
performance on multivariate time series.

Figure 2.4 illustrates this dimensionality reduction using a sample from the
MNIST dataset [100], which is often used for didactic purposes in ML literature,
especially since images can be easily visualized in a natural way.

. s
X X

Encoder Decoder

Figure 2.4: Basic architecture of an AE illustrated with an MNIST digit sample.
The encoder, f,, compresses the input image x € R" (where n = 784 for a flat-
tened 28 x 28 pixel image) into a lower-dimensional latent representation z € R™
(where typically m <« n, for example, m = 2). The decoder, gq4, then attempts to
reconstruct the original input from this compressed representation and computes
x e R™.

The encoder, which is typically implemented as a NN f,, with parameters ¢, maps

the input data x € R" to a lower-dimensional latent representation z € R where
m < n:

7= fy(x). (2.7)

The decoder, a second NN g, with parameters 6, then computes the reconstruc-
tion of the original input from this latent representation:

X = gg(2) = go(f4(x))- (2.8)
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The weights of the AE are optimized to minimize a reconstruction loss function
£(x,x) that measures the difference between the original input and its reconstruc-
tion, the output of the AE. For a dataset with NV samples, the total loss is:

£L(¢,0) = Z£<xi799(f¢(xi)))' 2.9

where x; represents the i-th training example. A typical choice for continuous data
is the Mean Squared Error (MSE):

Lysp(x, %) =[x —X[]%. (2.10)

2.1.4 Autoencoders for Anomaly Detection

The ability of AEs to compress data samples into a latent space via a non-linear
transformation and to reconstruct them from this compressed representation makes
them well suited to detect anomalies in data. For this purpose, an AE is trained
exclusively on data that does not contain any anomalies. The weights are optimized
to reconstruct samples from the distribution of normal samples. The reconstruction
of a sample that does not originate from the distribution of normal data, which is
the case, for example, with anomalies in CPS time series, will therefore exhibit a
larger reconstruction error, which makes this error a natural anomaly score [154].
Formally, the anomaly score for a new data point x can be defined as:

a(x) = ||x — go(fp(x))|[*. (2.11)

A threshold 7 can then be applied to this score to classify the input as either nor-
mal or anomalous:

0, otherwise

5(x) = {1, ifa(x)>7 212

where 0(x) = 1 indicates an anomaly and §(x) = 0 indicates normal behavior.

The AE framework can be easily adapted to different data types because any NN
layer architecture can be used in the encoder and decoder networks. For CPS time
series, for example, Recurrent Neural Networks (RNNs) or TCNs are suitable (see
Section 2.1), so that the latent representation also contains information about tem-
poral dependencies [143].

2.1.5 Variational Autoencoders for Anomaly Detection

VAE:s presented by Kingma and Welling [93] extend the AE framework to a proba-
bilistic model. In VAEs, data samples are not mapped directly into a latent space,
but rather onto the parameters of the latent space distribution (see Figure 2.5). This
probabilistic setup leads to more regularized and disentangled latent space repre-

23



2 Foundations

sentations, quantifiable uncertainty, and the ability to use the decoder as a gen-
erative model. The following discussion of VAEs is based on the comprehensive
treatment in Murphy [128] (Chapter 20) and the tutorial overview by the authors of
the original VAE formulation Kingma and Welling [92].

From Deterministic to Probabilistic Encoding

As already indicated, the encoder in the VAE produces the parameters of a proba-
bility distribution, typically mean s, (x) and standard deviation o4(x). The latent
space representation z that is passed to the decoder is then sampled from the distri-
bution specified by these parameters. Figure 2.5 visualizes this architecture, using
a sample from the MNIST dataset like in the AE example in Figure 2.4.

_> e Z= Uy +0y0OE€
: » 05T withe~N(0,I) > 09 >

-~

X X

Encoder Decoder

Figure 2.5: Architecture of an VAE illustrated with an MNIST digit sample. Un-
like the deterministic AE in Figure 2.4, the VAE encoder g, (z|x) maps the in-
put to distribution parameters j1,(x) and o,(x). The latent representation z is
then sampled from this distribution. The sampling is done using the reparame-
terization trick to allow gradient computation for the backpropagation algorithm
Z = 145(X) + 04(x) © €, where € ~ N(0,I). The decoder py(x|z) then reconstructs
the input from this sampled latent variable.

In the case of a Gaussian prior distribution, which is used in most cases® the prob-
abilistic data generation process can be described as follows: The latent variable z
is sampled from a prior distribution p(z). The sample x in the data space is then
generated from this latent variable by a conditional distribution:

Po(x|z) = N (x|pg(2), 0°I). (2.13)

Here, pg(z) represents the output of the decoder network and o? the variance
parameter that can either be fixed or optimized during training. The marginal like-
lihood of a point x can be written as:

po(x) = / P (x|2)p(z)dz (2.14

3Gaussian distributions are the most common choice for the prior distribution in VAEs. However,
there are alternatives, for example, to model categorical or discrete latent variables [85, 113], which
are also used for CPS datasets [124, 125].

24



2.1 Time Series Analysis with Neural Networks

which is a generally intractable integral. Therefore variational inference techniques
are needed as described in the following paragraphs.

Variational Inference for Training

The encoder network defines an approximate posterior distribution g, (z|x) that
approximates the true posterior py(z|x) by computing its parameters 4, and ai:

qg(2%) = N(z|pg(x), 05 (x)1). (2.15)

The parameters ¢ and 6 of the encoder and decoder networks, respectively, are
optimized simultaneously in the same backward pass of the backpropagation. The
loss function used for training is the Evidence Lower Bound (ELBO) £(0, ¢;x). As
derived in Kingma and Welling [93] on page 18, the ELBO provides a lower bound for
the marginal log likelihood and consists of two terms. (i) The reconstruction term,
highlighted in equation 2.16, represents the expected value of the log likelihood of
a data sample x conditional on the latent space variable z. Note that this expected
value not only depends on the decoder’s parameters 6, but also on the encoder’s
parameters ¢, as indicated by the index of the expectation symbol By (ii) The
second term, also highlighted in equation 2.16, is the regularization term, which
encourages posterior distributions ¢, (z[x) to be close to the prior p(z), measured
by the Kullback-Leibler divergence:

logpe(x) > £(6, ¢;x) = I[*3114,(z\><) log pe(x|z)] — DKL(%(Z’X)HP(Z)) . (2.16)

Reconstruction term Regularization term

Because the forward pass of the VAE involves a sampling process, direct gradient
calculation is not possible. For this reason, the so-called reparameterization trick is
used, which computes the latent variable z instead of directly sampling from ¢4 (z|x)
as follows:

Z = f14(X) +04(x) O€ (2.17)

where € ~ N(0,I) is an auxiliary noise variable and © represents element-wise
multiplication.

The B-VAE Extension

The $-VAE, introduced by Higgins et al. [78], is an extension of the standard VAE
that introduces a hyperparameter S which controls the weight of the KL divergence
term in the ELBO loss:

£5(0, %) = By o log po(x|2)] — B -Dycr(ap(a0)llp(). (218

New
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By adjusting f3, it is possible to control the trade-off between reconstruction ac-
curacy and regularization (the constraint on the latent space structure). With values
that satisfy 8 > 1, the model learns a more disentangled representation at the cost
of reconstruction quality. When § < 1, the loss puts more emphasis on accurate
reconstruction and moves the latent posterior further away from its prior. Burgess
et al. [23] provide a detailed analysis of how [ affects the disentanglement of latent
variables and describe strategies for modifying this parameter during training. For
complex multivariate time series data, the § parameter is particularly important, as
standard VAEs (5 = 1) often struggle with the “posterior collapse” problem, where
the model ignores the latent space in favor of minimizing the KL divergence [109].
The S-VAE framework’s flexibility and its probabilistic foundation, makes it a well
suited basis for the subsystem-level anomaly detection approach presented in Chap-
ter 5.

The effects of the VAE framework on the latent space are illustrated in Figure 2.6.
The visualized latent space representations of MNIST images are predictions from
two models, an AE (left) and a VAE (right). Both models were trained for 20 epochs
on the training data, while the figure shows the latent space representations of the
test samples. The dimension of the latent space is 2 in both models, z € R?, so that,
in contrast to the visualization by Murphy [128], no additional t-SNE [112] transfor-
mation was used here. The visualization shows that the latent space of the VAE has
fewer low-density regions between the digit clusters and that the entire distribution
is much closer to a 2-D Gaussian (the prior) than the one produced by the AE.

AE latent space VAE latent space

Latent dimension 2
(3] w S [9;] [e)Y ~ (o] O

—_

Latent dimension 1 Latent dimension 1

Figure 2.6: Comparison of latent spaces in AE (left) and VAE (right) for MNIST
digits. The colors represent the digit classes (0-9). For the VAE, the scatter plot
shows the mean parameters y, of the latent distribution.
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VAE-based Anomaly Detection

Similar to AEs, the reconstruction quality can also be used as an anomaly score for
VAE. However, because the framework is probabilistic, VAEs use the likelihood of
the observed data points x under the learned model instead of comparing them to
their reconstruction:

a(x) = — log py (x4 (x). 219
As with AEs, a threshold 7can be applied to these scores to make binary anomaly
decisions:
5(x) = 1, if a(x) '> T (2.20
0, otherwise

where again 0(x) = 1 indicates an anomaly.

For a more comprehensive discussion on VAEs, readers are referred to Chapter 20
of Murphy’s book [128] on probabilistic machine learning and the tutorial overview
by Kingma and Welling [92].

2.2 Graph-Based Algorithms for Diagnostic Reasoning

Graph theory is a widely used framework for modeling entities and their relation-
ships, which is used across domains in various applications [18, 42, 130]. Graphs are
also used in the diagnosis literature [83, 95, 145, 155]. Since the diagnostic reason-
ing algorithm presented in this thesis is also based on the analysis of graphs, this
section describes the necessary basic concepts from graph theory.

2.2.1 Fundamentals of Graph Theory

According to the introduction to graph theory by Diestel [42], a graph G = (V, E) is
defined by a set of vertices (or nodes) Vand a set of edges F that represent relation-
ships between them.

Graphs can be divided into undirected and directed graphs, among other types.
In undirected graphs, edges are unordered pairs {u, v} where u,v € Vrepresent a
bidirectional relationship between w and v. In directed graphs, on the other hand,
these pairs are ordered (u, v) and represent a relationship from node u to v and not
vice versa.

Another graph concept used in the description of the algorithm proposed in
this thesis are paths. In a directed graph, a path describes a sequence of nodes,
Uy, Vg, ..., U, such that (v;,v,,,) € Eforalli € {1,2,...,n — 1}, which means that
node v is reachable from node u if there is a path from u to v. A cycle is therefore
a path that starts at a node and ends at the same node, as illustrated in Figure 2.7
using nodes B, C, and D as examples. While Directed Acyclic Graphs (DAGs) don't
contain such cycles, cyclic graphs do. However, DAGs offer computational advan-
tages for algorithms such as topological sorting, Bayesian network inference, and
causal discovery.

27



2 Foundations

Adj(A) = {B,E} 01001
Adi(B) = {C} 00100
Adi(C) = {D} 00010
Adj(D) = {B} 01000
Adj(E) =0 00000
Visual Representation Adjecency List Adjecency Matrix

Figure 2.7: Different representations of a directed cyclic graph. The figure shows
the visual representation of a graph (left), its adjacency list (center), and the ad-
jacency matrix (right). The diagnostic algorithm presented in this thesis uses di-
rected cyclic graphs for modeling fault propagation between subsystems. The cy-
cle B— C — D — Bin this example illustrates a feedback pattern that cannot be
represented in acyclic graphs.

Adjacency lists and adjacency matrices are the most commonly used represen-
tations of graphs (see Figure 2.7). An adjacency list representation maintains, for
each vertex, a list of its adjacent vertices, and the adjacency matrix is a |[V| x |V|
matrix where entry (4, j) indicates whether an edge exists from vertex i to vertex j.
Both have their advantages and disadvantages in different applications. Adjacency
lists are memory-efficient for sparse graphs (where |E| <« |V]?), since they require
O(|V| + |E]) space, and O(1) time complexity for iteration over neighbors. Adja-
cency matrices, on the other hand, have a O(1) time complexity for edge lookups
but require O(|V|?) space regardless of the number of edges.

2.2.2 Graph Algorithms

This section introduces the graph algorithms that form the basis for the diagnostic
reasoning algorithm presented in Chapter 5, including Breadth-First Search (BFS),
Depth-First Search (DFS), and distance-based node grouping. A comprehensive de-
scription of these algorithms can be found in the standard textbooks by Cormen et
al. [36] and Bondy and Murty [18].

Breadth-First Search

The BFS is a search algorithm for graphs which, as its name suggests, first searches
broadly and then slowly works its way deeper. Within a loop, the algorithm visits
all neighbors of a starting node, then the neighbors of all neighbors, and so on. The
nodes that have already been visited and those that still need to be visited are stored
in a queue. In each iteration, the algorithm takes a node that has not yet been visited
from the queue and repeats the procedure until the queue is empty.
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In this way, the shortest paths from the start node to all other nodes are found in
a natural way, because the path that the algorithm has taken when it goes from the
start node u € Vto any other node v € Vis also the shortest path from u to v. BFS
has a time complexity of O(|V| + |E|).

Depth-First Search

Another search algorithm for graphs is DFS, which goes deep into the graph before
exploring breadth. The algorithm travels along the edges leading away from the
current node as long as there is a path to a node that has not yet been visited. Only
when this is no longer the case does it retrace its steps and search for alternative
paths. This algorithm can be implemented either recursively or with a stack.

Like BFS, DFS has a time complexity of O(|V| + |E|). However, the paths and
memory usage of these approaches differ. While BFS requires storing all nodes
at the current level (which can be large in wide graphs), DFS needs to store only
the path from the root to the current node, which reduces memory usage for deep
graphs.

Distance-Based Node Grouping

One method for clustering nodes within a graph according to their distance from a
start node is to use “shells”. A “shell” V}, contains all nodes whose paths from the
start node have a certain length: V,, = {v € V' | distance(u,v) = k}. Because of how
it explores nodes level by level, BFS is particularly well suited for identifying these
“shells”.

The distribution of nodes across these shells can reveal structural properties of
the graph, such as expansion rates and clustering patterns, which might provide
useful information on how effects travel through the graph.

2.3 Machine Learning Operations (MLOps)

Research question RQ3 of this thesis is concerned with topics from the field of
MLOps. For this reason, this chapter introduces some basic concepts from this
discipline and places them in the context of the Cross-Industry Standard Process
for Data Mining (CRISP-DM) cycle. The section also discusses the cloud-native in-
frastructure upon which many modern MLOps platforms are built.

2.3.1 The ML Development Lifecycle and CRISP-DM

As Martinez-Plumed et al. [115] recently noted, the CRISP-DM [161] is still one of the
most widely used methods for structuring machine learning projects, even though
it was introduced more than 20 years ago. The process model, which is also used
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in the field of CPS [63], defines six phases: (i) business understanding, (ii) data un-
derstanding, (iii) data preparation, (iv) modeling, (v) evaluation, and (vi) deployment.
This iterative process is illustrated in Figure 2.8.

MLOps is a discipline that also focuses on ML-projects, but puts more emphasis
on the technical challenges and corresponding tools. Recent reviews of MLOps [15,
97] identify functional areas of MLOps that can be mapped to the six phases of the
CRISP-DM cycle. While CRISP-DM deals with the conceptual framework of ML
projects, MLOps is more concerned with the tools needed to get ML software into
production and to maintain it. The following section maps these MLOps tools and
practices to the six phases of the CRISP-DM.

30

(a)

Data versioning and management: [CRISP-DM phases (ii) and (iii)] Similar
to how source code management tools such as Git track the status of soft-
ware and its changes, these tools were designed to track how datasets used to
train ML models were created. This also includes data transformations which
might have a significant impact on the quality of the model.

Model development: [CRISP-DM phase (iv)] The development of the ML mod-
els themselves is supported by many MLOps tools, which support for exam-
ple, model selection or hyperparameter tuning. In most cases, this is based on
common open-source ML frameworks such as PyTorch, Tensorflow, or scikit-
learn.

Distributed training: [CRISP-DM phase (iv)] Especially for large data sets, but
also for large models, distributed training can reduce training time signifi-
cantly. Distributed training refers to the parallel execution of calculations
required to train individual models. Since this parallelization increases the
technical complexity of the training, many modern MLOps tools attempt to
simplify this process for developers.

Model testing/validation: [CRISP-DM phase (v)]| ML models need to be evalu-
ated and tested before they are used. Tools in this category support the cre-
ation of plots and metrics that describe the performance of the models.

Model deployment: [CRISP-DM Phase (vi)] Here, MLOps tools offer a wide
variety of solutions designed to make it easier for data scientists to transi-
tion from experimental models to production systems. Topics such as model
versioning, containerization, and the provision of Application Programming
Interfaces (APIs) are traditionally handled by data engineers rather than data
scientists.

Model inference: [CRISP-DM Phase (vi)] These tools are closely related to
those used in model deployment and include, among other things, optimized
serving infrastructure to efficiently deploy various types of ML models while
taking into account latency, throughput, and resource utilization.
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(g) Model performance monitoring [CRISP-DM phases (vi) » (i)] This group in-
cludes tools and approaches that systematically test the deployed models. As
motivated in Section 1.1.4, this step is particularly relevant for identifying
model or concept drift in models for CPS that change over time.

(h) Experiment tracking and metadata storage: [CRISP-DM phases (iv), (v)] The
experimental nature of the development process of ML models means that in
practice it is often unclear how exactly models were created or how they could
be reproduced. Tools in this category therefore provide experiment tracking
and model versioning support.

Figure 2.8 illustrates how these MLOps features map to the traditional CRISP-
DM cycle.

CRISP-DM Cycle

Business understanding (i)

Data understanding (ii)

Data preparation (iii)

KJ

bcij

|

Deployment (vi)

Modeling (iv)

Evaluation (v)

Figure 2.8: The CRISP-DM cycle with MLOps features mapped to each phase. The
six-phase cycle shows the standard CRISP-DM process (i-vi). These MLOps fea-
tures are mapped to each phase: (a) Data Versioning and Management, (b) Model
Development, (c) Distributed Training, (d) Model Testing/Validation, (¢) Model De-
ployment, (f) Model Inference, (g) Model Performance Monitoring, (h) Experiment
Tracking and Metadata Store, (i) Orchestration, and (j) Code Management.

In addition to features that map well to individual phases of the CRISP-DM,

MLOps platforms typically also offer features that span the entire process or are
relevant to the entire process. These include:
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(i) Orchestration: This refers in particular to pipelining tools that combine the
features described above into a workflow and can execute the individual steps
automatically.

(j) Code Management: When it comes to code management, the development of
ML software is no exception, and most MLOps tools support one or another
code management software such as Git [180].

2.3.2 Containerization and Cloud-Native Infrastructure

Many production-grade ML deployments and even entire MLOps platforms rely
on containerization to meet requirements for flexibility, hardware and infrastruc-
ture independence, and scalability. Kubernetes is a container orchestration plat-
form that has established itself as the de-facto standard for managing container-
based software since its launch 10 years ago [25]. The most important features
of Kubernetes include: (i) efficient resource management for Central Processing
Unit (CPU), memory, and accelerators such as Graphics Processing Units (GPUs),
(ii) horizontal scaling to handle variable workloads, (iii) workload isolation to run
multiple pipelines concurrently, and (iv) declarative configuration that enables
infrastructure-as-code practices. MLOps platforms running on Kubernetes extend
this feature set with the tools described in Section 2.3.1. A popular example of this
is the Kubeflow ecosystem, which ranked first in a recent comparison by Berberi
et al. [15] that evaluated both feature coverage and community adoption of various
open source tools.

For GPU intensive tasks such as training deep NNs, Kubeflow integrates paral-
lelization frameworks such as Pytorch Distributed Data Parallel (DDP) [104] or Ten-
sorFlow’s distributed training strategies [1], for which the GPUs for the individual
training processes in Kubernetes can be provided via the open source NVIDIA GPU
Operator, for example. CPU-based workloads can also be distributed with Kuber-
netes in the backend using frameworks such as Dask [149] or Spark [206]. A major
advantage of these Kubernetes-based solutions is their flexible resource allocation.
Compute resources can be shared so that multiple users can access them, or com-
bined so that individual jobs can use the power of many compute nodes simultane-
ously.

Despite, and in part because of, the rapid development of the MLOps tool land-
scape in recent years, the field also faces unresolved challenges. The wide range
of different tools, some with different concepts and philosophies, makes it difficult
for practitioners to choose the right tool for their use cases. No standards have yet
been defined for the interfaces of the individual features [15].
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Chapter Outline This chapter provides an overview of the state-of-the-art in the
research areas relevant to the contributions of this thesis. Section 3.1 therefore
covers DL approaches for anomaly detection and emphasizes solutions that make
use of prior knowledge about the structure of CPSs, while Section 3.2 reviews data-
driven and ML-based solutions applied to diagnosis problems. Furthermore, Sec-
tion 3.3 discusses the current state of research in the field of MLOps. Finally,
Section 3.4 outlines the research gaps addressed by this work.

3.1 Anomaly Detection in Cyber-Physical Systems

Despite some contributions that question the superiority of DL over traditional
static methods for anomaly detection in multivariate time series [5, 147, 156], current
research largely focuses on DL methods that have become the state-of-the-art for
this task [61, 86, 134, 208]. The overview of current research in this section therefore
mainly focuses on DL-based work.

3.1.1 Modern Anomaly Detection Methods

According to the taxonomy proposed by Zamanzadeh Darban et al. [208], DL ap-
proaches for time series anomaly detection in CPSs can be grouped into different
categories, of which the main ones are reconstruction-based and prediction-based
methods. The following paragraphs therefore focus on these two categories of mod-
els, which make up the majority of the current literature in this field.

Prediction-based Methods

Prediction-based methods apply models trained on data describing the normal op-
erations of the CPS to make predictions for future values of these signals. The core
idea is that these models fail to predict time series when anomalies occur since
the anomalies cause previously unknown patterns in the time series. Anomalies
can therefore be identified by increased prediction errors. These approaches have
evolved from traditional time series forecasting techniques, including statistical and
classical ML-based methods, to sophisticated DL architectures, as discussed by Au-
dibert et al. [5]. This section provides an overview of the main groups of these DL
architectures.
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Recurrent neural networks (RNNs) were developed to model sequence data. There-
fore, they are among the earliest DL models that were used for prediction-based
anomaly detection in CPSs time series. More recent CPS literature also contains
papers that propose newer RNN architectures such as GRUs [32] and RIMs [68] for
time series forecasting, however, LSTMs are used in most studies [19, 49, 114, 190,
191]. Ezeme et al. [51] and Du et al. [46] show how RNNs can be used not only for
anomaly detection in sensor signals, but also in text-based log files of technical sys-
tems. The authors also point out that RNN models can be updated with new data
after initial training to counteract concept and data drift.

Temporal Convolutional Networks (TCNs), which are presented in detail in Section 2.1,
are also widely used for prediction-based anomaly detection in the CPS domain.
For example, Kravchik and Shabtai [96] demonstrate how 1-D CNN s identify cyber-
attacks in the SWAT dataset. Similarly, Wang et al. [186] use TCNs for anomaly de-
tection in satellite telemetry data, Neupane et al. [129] for anomalies in automotive
vehicle sensor data, and Ma et al. [111] to identify false data injections in smart grid
data. The categorization into recurrent or convolutional architectures is not mutu-
ally exclusive, there are several papers that propose NN architectures that use com-
binations of CNNs and RNNs [120, 199]. TCNs are also used in transformer-based
architectures designed for anomaly detection in CPS [77], which will be presented
in the next section.

Transformer-based models have also gained attention and popularity in the CPS lit-
erature in recent years because their attention mechanism makes them perform
well at modeling long-range dependencies in sequential data. Public interest in
transformer-based Large Language Models (LLMs) and the chatbots powered by
them [39, 74, 182] has certainly supported this trend. There are several examples
of transformer-based anomaly detection models for CPS, including the TimesNet
model proposed by Wu et al. [195], which transforms 1D time series into 2D ten-
sor representations to encode complex temporal patterns as well as the model pro-
posed by Jeong et al. [87], which is inspired by the popular BERT model [39]. Both
papers validate their approaches on CPS datasets. Transformer-based architectures
are combined with Graph Neural Networks (GNNs) for prediction-based anomaly
detection in CPS datasets [29].

Graph neural networks (GNNs) are used in the context of CPS predictions to model the
relationships between different sensors or components as graphs (see Section 2.2.1).
For example, Deng and Hooi [38] propose a model that first learns a graph from the
time series data that models their characteristics in order to use this graph for pre-
dicting system behavior. Similarly, Dai and Chen [37] combine methods for learning
graphs from data with normalizing flows [148] to detect anomalies. Wang et al. [185]
present an interesting transformer-based GNN approach in which the interactions
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between sensors are dynamically adjusted over time. All of the above studies on
GNNs validate their methods against public CPS datasets.

Despite major advances in prediction-based anomaly detection, all of the ap-
proaches above share a disadvantage that lies in the nature of predictions itself:
if the system is subject to changes that occur without prior indication through pat-
terns within the time series, they cannot be accurately predicted [65]. If such cases
occur when no anomalies are present, which can be the case, for example, with ex-
ternal influencing factors or changes in control variables, there is a high probability
that the anomaly detection model will generate false positives.

Reconstruction-based Methods

Reconstruction-based methods for anomaly detection are not based on errors in the
prediction quality, but on the principle of reconstruction errors described in Sec-
tion 2.1.4. They are therefore particularly advantageous in for CPSs, where unpre-
dictable state changes are common.

Autoencoders (AEs), which are introduced in detail in Section 2.1.3, are the most
commonly used among reconstruction-based anomaly detection models. The AEs
proposed in the CPS literature use all of the NN layer architectures discussed in the
previous section in the encoder and decoder NNs. RNN-based AEs are applied, for
example, in anomaly detection for industrial furnaces [143], electrical power grids
[176], and 10T devices in general [132]. Similarly, convolutional AEs have been em-
ployed for detecting anomalies in photovoltaic systems [135] and machine sound
signatures [34]. Campos et al. [24] proposed a convolutional autoencoder with atten-
tion mechanisms that was validated against multiple CPS datasets. More recently,
even transformer-based AEs have been applied to CPS datasets, as demonstrated by
Kang and Kang [91], Shang et al. [160], and Tuli et al. [181].

Variational Autoencoders (VAEs), which are explained in more detail in Section 2.1.5,
are also implemented with various NN layer types. Li et al. [105] designed a hi-
erarchical VAE architecture with two sets of latent variables, where one models
the inter-metric dependencies (relationships between different signals) and another
capturing temporal dependencies (patterns within each individual signal over time).
Lin et al. [107] and Wu et al. [194] introduce the LSTM-VAE and the VAE-TCN re-
spectively, which they demonstrate on multiple CPS sensor datasets. More recently,
Min et al. [122] introduced a variational transformer that applies the VAE framework
to anomaly detection in autonomous vehicle data.

Generative adversarial networks (GANs) consist of a generator model that creates fake
data samples and a discriminator model which is tasked with distinguishing them
from real samples [67]. In contrast to AEs, Generative Adversarial Networks (GANs),
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just like VAEs, are generative models. Several GAN-based anomaly detection mod-
els are proposed in the CPS literature. Li et al. [102], for example, use LSTMs in both
the generator and discriminator models and a combination of reconstruction error
and discrimination in the loss. Chen et al. [28] present a framework that combines
GANs with VAEs. They use two generators and two discriminators, one pair oper-
ating in the data space and the other in the latent space. In a more recent work, Du
et al. [45] introduce FGANomaly, which attempts to solve the problem of unlabeled
anomalies in the training dataset using a filter mechanism and a specially designed
loss function. Although GANs show promising results in anomaly detection in CPS
data, the models are sometimes difficult to train [118], which is why they are less
commonly used in practice.

Reconstruction-based anomaly detection methods should generally deliver better
results on complex CPS data than prediction-based methods because they do not
have to make predictions and are therefore better able to cope with unpredictable
but not anomalous cases. However, state transitions in CPS are not only partially
unpredictable but also often rare, as seen in the ECLSS use case. Due to this im-
balance, the models tend to ignore the rare events in favor of a better fit of the
steady-state data, which can lead to false positives.

3.1.2 Subsystem-Level and Structurally-Informed Approaches

The methods presented in Section 3.1.1 operate largely as “black boxes” that view
the CPS as a single entity or as a collection of signals. However, as described in the
introduction, CPSs can be divided into subsystems, components, or processes that
follow physical or causal rules. This type of prior knowledge can integrate valuable
context into ML models that could improve both the performance and interpretabil-
ity of the results. The current literature on CPS contains several contributions that
investigate this integration, using different approaches.

Modular Neural Network Architectures

One approach to integrating structural knowledge into ML models is the use of
modular NNs. The approaches model the behavior of individual components or
subsystems of the CPS using individual NNs. For example, Ehrhardt et al. [48] pro-
pose modular NNs that approximate the functions represented by each subsystem.
The entire system can then be modeled by connecting the inputs and outputs of the
models according to the CPS structure, allowing both local and global anomalies
to be detected. In a similar approach, Vranje$ and Niggemann [184] demonstrate
how modeling at the subsystem level, rather than modeling the entire system, can
improve performance in anomaly detection. Finally, Wu et al. [197] propose an in-
teresting approach in which GNNs are divided into predefined subgraphs based on
prior knowledge, which are defined along signal types or components.
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Physics-Informed Constraints

Probably the most well-known approach to integrating prior knowledge into NN
for time series analysis are Physics-Informed Neural Networks (PINNs). These
models introduce physical constraints into the loss function or model architecture.
For example, Wu et al. [196] use prior knowledge from piping and instrumentation
diagrams to modify the loss function of a GNN so that the model favors graphs that
are similar to the physical structure. In addition, both Misyris et al. [123] and Falas
et al. [52] implement the standard PINN framework, in which the loss function is
extended with physical constraints, for CPS use cases.

Expert Knowledge Integration

In addition to the traditional approach of PINNs, there are also several other exam-
ples of how expert knowledge can be integrated into NN architectures. Raman and
Mathur [144] present an approach that is very similar to modular NNs. The authors
use knowledge about process invariants from the system documentation to define
the inputs and outputs of different NNs. Saez et al. [153] present another example
for manufacturing systems, where physical models of the individual process phases
are combined with data-driven techniques. Different anomaly detection models and
threshold values are used for different process phases. However, the integration of
expert knowledge and physical modeling goes so far that the use of ML is very lim-
ited. A more recent and promising approach was presented by Westermann et al.
[189], who use formal knowledge graphs and ontologies in combination with data-
driven methods. The goal of their approach is to increase the interpretability of
anomaly detection models. Their method first learns a state automaton based on
the sequences of actuator signals and then enriches them with information from
the knowledge graphs. In this way, identified anomalies can be enriched with in-
formation that is understandable to engineers.

Despite the promising results achieved by the approaches integrating structural
knowledge into ML models, a number of challenges remain. On the one hand, the
formalization effort for most models is still relatively high and requires manual work
by system experts for implementation. On the other hand, excessive restrictions on
prior physical knowledge could limit the ability of the models to learn patterns from
data. Thus, this trade-off needs to be balanced. Furthermore, most models work
at the signal level, and there is still little focus on subsystem or component level
approaches.

3.2 Machine Learning Approaches for Diagnosis in Cyber-Physical
Systems

According to Escobet et al. [50], a diagnosis, which requires that faults have first
been detected, is “the set of components that explain the fault”. As already men-
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tioned in Section 1.1.2, traditional diagnostic methods for CPSs require extensive
prior knowledge and high modeling efforts. This section therefore reviews ap-
proaches that address this problem by combining diagnostic methods with data-
driven ML techniques.

3.2.1 Supervised Learning for Fault Classification

The most intuitive approach to creating data-driven diagnoses is to use supervised
learning methods. An example of this is the patent by Steude and Demeschkin [166],
in which the system status of an aircraft component is classified into different cat-
egories. These include a variety of known faults, but also normal operation and an
abnormal but unknown status. In a similar approach, Zaman et al. [207] use DL mod-
els to classify faults in industrial processes. Xia et al. [198] propose a more sophis-
ticated modeling approach, which they call residual-hypergraph CNN, to perform
this classification. In their model, unsupervised relationships between variables are
first modeled using prior knowledge as a graph to compute more informed classifi-
cations. The substantial number of publications in this area is summarized in two
relatively recent reviews. Mian et al. [121] consider the state of the art of ensemble
models for fault classification use cases, while Cen et al. [26] describe the use of ML
and transfer learning approaches for this task.

As already mentioned in the introduction to this thesis, these methods are very
good at recognizing errors based on their patterns in the data, but they require the
availability of labels for these errors. This in turn means that previously unseen
error cases cannot be identified [50]. For this reason, there is research on methods
that use unsupervised learning.

3.2.2 Diagnostic Insights from Unsupervised Anomaly Detection Models

The CPS literature contains methods that modify purely data-driven DL approaches
to provide information relevant for diagnosis. Although some of the authors of these
papers refer to their methods as diagnoses, from the perspective of the author of this
thesis, these approaches only localize symptoms in the systems rather than diagnose
them. Two examples are the works of Garg et al. [61] and Zhang et al. [209], which
present DL models that not only detect anomalies in the overall system, but also
localize them by determining which signals deviate from the normal state. Dai and
Chen [37] present a more sophisticated approach that first uses normalization flows
to model the relationships between the signals. The method outputs anomaly values
for individual time series. While these methods may represent first steps toward
diagnosis, they do not determine the causes.
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3.2.3 Integrating Data-driven Methods with Diagnostic Reasoning

This subsection discusses approaches combining data-driven methods with diag-
nostic reasoning methods, which have been developed to overcome the disadvan-
tages the approaches have when used in isolation.

Hybrid Model-Based and Data-Driven Approaches

ML and model-based diagnostic reasoning have been combined in two ways. Ei-
ther data-driven methods are used to generate inputs for model-based diagnostic
reasoning models, or conversely, the outputs of model-based methods are further
processed in ML models.

In the first category, there are some works in which residual values generated by
ML procedures were first binarized and then used as observations of a CBD [22,
41, 124]. These approaches retain the capability of root causes analysis, but reduce
the effort required to create the models. Mohammadi et al. [126] use a more complex
modeling approach, which they call “grey box recurrent NNs”, that enriches the ML
model for residue extraction with prior knowledge about the physical structure of
the system. Similarly, Jung et al. [89] design a set of RNN-based residual generators
using a structural model of a heavy-duty truck’s urea injection system.

Conversely, some papers present methods that analyze the residuals from model-
based methods in downstream ML models. For example, Pesola et al. [141] use a
relatively simple model-based method to generate the residual values and handle the
uncertainties and complexities that the model does not cover using downstream ML
models. Jung et al. [90] present a similar approach that supports the classification
of multiple faults even if only single-fault training data is available. Lundgren and
Jung [110] also present a ML model that analyzes residual values for diagnosis, but
considers them to be given.

These hybrid approaches demonstrate the potential in the combination of sym-
bolic and sub-symbolic Al approaches for the diagnosis of technical systems, but
challenges remain. On the one hand, expert knowledge and modeling effort are
still required for implementation. On the other hand, the models discussed only
consider diagnosis at the signal level, in some cases also at the component level,
but do not investigate the aggregation of the diagnosis problem at the subsystem
level.

Graph-based Diagnostic Reasoning

Graph-based diagnostic methods are well suited to represent complex fault prop-
agation paths in CPSs due to the intuitive representation of cause-effect relation-
ships. Since one of the contributions of this thesis is a graph-based diagnostic rea-
soning algorithm, this subsection provides a dedicated overview over related ap-
proaches.

Graph-based diagnostic reasoning fundamentally relies on the concept of causal-
ity. Causal graphs usually follow the idea of causality defined by Forbus [54], which
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is formally defined as value propagation between entities. An early example of these
graphs used for diagnosis is proposed by Stumptner and Wotawa [174]. However,
their approach suffers from the limitation that only tree-structured graphs can be
used to model the causality which don’t allow cycles. Some more recent papers fo-
cus on extracting causal graphs from time series data. For example, Griinbaum et
al. [72] and Runge et al. [152] propose methods that extract causal graphs from time
series of CPS and natural science, respectively. In addition, Silva et al. [163] has
recently demonstrated the feasibility of extracting capability ontologies from text-
based system descriptions using LLMs, suggesting that fault propagation graphs
can be created in a similar way.

The availability of the methods described in this section supports the assumption
that causal graphs such as those used as input in the method proposed in Section 5.1
can be created from data or system descriptions if they are not already available.
Similar causal graphs are also described in Weber and Wotawa [188] or Bozzano et
al. [20].

Several approaches have been proposed that use graphs learned directly from data
for anomaly detection. The model proposed by Yang et al. [201], for example, learns a
causal graph from time series data in order to subsequently identify system modules
to detect and localize anomalies in them. In a similar solution for detecting cyber
attacks in control systems, Koutroulis et al. [95] train causal models on normal oper-
ation data to subsequently identify the affected variables based on prediction errors.
Like the models presented in Section 3.2.2, however, these methods do not provide
a diagnosis in the sense of root cause analysis, rather, they localize the symptoms.
Furthermore, they assume that the causality to be modeled can be derived entirely
from the observations in the time series.

However, there are also approaches that use prior knowledge formalized as
graphs explicitly for diagnosis. One example is the contribution by Zhang et al.
[210], in which graph-based diagnosis is applied to a power system. The approach
uses abductive reasoning to identify candidates for faulty components by tracing
symptoms backwards through the graph and then performing an evidence theory
assessment. However, the approach assumes that symptoms on components are
already present and do not have to be derived from observations.

With EasyRCA, Assaad et al. [4] presented a method that identifies root causes
of anomalies in multivariate time series. The method uses the temporal order of
the identified anomalies and identifies those anomalies whose occurrence cannot
be explained by the occurrence of another earlier anomaly. However, unlike the
method presented in this thesis, this method only works on acyclic causal graphs.

Another approach using fault propagation graphs defined by experts as input is
presented by Rehak et al. [145]. Similar to the approach presented in this thesis, the
authors use graphs that model the fault propagation paths between components.
Identified anomalies are then analyzed for diagnostic purposes using this graph.
However, in the graphs used in their paper, root causes are also explicitly repre-
sented as nodes, and the method can therefore only be applied to predefined faults.
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3.2.4 The Role of Abstraction in Diagnostic Methods

One of the key questions in the development of diagnostic systems for complex CPSs
is at which aggregation level the system should be diagnosed [94]. Most of the ap-
proaches mentioned above aim to identify the signals or components responsible
for the faults. The abstraction of the problem to the subsystem level, that is the
search for the subsystem that causes the fault and not the components contained in
it, could reduce the modeling effort, which of course limits the granularity of the
diagnosis.

This concept of abstraction has been studied in the model-based diagnosis com-
munity. Chittaro and Ranon [31], for example, have formalized the concept struc-
tural abstractions for diagnosis and demonstrated that the aggregation of compo-
nents into subsystems reduces the complexity of multi-fault diagnosis. Similarly,
Perrot and Travé-Massuyes [140] have formulated the diagnosis as an optimal con-
straint satisfaction problem and show how well-chosen abstractions can reduce the
computational complexity. In addition, Lamperti and Zhao [98] present a higher-
order discrete-event system and a corresponding diagnosis method that makes use
of different levels in the system hierarchy so that not every component needs to be
modeled in detail.

These methods have been developed before the recent advances in data-driven
and hybrid diagnostic methods. As a result, they focus primarily on traditional
model-based reasoning and do not make use of ML approaches, which might further
reduce the required knowledge engineering effort.

3.3 State of the Art in MLOps

The deployment and operation of ML-based software solutions such as the anomaly
detection and diagnosis methods mentioned in this chapter involve additional com-
plexity, as motivated in Section 1.1.4. To contextualize the MLOps-related contribu-
tion of this thesis, the remainder of this chapter provides an overview of the current
state of research in MLOps and puts a special focus on cloud-native solutions and
their application in the field of CPSs.

3.3.1 Evolution of MLOps Frameworks and Platforms

The MLOps landscape has evolved rapidly in recent years, with a trend from indi-
vidual tools to entire MLOps platforms. Recent literature reviews on MLOps [15, 97,
150, 177] indicate that the community is largely converging on the basic principles
and feature requirements (see Section 2.3). However, the practical implementations
remain fragmented and for many of the functional requirements of MLOps there
are many partially competing tools. As highlighted by Berberi et al. [15], the MLOps
market is still growing, both in terms of open-source and commercial solutions.
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3.3.2 Cloud-Native Infrastructure and MLOps Platforms

The development of MLOps is closely linked to the progress made in cloud-native
technologies. Kubernetes, as the core technology behind the cloud-native concept,
is the underlying infrastructure for many production grade ML systems, reflecting
the general trend towards more cloud computing [25, 158]. This also applies to mod-
ern LLMs applications. For example, OpenAl—the company behind ChatGPT—
has deployed a Kubernetes cluster with thousands of nodes to train LLMs in a mas-
sively parallelized and GPU accelerated way [133]. Tools such as Slurm [203] are still
widely used, especially in research, but Kubernetes has become the standard in pro-
duction environments, particularly due to its container orchestration capabilities,
declarative configuration approach and extensive ecosystem of extensions. Kuber-
netes is also increasingly being used in research, as implementations such as its use
at the CERN [66] data center indicate.

On this basis, several MLOps platforms have been developed that extend Kuber-
netes’ feature set by the functionalities introduced in Section 2.3, in order to sup-
port the whole ML lifecycle. Among the cloud-native MLOps platforms, Kubeflow
stands out. It ranks first in a recently published comparison of open-source MLOps
platforms by Berberi et al. [15], where the authors compile a weighted score that con-
siders both popularity and feature completeness. Another indication of Kubeflow’s
popularity and maturity is that the platform has been promoted as an incubation
project by the Cloud Native Computing Foundation (CNCF), the global organiza-
tion for standardizing cloud-native technologies [56].

The individual components within the Kubeflow ecosystem have been used and
demonstrated in various scientific studies, but in most cases in isolation and not in
combination with other tools from the ecosystem. For example, George et al. [62]
introduce Katib, Kubeflow’s hyperparameter optimization framework, and demon-
strate the hyperparameter tuning features with multiple model architectures and
datasets. Xu et al. [200] present an automation of a data preprocessing service for
power grid applications implemented on Kubeflow Pipelines (KFP), Kubeflow’s
workflow engine [9]. The implementation of a ML algorithm for a radio access net-
work discussed by Subramaniam and Subramaniam [175] uses KFP as well as Kserve,
Kubeflow’s model serving component [7]. Beyond industry applications, Kubeflow
has found adoption in research domains as well. Golubovic and Rocha [66] describe
a Kubeflow deployment at CERN used for high-energy physics applications and
Granlund et al. [69] for healthcare studies.

Like the contributions mentioned above, the official Kubeflow documentation [8]
primarily describes individual components rather than their integration in the en-
tire workflows. However, the experience of implementing the algorithms presented
in this thesis in Kubeflow has shown that it is precisely this integration that poses
technical challenges.
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3.3.3 Challenges for MLOps in Diagnostic Applications

For ML use cases for CPS, two MLOps topics are particularly relevant. The first one
is concept and data drift which, according to Cody et al. [33] and Spotorno Bieger
et al. [164], play a major role for CPSs. Physical systems naturally change through
wear and maintenance measures, which may change the distributions of their sensor
readings. Although the need for features that solve these problems has been recog-
nized, no standard tools have yet been established in this area, and many MLOps
platforms lack their support completely.

Data processing presents another significant challenge in the CPS domain. Tappe
et al. [178] describe the requirements for real-time inference systems for streaming
data. The size of the data often requires the application of out-of-core frameworks
such as Spark [206] and Dask [149], which add another layer of complexity. Further-
more, the integration of these technologies into a coherent MLOps workflow has
not been explored sufficiently, particularly in the context of CPS diagnostics.

3.4 Research Gaps and Opportunities

The literature review in this chapter reveals several gaps that motivated the re-
search questions described in Section 1.2. Despite the developments in the areas
of anomaly detection and diagnosis discussed in the sections above, it is still chal-
lenging to develop automated diagnostic software for a complex system such as the
ECLSS. Most current approaches face limitations in one of three areas: (i) they re-
quire substantial expertise and modeling efforts to build and maintain, (ii) they de-
pend on labeled fault data, or (iii) they identify symptoms rather than root causes.
The integration and deployment of these approaches into production environments
introduces additional challenges.

In the area of anomaly detection, most methods operate either at the signal level
or at the system level. Only a few papers study anomaly detection on the interme-
diate subsystem level in the system hierarchy. Reconstruction-based approaches
such as TCN-AE [116] and TCN-VAE [194], which are most similar to the model
proposed in this work, do not integrate any prior knowledge about the structure
of the CPSs. Methods that do integrate this type of information, such as the mod-
ular NN presented by Vranje$ and Niggemann [184], only mention diagnosis as a
potential downstream task without further investigating or evaluating it. Thus, the
challenge of designing NN architectures that recognize symptoms at the subsystem
level in CPSs has not been sufficiently addressed, which motivates RQ1, asking how
subsystem-level health states suitable for diagnostic algorithms can be generated by
enhancing data-driven anomaly detection methods with prior knowledge.

Regarding diagnostic methods, supervised approaches require labeled fault
datasets that are (fortunately, from a safety perspective) often unavailable for safety-
critical systems. Therefore, many purely data-driven unsupervised methods have
been proposed [61], which, however, only identify and localize symptoms, but do
not perform the actual diagnosis. Model-based methods, as for example the method
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proposed by Diedrich and Niggemann [41], require detailed behavioral models that
are hard to develop for large-scale systems such as the ECLSS. Existing graph-based
diagnostic approaches, such as the one proposed by Assaad et al. [4], often impose
restrictions on the graph structure (e.g., acyclicity). These limitations motivated
RQ2, which explores how subsystem-level symptoms and structural information
about fault propagation paths can be combined for diagnostic reasoning without
requiring detailed behavioral models.

In the field of MLOps, the fragmented tool landscape poses a challenge for prac-
titioners and researchers because there are no uniform standards. Furthermore,
reviews such as the one by Berberi et al. [15] and other contributions in this field
focus primarily on individual tools and their features rather than their integration
into end-to-end workflows. This motivated RQ3, which investigates how MLOps
tools and practices can support the implementation and maintenance of anomaly
detection and diagnostic software in production environments.

The contributions of this thesis, described in Section 1.3, aim at addressing these
research gaps. The following chapters present a framework that aims to overcome
these limitations while maintaining practical applicability.
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Chapter Outline This chapter formalizes the diagnostic problem addressed in this
thesis as well as the required inputs and expected outputs. In addition, the research
questions described in Section 1.2 are revisited and restated using this formaliza-
tion. The notation established in this chapter will then be used in the subsequent
chapter to describe the solution approach.

4.1 Basic Notation and Definitions

As motivated in Section 1.2, a CPS can be modeled as a non-empty finite set of
subsystems S = {sy,...,sg/}. Furthermore, there is a non-empty set of signals
P = {py,...,pp} where each p € P corresponds to measurements from a sen-
sor, actuator states, or any other signal that describes the state of the CPS. T =
{t1,t, sty } C Ndescribes the sorted set of discrete time points at which the sig-
nals were sampled, such that t; < ¢, forall ¢ € {1,2,...,|T| — 1}. For each signal
p € P, the corresponding time series is written as x,,, where each entry z,(t) € R
holds the value at timestamp ¢ € T. Stacked together, these time series form the
matrix X € RITI¥IPl where each row corresponds to a time point ¢t € T, and each
column corresponds to signal p € P. For a simple example system, these quantities
are visualized in Figure 4.1.

Sequence models do not process individual points in time, but rather time win-
dows. Thus, let At,, € N denote the corresponding window size parameter, where
the subscript w indicates “window”. For any time index i with i > At , the matrix
Xy, € RAtXIPl represents the collection of signal readings for the At,, most recent
time steps up to and including time ¢,.
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Figure 4.1: Visualization of a simple CPS example with hierarchical organi-
zation. The example shows two subsystems S = {s,,s;,}, their signals
{ay,ay,a5,by,by,bs}, and the time series data matrix X,, which contains the most
recent sensor readings. The figure also visualizes the time window At,, used for
sequence-to-sequence modeling.

4.2 Problem Statement

Using the notation described above, the diagnostic problem that this thesis aims to
solve can be defined as follows: For a given point in time ¢, both the set of symp-
tomatic subsystems S, (t) C S and the set of subsystems S, (t) C S must be
identified, whose abnormal behavior is the most likely cause of all symptoms ob-
served in S, (t). Note that this formulation differs from that of classic diagnosis
problems in that it does not search for the complete set of all possible or minimal
diagnoses, but rather the single most probable one. The description of the solution
in Chapter 5 and the discussion in Chapter 8 address this point in detail.

The solution uses prior information on fault propagation paths between subsys-
tems and a mapping between subsystems and their associated signals, both formal-
ized in the following subsection. Additionally, the approach requires only training

data from nominal system operation.

4.2.1 Required Inputs

Although this thesis aims to develop a diagnostic approach that minimizes the nec-
essary prior knowledge, the proposed method does not work entirely without input.
The following paragraphs describe the three inputs that are necessary to implement
the proposed method.

Causal Subsystem Graph As already indicated in the introduction, the proposed di-
agnosis framework requires knowledge of the structure of the CPS and basic in-
formation on the causal relationships between the subsystems as input. This prior
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knowledge is formalized in the form of a directed graph G = (S, E'), whose vertices
represent the subsystems and whose edges (s;,s;) € £ C S x S represent fault
propagation paths, such that a fault in s; can propagate to and affect subsystem s;.
Since directed graphs are an intuitive way of representing fault propagation paths
in CPS, they have already been used in related work [4, 145, 174]. Because diagnostic
reasoning is performed using this graph G, the granularity of the vertices s € S'in
the system hierarchy also corresponds to the granularity of the diagnosis. Each sub-
system s € S represented by the nodes in G is typically monitored using multiple
signals from the set P. The assignment of these signals to the subsystems is another

input that will be described in the next paragraph.

Subsystem-Signals Map The subsystem-signals map associates each subsystem with
its corresponding set of signals. More formally, the map can be writtenas M : S —
2P, so that each subsystem s € S is mapped to a set of signals P, C P from the
powerset of the set of all signals ?(P) = 2¥. In the example shown in Figure 4.1,
the mapping would be M (a) = {ay,aq,a3} and M (b) = {b;, by, b5}. Note that M
explicitly allows signals to overlap across subsystems, as a single sensor might pro-
vide information relevant to multiple functional units. This happens for example in
cases where a signal is the input of one subsystem and the output of another.

Training Data from Nominal System Operation The third and final input is the training
data X € RIT*IPl a5 defined in Section 4.1. Ideally, these should contain all nominal
operating states of the CPS and be fault-free. In contrast to the supervised diagnos-
tic approaches discussed in Section 3.2.1, the approach presented in this thesis does
not require labeled fault data.

4.2.2 Expected Outputs

According to the problem description at the beginning of this section, the diagnos-
tic method must generate two outputs:

Health State Vector and Symptomatic Subsystems The first output of the diagnostic
framework is a health state vector h(t) = (h,(t)),cg of the CPS at time ¢, where
hg(t) € {0,1} for each subsystem s € S. The binary value h,(t) indicates whether
subsystem s behaves abnormally, with h,(t) = 0 signifying “OK” (normal operation)
and h,(t) = 1 signifying “not OK” (anomalous behavior). The set of symptomatic
subsystems S, (t) C S contains those subsystems s for which h(t) = 1:

Sem(t) = {5 € S | hy(t) = 1}. (4.1)

This set represents all subsystems exhibiting anomalous behavior at time ¢. Note
that these symptomatic subsystems are not necessarily part of the diagnosis.
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Causal Subsystems The second and more important output is the set of causal sub-
systems S, (t) C S, which contains those subsystems whose faults are the most
probable explanation for the observed symptoms Sg,,,(t). A subsystem s € S'is con-
sidered a potential element of the set S, () C S if there is a path from s to some
symptomatic subsystem s” € S, (¢) in the causal graph G. Formally, for the set of
candidate nodes C' this means:

C={s€S[3s" € Syn(t): path(s — &) in G}. (4.2)

S.ausal () is @ subset of this set of candidates that together represent the “best ex-
planation” for the observed symptoms S, (t). What exactly constitutes a “good
explanation” in terms of the diagnosis is described in detail in Chapter 5. At a high
level, the selection process considers factors such as the number of symptoms each
candidate can explain, the proximity of candidates to symptomatic subsystems in
the causal graph, and whether candidates themselves exhibit symptoms. Note that
S ausal (t) may include subsystems that are not symptomatic themselves, if they rep-
resent good candidates for explaining the observed symptoms according to these
criteria. Not all faults manifest themselves as a detectable anomaly in the time se-

ries of the subsystem.

4.3 Relation to Research Questions

The formal descriptions of the inputs and outputs in the preceding paragraphs en-
able a more formal description of the research questions introduced in Section 1.2.

RQ1 (Formal): Given the training data X from nominal system operation and
subsystem-signals map M, can a function G : R2%>IPI — {0, 1115 be developed
that maps time series windows to binary health state vectors h(¢) such that the sub-
systems whose corresponding values in h equal 1 are those exhibiting symptoms?

RQ2 (Formal): Given health state vector h(t) and causal subsystem graph G, is there
an algorithm A : {0,1}/%/ x (S, E) — 29 that computes the most probable causal
subsystem set S, ., (t) without requiring detailed behavioral models of individual
subsystems?

RQ3 (Semi-Formal): Can the deployment, monitoring, and maintenance of functions
such as G and algorithm 4 be automated using modern MLOps platforms within a
unified workflow?

A solution on the basis of which these questions can be answered with “yes”
should ideally fulfill a series of requirements that can be used as a guideline for the
experiments described in Chapter 6. With regard to RQ1, the function G should be
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able to accurately localize anomalies at the subsystem level and outperform conven-
tional univariate approaches and those that work on the entire system level. As for
RQ2, algorithm A should be able to compute reasonable diagnoses for symptoms
in cyclic and non-cyclic graphs in polynomial time. The MLOps implementation
(RQ3) should follow typical best practices from the discipline, be fully automated,
and address the CPS-specific challenges described in Section 5.4.3.
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Chapter Outline This chapter describes the core contributions of this thesis: a
diagnostic method for CPS that addresses the three research questions formalized
in the previous chapter. The chapter is structured as follows: Section 5.1 provides
a general overview of the approach and its phases. Section 5.2 presents the com-
ponents of the proposed implementation of function G, namely a novel neural ar-
chitecture used for subsystem-level anomaly detection and techniques to binarize
its outputs. Section 5.3 describes the graph-based diagnosis algorithm .A. Finally,
Section 5.4 covers the MLOps implementation of the entire framework.

5.1 Overview

The overall framework proposed in this thesis is visualized in Figure 5.1 and can be
divided into three phases, which are described at a high level in the following para-
graphs. A more detailed discussion of the individual components will be presented
in the following sections of this chapter.

Phase a) Knowledge formalization In the first process phase, the inputs required to
implement the method, namely the causal subsystem graph G and the subsystem-
signals map M, need to be formalized. As argued in the introduction, both inputs
are often already available in practice or can be extracted from the system documen-
tation with relatively little effort. For this reason, the following technical descrip-
tions emphasize phases b and c, which are also described in Algorithm 1, and take
G and M as given.

Phase b) Model training  The first step in phase b is the design of the NN architecture
based on the subsystem signals map M. The design, which is unique to every CPS,
aims to localize anomalies at the subsystem level, which is a level that lies between
that of individual sensors and the entire system and aligns with the graph G and the
mapping M (see Figure 1.2 and Figure 1.3). These architectural details are described
in the following section. The model is trained with data collected during the nomi-
nal operations of the system (step b.1 in Figure 5.1). Because the outputs of the NN
are continuous valued residuals, a second model is applied that transforms them
into the binary health states h necessary for diagnosis, which classify the status of
each subsystem as either “OK” or “not OK” (Step b.2 in Figure 5.1). Together, these
two components form the symptoms generator, which implements the function §
formalized in Chapter 4 and described in detail in the following section.
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Figure 5.1: Overview of the three phases of the proposed diagnosis framework. The
diagnostic framework contains three phases: a) knowledge formalization, where
the required prior knowledge is extracted from system documentation, b) model
training, where the symptoms generator G is trained on nominal data, and ¢) model
inference, where both the symptoms generator G and the diagnosis algorithm A
are applied to the streamed CPS data.

Phase c) Model Inference Finally, phase ¢ describes the application of the overall
framework. The symptoms generator is continuously applied to the stream of sen-
sor data and computes a health state vector h(t) for each time point based on the
signal values of the last At,, time points. As soon as a symptom is detected, which
means that 3s € S : h,(t) = 1, the graph diagnosis algorithm 4 is executed (Step
c.2 in Figure 5.1), which calculates the most probable diagnosis based on the graph
G.

Having introduced the overall concept, the following sections provide details on
the two key contributions developed in this thesis: the symptoms generator G and
the graph diagnosis algorithm A.
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Algorithm 1 Overall Diagnostic Process (phases b and ¢ only)

Require: Training data X, subsystem-signals map M, causal subsystem graph G,
window size At,,
Ensure: Diagnostic results over time
1: /[ Phase b) Model Training
2: G < TRAINSYMPTGEN(X, M) [> Section 5.2
3: /| Phase c) Inference
4: while system is running do

5: /| Step c.1: Apply the symptoms generator

6: X, < GETDATAWINDOW(At,,) [> Latest sensor data
7: h(t) + 9(X,) [> Symptomatic subsystems
8: /| Step c.2: Apply the graph diagnosis algorithm

9: if symptoms detected in h(¢) then
10: Seausal (1) < A(G, h(t)) [> Section 5.3
11: return S ., (?) [> Root cause subsystems
12: end if

13: end while

5.2 Symptoms Generator

As indicated in the overview above, the symptoms generator implements the func-
tion G defined in Section 4.3, which maps a time window of the multivariate time se-
ries data to binary health states for each subsystem. The technical implementation
of this symptoms generator is split into two steps: first,a NN computes continuous
residual values for each subsystem, which are transformed into binary health states
by the residual binarizer in a second step. The following subsections describe both
of these components in detail.

5.2.1 Neural Network Architecture

The neural architecture of the NN component within the symptoms generator uses
the 3-VAE [78] framework and a modified version of TCNs[12]. This makes it similar
to the architecture proposed by Meng et al. [116] in its basic features, but there are
two novelties of the architecture proposed in this work.

The first of which is the integration of structural knowledge formalized in the
subsystem-signals map M. Through this integration, for each subsystem in S used
in the graph G, the model implements a dedicated encoder and decoder pair. Each
of these pairs processes only those signals that are assigned to the corresponding
subsystem s by the subsystem-signals map M (s) C P. This concept is visualized
in Figure 5.2 using only two example subsystems (S = {a,b}). The grayed encoders
indicate that this approach scales to all subsystems in S.

From the signals of each subsystem i € S, the encoders compute a dedicated la-
tent space representation z, € R™:, with m; € N representing the size of the latent
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Figure 5.2: NN model architecture highlighting the concept of the composite la-
tent space. In the visualization, only two subsystems (S = {a, b}) are shown as ex-
amples while potentially many more are indicated in gray. The subsystem-signals
mapping M defines which signals are modeled by the encoder-decoder pair for
subsystem s. While each subsystem receives its dedicated latent space represen-
tation (here z, and z,), these are also combined into the composite latent space
z. In addition to subsystem-specific reconstructions X, and X,, this composite
latent space is used by a comprehensive decoder to reconstruct all signals in Pin
the matrix X.

space vector of subsystem 7. These subsystem-specific latent vectors are then con-
catenated into the composite latent space z, € R™, with z, = [z,;2,;...; 2/ and

m = ZE‘ m,;. The size of the composite latent space m is designed to be signif-
icantly smaller than the product of the time window length At, and the number
of signals |P|, such that the latent space still represents a bottleneck. The recon-
struction of the full signal set Pis performed by the decoder network that takes the
composite latent space z, as input and produces reconstructed signals X.

The composite latent space provides two advantages over conventional ap-
proaches: First, the fact that the signals of the individual subsystems are pro-
cessed in dedicated encoders and decoders ensures that symptoms within these
subsystems are isolated. If an anomaly occurs in subsystem a, it cannot affect the
reconstruction of the signals corresponding to subsystem b, which differentiates
the proposed architecture from those modeling all signals in a single large NN.
Second, the approach has the ability to identify cross-subsystem symptoms, namely
those symptoms that can only be identified when multiple subsystems are observed
simultaneously, which cannot be achieved with individual models for each subsys-
tem

The second novelty of the proposed NN is the TCN-VAE architecture of the indi-
vidual encoder and decoder pairs. Figure 5.3 visualizes this architecture. The NN
shown are detailed views of the individual encoders and decoders (for example Enc,,
and Enc;,) shown in Figure 5.2.
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Encoder, Decoder,
3
= Hzg S
4 -
! 4 !
bl -
Y2s

Stacked Dilated 1-d Convolutional Block Fully Connected NN

Upsampling | Residual Block U Maxpooling U Multivariate Timeseires

Figure 5.3: Detailed architecture of encoder-decoder pair for one subsystem s
within the overall architecture shown in Figure 5.2. The diagram illustrates the
internal structure of Encoder, and Decoder, for a specific subsystem s. Here the
focus lies on the implementation of the NN layers within the individual encoders
and decoders, including the stacked dilated convolutions, residual connections,
max pooling operations, and dimensionality reduction. The encoder processes a
multivariate time series X, from subsystem s and computes the parameters for the
latent space distribution. The subsystem-specific latent space representation z, is
sampled from that distribution and passed to the corresponding decoder, which

computes the reconstructions X,.

The network architecture is built upon residual blocks (see Section 2.1.2), which
consist of two convolutional layers with “same” padding and equal dilation rates to
maintain a constant sequence length. Each block incorporates a skip connection
to enhance the gradient flow during training. These blocks are organized into a
stacked dilated 1-D convolutional structure, similar to TCNs. The difference is that
non-causal convolutions are used instead of the “causal” ones proposed by Bai et al.
[12]. This approach is appropriate in a reconstruction setup, where the causality
constraints described in the original paper do not apply.

Within these stacked blocks, the architecture progressively reduces the chan-
nel dimension, which compresses the representation along the signal dimension.
The max pooling operations act orthogonally to this, reducing the temporal dimen-
sion by halving the time series length at each pooling step. Through this dual-
dimensional compression, the input data is condensed into a compact latent rep-
resentation. Finally, a fully connected layer is used to generate the parameters for
the posterior distribution g, (z|X) from the output of the second max pooling layer.
The latent variable z sampled from this distribution is fed into the decoder py(X|z).
The decoders mirror the encoder’s architecture, but instead of max pooling they use
upsampling layers to rebuild the original time series dimension.
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The loss function used for training consists of three components: (i) the MSE
for each individual decoder which is averaged over all decoders, (ii) the individual
Kullback-Leibler divergences also averaged over the individual posteriors and priors
of the subsystems, and (iii) the global MSE for the entire set of signals. The proper
probabilistic VAE approach would use the likelihood as described in Section 2.1.5.
In this implementation the MSE is used as an approximation that is computationally
more efficient and often used in practice. This approximation is justified because,
when assuming a Gaussian likelihood with fixed variance py(X|z) = N (X|X, 02I),
the negative log-likelihood term is proportional to |X — X2, which is precisely the
MSE.! Formally, the loss function is defined as follows:

S|
L= ,§| > [MSE(X,,X,) + BKL(gy, (2,/X,)Ip(z,)| + MSE(X,X) 1)
=1

where each X, holds the signals associated with subsystem ¢ in the subsystem-
signals map M (i) and X, is the reconstruction, so that the mean parameter of the
output distribution pg(X,|z;) = N (X;|X,, 02I), with the variance term o2 fixed and
not optimized during training. The parameter 5 € R is the regularization weight
introduced in [78].

5.2.2 Residual Binarizer

The second component of the symptoms generator, which implements the function
G, is the residual binarizer (not to be confused with the residual blocks above), which
transforms the continuous-valued outputs, or residuals, of the NN components into
binary health states. This subsection formally describes this binarizer.

Subsystem-Level Error Computation

The NN model described above computes a reconstruction of the signals of each
subsystem s € S. Based on the observed signals X, and the corresponding recon-
structions X, the reconstruction error per subsystem at time ¢ is defined as:

"= G O (@l —(0) 52)

() St

where M (s) is the set of signals mapped to subsystem s. These reconstruction errors
r4(t) € R can be interpreted as residual values because they represent the deviation
of the observed data from the system behavior learned in the model.

IThe relationship between negative log-likelihood and MSE can be derived as follows: For
po(X|z) ~ N(X,0?T), we have log pp(X|z) ~ logexp(— 51 |X — X|?) ~ —35|X — X|2.
Since o” is treated as a fixed constant during training, minimizing the negative log-likelihood is
equivalent to minimizing |X — X|2. The decoder produces a distribution from which the mean
X is taken as reconstruction, since it is value that maximizes probability density.
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In addition to the subsystem-specific residual values r,(¢), the system-wide re-
construction error is also calculated in accordance with Figure 5.2:

1 - 2
r(t) = 7l > (z, () — &, (1)) (5.3)

where X represents the reconstruction of all signals computed by the decoder which
gets the composite latent space z, as input. This reconstruction error might reveal
anomalies that cannot be observed in the subsystem-specific residual values.
These reconstruction errors are used as anomaly scores. High values indicate a
strong deviation from the distribution learned by the model. This simple approach
was chosen because of its computational efficiency and interpretability. Garg et
al. [61] propose some more sophisticated approaches, such as Gaussian-based ap-
proaches with static or dynamic parameters and kernel smoothing techniques.

Threshold Selection and Health State Assignment

To transform the continuous residual values r,(¢) into binary health states h (),
they are compared with a threshold value 7, € R:

ho(t) = {1 ifr (t) > 7, (5.4)

0 otherwise

where h,(t) = 1 stands for “not OK” and h(t) = 0 for “OK".

If a few anomalies are present in the test set, these thresholds 7, can be optimized
with respect to the metric of choice. From the author’s point of view, the composite
F1 score (FY) introduced by Garg et al. [61] is a good choice for anomaly detection
models in CPS data. The composite F1 score balances timestamp-wise precision
with event-wise recall, where an event is an anomaly. It is defined as:

2. Pt.Re
Ff=——— 5.5
R 5.9
where P' € [0, 1] is the time-wise precision and R® € [0, 1] is the event-wise recall.
T, can be optimized using this metric:

T, = argmax F{(7;7,,y) (5.6)

where F{(7;7,,y) computes the composite F1 score achieved when using threshold
7 to transform the residuals r, into binary predictions, which are then compared
against the labels y.

In scenarios where no labels are available, heuristics can be used. A common
approach is to define 7 based on the distribution of residuals in the test set, which
also contains no faults.

Tg = ILLTS +a.- UTS (57)
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where p, and o, are the mean and standard deviation of the reconstruction errors
for subsystem s, and . € Ris a sensitivity parameter, which is typically set to values
between 2 and 3.

5.3 Graph Diagnosis Algorithm

Once the subsystem level health states h, described above are available the actual
diagnosis task begins, which is the identification of the subsystems whose faults are
responsible for the observed symptoms. This section describes the graph-based al-
gorithm A, which was designed to solve this task and is one of the key contributions
of this thesis.

5.3.1 Motivation and Background

Several diagnosis algorithms have been proposed that are similar to the one in this
thesis [4, 145, 174], but none of them can solve the problem defined in RQ2. For
example, the methods proposed by Assaad et al. [4], Diedrich and Niggemann [41],
and Stumptner and Wotawa [174] require the causal graphs to be acyclic. This re-
quirement is hard to meet for systems such as the ECLSS due to their highly inter-
connected subsystems and the complex interactions between them. The solution of
Rehak et al. [145] allows these cycles, but relies on predefined root causes as nodes
in the causal graph and does not support unseen faults.

The approach presented in the following paragraphs addresses two key chal-
lenges: First, diagnostic reasoning is performed within causal graphs that are cyclic,
and second, it takes the possibility of several simultaneously occurring faults into
account.

5.3.2 Algorithm Design Principles and Evaluation Criteria

The goal of the graph-based diagnosis algorithm 4 is formally defined in RQ2 (see
Section 4.3). The task is to find those subsystems S, ., (t) whose faults are the most
likely cause of the observed symptoms, based on the health state vector h(t) and the
causal graph G. Figure 5.4 visualizes an exemplary graph G, as well as the health
state vector h(t) represented in the color coding. The figure also shows that, based
on this limited information, there is no intuitively correct choice for “the causal”
subsystems.

To address this challenge, the algorithm uses five basic engineering principles for
fault diagnosis, which are used as guidelines for its decision. The causal reachability
principle (i) states that a subsystem can only be responsible for the symptoms in an-
other subsystem if it can causally influence it [54]. In the event that there are several
explanations for the observed symptoms, the parsimony principle (ii) ensures that
those explanations are preferred that contain the smallest number of causal sub-
systems, which corresponds to the minimal diagnosis concept proposed by Reiter
[146]. The proximity principle (iii) describes that symptoms tend to be observable in
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the “causal proximity” of the root causes and that the probability of symptoms de-
creases with distance from the root cause [108]. In addition, the fault manifestation
principle (iv) states that faults can in principle also be observed as symptoms in the
causal subsystem. However, a lack of observability of the subsystem or false nega-
tives in the symptoms generator might mask this effect. Finally, in accordance with
the propagation coherence principle (v), faults typically propagate along connected
paths in which the subsystems involved are symptomatic.

For the implementation of these principles in algorithm .4, quantitative criteria
are used that describe how well a diagnosis candidate ¢ € C' C S can explain the
symptoms based on the principles. These criteria are defined as follows:

e (O Symptomatic subsystem (hs = 1)

\ Q Healthy subsystem (hs = 0)

Causal subystem graph

E

Figure 5.4: Example fault propagation graph G with symptomatic subsystems Sy,
This example illustrates the trade-offs between different diagnostic criteria: node
E maximizes reachability and parsimony by potentially explaining all symptoms
with a single cause. However, node E performs poorly on the anomaly status and
chain criteria.

Reachability Criterion This criterion implements the causal reachability principle by
calculating the proportion of symptomatic subsystems that can be reached from
the candidate in the graph. More formally, for a candidate node ¢ and the set of
unexplained symptoms U C Sg,,, C S, the reachability value is defined as follows:

Sreac C’U
() = e )

(5.8)
where S, ,.n(c,U) = {u € U | 3 path ¢ — u} represents the subset of unexplained
symptomatic nodes that can be reached from c. A candidate subsystem that can
explain many symptoms therefore receives a higher value o,.(c¢) than one that can
only explain a few.

Distance Criterion This criterion implements the fault proximity principle by exam-
ining how densely symptoms are clustered around the candidates. For this purpose,
the graph concept of “shells” is used, which describe which nodes are located at a
certain distance from the reference node. In the example graph in Figure 5.4, nodes
B and C are in the first shell of node E (distance 1), while nodes D and F are in the
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second (distance 2) and so on. The density of symptoms in these shells around a can-
didate can therefore contain information about how well the candidate is positioned
to explain these symptoms. Formally, shells are defined as follows:

shells[d] = {u € U | shortest_path(c,u) = d}. (5.9)
With this definition, the distance criterion can be formally defined as:

|shells[d]|
04(c) = max (5.10)
where the normalization with the squared distance d? approximates the growth of a
typical graph with distance d. A high score o4(c) therefore indicates that symptoms
are densely clustered around the candidate.

Anomaly Status Criterion This criterion applies the fault manifestation principle by
checking whether the candidate node itself is symptomatic:

o.(c)=1g (c) (5.11)

sym

where ]lssym(c) is the indicator function that equals 1 if ¢ € S;;,, and 0 otherwise.
Anomaly Chain Criterion To implement the propagation coherence principle, the
length of the paths that start at a candidate and contain only symptomatic nodes is

measured:
max_length

B (5.12)

7.(c) =
yml
where max_length = max{|y| : v € paths(c) Ay C Sy} is the length of the
longest path starting from c that consists entirely of symptomatic nodes. paths(c)
represents the set of all directed paths that start from node ¢ in the graph G.

To obtain a single metric for each candidate subsystem, the scores of the individ-
ual criteria are combined into a weighted score:

o(c) =wyo,.(c) +wyo,(c) + wso,(c) +wyo.(c) (5.13)

where w = (wy, wy, w3, wy) such that w; € [0,1] and }° w; = 1. These weights rep-
resent an input parameter of the algorithm A proposed in this thesis. The selection
of values for the individual weights allows the algorithm to be adapted to differ-
ent scenarios and CPSs. For example, the reachability criterion could be weighted
more heavily via w; in linear production systems, or the distance criterion via w,
in highly connected power distribution networks. In the example visualized in Fig-
ure 5.4, different values in the weights vector w could lead to the inclusion of either
node E (high reachability) or one of the nodes in the B-C-D cycle (higher anomaly

status and chain metrics) in the set of causal subsystems S_,q,1-
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Note that there is no dedicated criterion for the parsimony principle since it must
be evaluated not on the basis of individual candidates but on the set of candidates
in the diagnosis. This criterion is implicitly implemented in lines 14 to 18 of Algo-
rithm 2 described in the following section.

5.3.3 Algorithm Description

The implementation of 4 is shown as pseudocode in Algorithm 2 and can be sum-
marized in four steps:

1. Initialization (lines 1-4 in Algorithm 2): In this step, based on the graph

G = (S, F) and the health state vector h (see Section 5.2), the set of symp-
tomatic subsystems Sy, is first defined as targets for the root cause analysis.
In addition, the set of diagnosis candidates C'is formed, which contains all
subsystems from which paths start to at least one of the targets. This can be
written more formally as C = {v € S | 3s € S, : path(v — s)}. The set of
unexplained symptoms U C S, is initialized with all symptoms.

2. Candidate Evaluation (lines 6-12 in Algorithm 2): For each of the candidate
nodes ¢ € C identified in the initialization, the four criteria defined above
are evaluated. Once computed, the individual scores are summarized into the
total score of the candidate o(c) using the weights w passed to the algorithm
as parameters.

3. Root Cause Selection (lines 13-14 in Algorithm 2): Based on the scored can-
didates, an initial suggestion for a diagnosis is made, which contains all can-
didates that have a score that exceeds the product do,,,, where o,,,, is the

largest total score among all candidates. 6 € [0, 1] is a sensitivity parameter
that will be discussed further in Section 5.3.4.

4. Iterative Refinement (lines 15-18 in Algorithm 2): In this step, the algorithm
checks whether the initial suggestion for the diagnosis can explain all ob-
served symptoms by removing all symptoms from U that can be reached from
one of the candidates in the initial diagnosis. If unexplained symptoms re-
main, the algorithm starts the next iteration and re-evaluates the scores of the
remaining candidates based solely on the unexplained symptoms.

The algorithm employs BFS for computing reachability and shortest paths. The
algorithm terminates when either all symptoms are explained (U = ()) or no more
candidates are available (C = 0).

5.3.4 Computational Complexity and Trade-offs

The algorithm A described above balances completeness and computational effi-
ciency. Once an initial set of root causes has been identified, it is extended by the
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next best candidates if not all symptoms are explained already. Thus, not all poten-
tial combinations of root causal subsystems are considered. This design decision
was made in order to avoid the combinatorial explosion problem often found in di-
agnosis methods. Nevertheless, the algorithm offers the option of adding nodes to
the diagnosis via repeated runs with modified values of the parameter 6 if the di-
agnosis calculated in the first run does not turn out to be the correct one after an
analysis by engineers. 6 determines the sensitivity of the algorithm. A lower value
increases the number of subsystems obtained in the diagnosis. With avalue of § =0,
all initial candidate elements would be in the diagnosis S,,.,;; = C. Conversely, the
largest value # = 1 minimizes the number of subsystems contained in the diagnosis,
but still ensures that no symptom remains unexplained. If the powerset of all can-
didates were evaluated instead of the individual candidates ¢, the algorithm would
have a worst-case time complexity of O(2/°/(|S| 4 |E|)). In contrast, the proposed
algorithm achieves O(|S|?(|S| + |E|)), where the quadratic term is due to the fact
that in the worst case each node must be evaluated as a candidate in each iteration.
Due to this polynomial complexity, the algorithm remains applicable even for large
systems. A more detailed evaluation of the runtime is described in Chapter 7.
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5.3 Graph Diagnosis Algorithm

Algorithm 2 Graph Diagnosis Algorithm

Require: Graph G = (5, E), health state vector h, weights w, threshold

Ensure: Set Of root causes S,
1:

RN DN NN N RN D S 2 o s 1 s s
S N A A A vl e BN A LI S

AR W W W W W W W W W W
x-S A L S s =

o 0 N W

)
> 0

causal

Sem < {s €S [h, =1} [> Anomalous subsystems
C+«+{veS|3se Sy, path(v — s)} [> Candidates
Scausal 0 D Root causes
U < Seym > Unexplained anomalies

while U # 0 A C # () do
forc € Cdo
0,(c) <~ COMPUTEREACHABILITYSCORE(c, U)
o4(c) < COMPUTEDISTANCESCORE(c,U)
o,(c) < COMPUTEANOMALYSCORE(c, S,
0.(c) + COMPUTECHAINSCORE(c, Sgym)
o(c) < wy0,(c) + wyo4(c) + w30, (c) + wyo,(c)
end for
Omax §~ MaAX .o U(C)
B+ {ceClo(c)>0 0.}
forb € Bdo
Scausal A Scausal U {b}
U«U \ Sreach<b7 U)
C <+ C\ {b}

end for

sym )

: end while
: return S

causal

: /| Helper functions for score computation
: function COMPUTEREACHABILITYSCORE(c, U)

S each(c,U) +~ {u € U | Ipathc — u}
return |S,.,., (¢, U)|/|U]

: end function
: function COMPUTEDISTANCESCORE(c, U)

/| Group anomalies by their distance from ¢
shells[d] < {u € U | shortest_path(c,u) = d}

/| Max. density, normalizing by approx. surface d?
return max, |shells[d]|/d>

: end function
: function COMPUTEANOMALYSCORE(c, S

sym)
return 1g (c) // Indicator function
sym

: end function
: function COMPUTECHAINSCORE(c, S

)
sym
/| Let paths(c) be all directed paths starting at ¢
/| Find longest path through symptomatic nodes only
max_length < max{|p| : p € paths(c) Ap C S

return max_length/| S|

sym }

: end function
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5.4 Machine Learning Operations Implementation

As motivated in the introduction, the implementation, deployment and mainte-
nance of ML-based methods such as the symptoms generator (see Section 5.2) in
production environments represent a significant challenge (RQ3). In contrast to
traditional software, data-driven approaches add problems such as degrading model
performance or non-reproducible model training. Furthermore, there are large dif-
ferences in compute resource requirements between training and inference time.
Finally, despite the rapid development of MLOps tools, it is still not trivial to com-
bine the tools in a uniform workflow, since custom workarounds and adapters have
to be developed. For CPS applications such as the diagnosis method of this thesis,
there are typically large data volumes and requirements for security and streamed
data. This section describes an MLOps reference implementation that addresses
these challenges.

5.4.1 Implementation Strategy

The MLOps implementation follows a series of requirements that were developed
based on the challenges described above:

1. Scalable Data Processing: Because the datasets of large and complex CPS also
tend to be large and complex, the implementation must support efficient pre-
processing via distributed computing so that out-of-memory datasets can be
transformed in reasonable time for use in ML model training.

2. Automated Model Optimization: Just like preprocessing, training and hyper-
parameter tuning must be supported by parallelization frameworks due to the
data and model size. This requirement adds additional complexity as the use
of multiple GPUs distributed across different computers is a more recent and
not as well-explored problem as distributed computing on CPUs.

3. Continuous Model Maintenance: Due to the likely occurrence of model and
concept drift [33, 164], the implementation should automate the entire train-
ing pipeline, including preprocessing, hyperparameter tuning, training and
deployment.

4. Production-grade Inference: For use on continuously streamed signals, the
implementation should support low-latency and high throughput and also au-
tomatically scale compute resources up and down as required.

To implement a solution that meets these requirements, the pipeline was devel-
oped on the basis of Kubernetes and the Kubeflow ecosystem. This choice is based
on recent reviews and comparisons of MLOps tools and platforms [15, 97]. Because
neither a distributed computing framework nor a model registry were included in
the feature set of the Kubeflow ecosystem at the time of development, Dask [149]
and MLflow were also added to the infrastructure used [205].
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5.4.2 MLOps Components and Workflow Integration

The reference implementation is shown at a high level in Figure 5.5, in which the
individual steps are aligned with the phases of the CRISP-DM [115, 161] cycle (see
Section 2.3 for more details on the connection of MLOps and CRISP-DM). The fol-
lowing paragraphs describe the most important steps of this pipeline with a focus
on the technical integration of the different MLOps tools.

Data Processing and Preparation To integrate support for distributed computations,
Dask [149], which is not part of the Kubeflow ecosystem, was integrated into the
Kubernetes-based infrastructure used. Dask is also referred to as “distributed pan-
das” because it focuses on scaling data transformation workloads and provides an
interface similar to pandas [179]. Because it supports Kubernetes as a backend, the
integration efforts were limited to the installation of the Dask operator 2.

Hyperparameter Optimization Most NN models are configured via hyperparameters,
which are optimized in dedicated tuning procedures. In the case of the symptoms
generator presented in this thesis, these include the dimension of the latent space,
the learning rate or the 5 parameter. In this step, the implemented pipeline uses a
tool called Katib [62], which is part of the Kubeflow ecosystem and was developed
precisely for this purpose.

Distributed Model Training Training deep NNs on large datasets requires consider-
able computational resources, ideally including accelerators such as GPUs. Be-
cause the capacity of individual computers is limited, the GPUs are installed on
several machines and provided via cluster technologies, such as Kubernetes. The
challenge lies in the orchestration of the training process across these machines in
the cluster. The implemented pipeline uses the built-in Kubeflow training operator
[8], which provides native support for distributed training using PyTorch’s DDP al-
gorithm [104]. Within the training procedure, the ring-based AllReduce algorithm
[138] is used to efficiently synchronize the gradients calculated in different parallel
processes based on different training data batches. The training process and the
model versions are managed with MLflow [205] due to the lack of a native Kubeflow
solution.

Model Serving and Inference  For the integration of the model with the consuming mi-
croservices®, the model can be deployed as an API and has to be performant enough
to keep up with the continuously streamed data. The deployment solution within
the Kubeflow ecosystem that was used in the implemented pipeline is KServe [7].

2In Kubernetes, an “Operator” is a method of packaging, deploying, and managing a Kubernetes
application [79]

3Microservices are units of a software application that consist of several loosely coupled services
which can be developed and deployed independently of each other [103].
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Figure 5.5: Overview of the MLOps pipeline implemented in order to answer re-
search question RQ3. This figure shows the pipeline steps aligned with the CRISP-
DM cycle phases. This reference implementation shows how cloud-native tech-

nologies such as Dask, Katib, PyTorch Training Operators and KServe can be com-

bined in a single KFP pipeline.

and are easy to set up with models de-

APIs provided with KServe are serverless

veloped in Kubeflow.
4Serverless computing is a software execution model where server management including scaling or

monitoring is abstracted away from the developer [159]
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Workflow Orchestration One of the core challenges is the integration of the above-
mentioned tools into an automated workflow. The pipeline visualized in Figure 5.5
was implemented using KFP to accomplish this integration. The pipeline auto-
mates the integration of the tools and thus allows the reproducible execution of all
contained steps, which is particularly relevant with regard to regular retraining due
to changed system configurations or data drift for CPS such as the ECLSS.

5.4.3 Implementation Challenges and Solutions

The implementation of the ML pipeline described above posed several challenges.
The following paragraphs describe the most important ones and their correspond-
ing solutions.

Data Management As described above, Dask is used as a parallel computing frame-
work, which distributes workloads to processes (or Kubernetes Pods) that run on
different machines in the cluster. This also means that the data to be processed must
be available on all nodes in the cluster. In addition, the data must be partitioned in
such a way that it can be read in parallel by different processes according to Dask’s
computational graph. To fulfill these requirements, an initial pre-processing step
is typically implemented, which splits large datasets into smaller chunks and stores
them in a distributed storage system accessible by all worker nodes. In this ref-
erence implementation, an open-source S3-compatible object store [119] was used.
This approach enables efficient parallel processing of datasets that would be too
large to handle on a single machine (at least on reasonably sized machines).

Integration Between Components The biggest challenge was the integration of the
tools within the Kubeflow ecosystem into a single holistic KFP pipeline, since most
of them were developed independently of each other. KFP makes it very easy to
exchange data between individual process steps in an ML pipeline and abstracts the
management of the corresponding artifacts away from the user. However, as soon
as other tools such as Katib, PyTorchJobs or KServe need to access these artifacts,
custom workarounds are required that have been implemented using Python in the
reference pipeline.

Monitoring and Retraining  As Berberi et al. [15] show in their analysis, there is a lack
of tools for monitoring model quality in MLOps platforms, especially in the case of
the Kubeflow ecosystem. Therefore, one part of the implementation is a step in the
KFP pipeline which evaluates the model. The reference pipeline also includes an
“if condition” implemented in KFP that decides whether the downstream pipeline
step that deploys the model to KServe is executed or not. With this check, the whole
workflow can be executed automatically on new data either based on a schedule or
triggered by detected model or data drift. Because KFP logs and saves the runs, it
can be traced at any time which model version was created in which run.
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The application of this reference implementation to the ECLSS use case is
demonstrated in Section 6.5.
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6 Experimental Results

Chapter Outline This chapter describes the experiments evaluating the diagnos-
tic approach presented in Chapter 5. Section 6.1 first formulates the set of hy-
potheses used to evaluate the individual components of the overall solution. Ac-
cording to these hypotheses, the remaining sections describe the experiments and
the corresponding results for the evaluation of the symptoms generator, the graph
algorithm, the combination of these two components, and the MLOps implemen-
tation.

6.1 Evaluation Criteria & Hypotheses

The experiments described in this chapter are organized according to the four core
contributions of this thesis as presented in Section 1.3. For each contribution, this
section formulates a dedicated hypothesis that was used to design the experiments.

Hypothesis 1 (H1): The composite latent space architecture outperforms conventional ar-
chitectures in localizing anomalies at the subsystem level of CPSs. This hypothesis eval-
uates the first contribution, the subsystem-level anomaly detection architecture. It
examines whether the NN architecture proposed as part of the symptoms generator
delivers better results in the detection and localization of symptoms in subsystems
than conventional approaches. Note that this hypothesis deals exclusively with the
symptoms generator and therefore not yet with the identification of the root causes.

Hypothesis 2 (H2): The graph diagnosis algorithm identifies causal subsystems S, s, in
both acyclic and cyclic graphs, assuming health state vector h and graph G are accurate.
This hypothesis addresses the second contribution, the graph-based diagnostic rea-
soning algorithm. The focus here is on evaluating the graph algorithm in isolation.
Since h and G are assumed to be known and accurate, both potential misclassifica-

tions of the symptoms generator and faulty graphs G are not considered.

Hypothesis 3 (H3): When used in combination, the symptoms generator G and the graph
diagnosis algorithm A identify root causes of faults in complex systems. This hypothesis
evaluates the third contribution, the integrated diagnostic framework visualized in
Figure 5.1. It examines the extent to which the holistic approach can be used for
fault diagnosis in CPS. It therefore also evaluates the practical feasibility of formal-
izing the necessary prior knowledge in realistic scenarios.
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Hypothesis 4 (H4): The Kubeflow-based MLOps implementation enables the automation
of the entire ML pipeline for deploying and retraining the diagnostic models described
above. This hypothesis evaluates the fourth contribution, the MLOps implemen-
tation. It examines whether the MLOps tools presented in the solution chapter can
be integrated in a holistic end-to-end ML pipeline covering all the steps described
in the CRISP-DM cycle.

In the following sections, the experiments designed to test each of these hypothe-
ses are presented. Section 6.2 evaluates the subsystem-level anomaly detection ar-
chitecture (H1), while Section 6.3 assesses the graph diagnosis algorithm (H2). The
integrated diagnostic framework that combines these two contributions is evalu-
ated in Section 6.4 (H3). Finally, Section 6.5 demonstrates the MLOps implementa-
tion (H4). The code to reproduce the experiments or to study implementation details
is publicly available on Github.!?3

6.2 Evaluation of the Symptoms Generator

This section presents the experiments and results corresponding to the evaluation
of the symptoms generator G introduced in Section 5.2.

6.2.1 Experimental Setup

That TCNs, although proposed some time ago [12], still show performance com-
parable to modern architectures such as RIMs or Transformers when applied to
CPS data has been demonstrated in our recent paper [192], where different NN ar-
chitectures were benchmarked on various real-world CPS datasets. The anomaly
detection capabilities of TCN-VAEs and TCN-AEs were also demonstrated using
various real-world datasets [61, 194].

Therefore, the experiments in this section focus on the question if the proposed
composite latent space architecture improves subsystem-level anomaly detection
compared to other state-of-the-art approaches. However, despite a large number
of datasets for evaluating anomaly detection methods on multivariate time series in
general, there are no real-world CPS datasets that contain labels for anomalies at the
subsystem level. For this reason, a dataset simulated specifically for this purpose
was created where the precise location of the anomalies is known.

Dataset The simulation models a system that consists of two subsystems S =
{s,, sy} and records a total of 6 signals P = {ay, a,, as, by, by, by}, which are plotted

IThe content of Section 6.2 was published in [172] and the code can be found at https://github.com/
hsteude/diag-driven-ad-4-cps.

2The content of Section 6.3 is published as a preprint [167] and the code is available at https://
github.com/hsteude/ad-diag-end2end-experiments.

3The content of Section 6.5 was published in [168, 169, 170] and the code is available at https://
github.com/hsteude/code-mlacps-paper.
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in Figure 6.1. The signals are assigned to the subsystems according to the following
subsystem-signals map:

M = {Sa = {(11,(12,(13} (6])
Sy = {b15b25b3}

which aligns with those of the exemplary systems visualized in Figure 4.1 and 6.2.
The signals a and b visualized at the top of Figure 6.1 represent the causal steering
signals for their respective subsystems. Both of these steering signals are rectangu-
lar signals. The length of the high and low states of signal a is randomly sampled
from a uniform distribution, ranging between 500 and 1000 timesteps. Signal b is a
delayed version of signal a.
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Figure 6.1: Healthy data sample (3000 timestamps). Causal signals a and b (top) with
derived signals a; to a; and b; to by (middle and bottom), used for model training
and validation.

Benchmark Models Three modeling approaches that are typically used in practice
serve as baseline models.

1. A vanilla TCN-VAE, consisting of an extensive encoder and decoder that pro-
cesses all signals from the CPS, reconstructing the input data (illustrated in
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blue in Figure 6.2). For subsystem-specific anomaly detection, the average re-
construction error of the signals associated with each subsystem is calculated.

2. A univariate TCN-VAE whose encoder and decoder follow the architecture de-
picted in Figure 5.3, but models each signal p € P independently (shown in
green in Figure 6.2). The subsystem-specific reconstruction error is similarly
derived by aggregating the errors of the corresponding signals.

3. A Gaussian Mixture Model (GMM) trained on individual time points, captur-
ing only the data distributions at each timestamp. For this model, a separate
instance is trained for each subsystem to derive subsystem-specific anomaly
scores (represented in yellow in Figure 6.2).

CPS

Subsys. s, subsys. sy,

[ e — N gl
3 3 3 o
= KW g% # |[Atw

Figure 6.2: Different approaches to modeling subsystem-level anomalies in multi-
variate time series data: blue (multivariate approach), green (univariate approach),
yellow (point-wise approach), red (the proposed composite latent space approach).

The two TCN-VAE models were used as benchmarks for two reasons. On the
one hand, they still belong to the state-of-the-art time series models, as discussed
in Section 2.1.2 and Section 2.1.5. On the other hand, using them puts a stronger
focus on the difference created by the composite latent space architecture, because
the rest of the models are more similar than if other layer types such as LSTMs
were used in the benchmarks. The Gaussian Mixture Model (GMM) is the only
non-neural model, used as a benchmark. Since it only models the distributions of
the time points in six dimensions, there is no need for a sophisticated model such
as a deep NN.

Experimental Configuration To ensure fair model performance comparison, all NN-
based models have approximately 500k parameters, where the total latent variables
across models is kept uniform at 12, with the exception of the GMM which, be-
ing a shallow model, has a completely different parameter structure. Each model’s
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hyperparameters were tuned independently. The corresponding training was exe-
cuted using the optimal hyperparameters and early stopping based on the validation
loss.

Data from nominal operations was divided into a training and a validation split.
To assess the anomaly detection capabilities, four distinct fault scenarios were in-
troduced into the test dataset:

+ Fault 1: The signal a, remains constant at a value of -1, simulating a “stuck-at”
fault condition.

 Fault 2: An offset is introduced to signal b, elevating its value by +1, simulat-
ing a calibration or drift fault.

« Fault 3: All signals within subsystem b are temporally shifted by the same
amount, to mimic a delay fault.

« Fault 4: The signals for both subsystems are modulated to operate at twice
their normal frequency, to represent a speed or performance anomaly.

The test set includes 100 samples from each of the four fault scenarios (1-4) and
400 healthy state samples such that the classes are balanced. Binary labels are used,
where 0 indicates no fault and 1 indicates the presence of faults within subsystems
or the entire signal set, as shown in Table 6.1. The thresholds for anomaly detection
in each model and subsystem were computed to optimize their respective F1 scores
as described in Section 5.2.2.

Table 6.1: Label allocation in the test set.
Fault type Subsys. s, Subsys. s, All signals

Healthy 0 0 0
Fault 1 1 0 1
Fault 2 0 1 1
Fault 3 0 0 1
Fault 4 1 1 1

6.2.2 Results and Analysis

The results of the experiment are summarized in Table 6.2. Regarding subsystem-
level anomaly detection, the proposed model consistently scores higher in the F1
scores than the benchmark models. For system-wide symptom identification, the
proposed model’s performance is comparable to that of the vanilla TCN-VAE. This
was expected, since the development focus was on improving symptom isolation at
the subsystem level rather than enhancing detection capabilities across the entire
system.

For a more detailed view, Figure 6.3 visualizes the distributions of the anomaly
scores 7, in the different test cases (fault 1-4 and healthy) for each subsystem s,, s,
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Table 6.2: Anomaly Detection Performance Across Subsystems.

Model Subsys. F1  Precision Recall
GMM Sq 0.436 0.982 0.28
Univar. TCN-VAE s, 0.662 1 0.495
Vanilla TCN-VAE s, 0.809 0.749 0.88
Proposed model Sq 0.945 1 0.895
GMM £ 0.664 0.99 0.5
Univar. TCN-VAE s, 1 1 1
Vanilla TCN-VAE s, 0.786 0.663 0.965
Proposed model S 1 1 1
GMM all 0.811 1 0.682
Univar. TCN-VAE all 0.677 0.88 0.55
Vanilla TCN-VAE  all 0.946 1 0.898
Proposed model all 0.946 0.997 0.9

and for the whole system (all). The red colored box plots indicate that the subsystem
is symptomatic, while the blue colored ones show no symptoms. Therefore, a good
anomaly detection model would consistently produce distributions with higher val-
ues for the symptomatic (red) cases than for the healthy (blue) ones.

The proposed model (bottom row) demonstrates the most consistent separation
between symptomatic and normal distributions across all scenarios. For example,
in Fault 1 which affects only subsystem s,, the proposed model correctly shows
higher scores exclusively for subsystem s, (red) while maintaining low scores for
the unaffected subsystem s, (blue). Similarly, for Fault 2 affecting only subsys-
tem b, the model shows higher scores exclusively in that subsystem. However, the
vanilla TCN-VAE model (third row) does not isolate the symptoms properly. When
a fault occurs in subsystem s, (Fault 1), it produces higher scores in subsystem s, as
well, which records signals equal to those from normal operations. The GMM fails
to differentiate frequency-based anomalies (Fault 4) from normal operation, as its
point-wise modeling approach cannot capture temporal patterns. The univariate
TCN-VAE struggles particularly with those faults involving relationships between
signals (Fault 3).

The experimental results provide empirical evidence supporting hypothesis H1.
Furthermore, the proposed model achieves system-wide anomaly detection perfor-
mance comparable to that of the vanilla TCN-VAE.
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Figure 6.3: Distribution of anomaly scores across different fault scenarios for each
model and subsystem. Red boxes indicate the presence of a symptom in the cor-
responding subsystem according to the ground truth labels, while blue boxes in-
dicate normal operation. The different fault types and the healthy state are differ-
entiated on the x-axis. The y-axis represents the anomaly score. The y-axis scales
vary between subplots to focus on the relevant value ranges where discrimination
occurs. A perfect model would clearly separate red (with high values) and blue
(with small values) distributions.

6.3 Evaluation of the Graph Diagnosis Algorithm

This section describes the evaluation of the graph-based diagnostic reasoning al-
gorithm presented in Section 5.3. It begins with a real-world example, the highly
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cited Tennessee Eastman Process (TEP) [43], which is used in many studies on pro-
cess monitoring [30]. In a second experiment, described in subsection 6.3.2, the
capabilities and limitations of the algorithm are discussed using more illustrative
artificial scenarios of varying complexity.

6.3.1 Tennessee Eastman Process

This experiment aims to evaluate hypothesis H2, which assumes that the diagnos-
tic reasoning algorithm can identify the subsystem responsible for the observable
symptoms if both the health state vector h and the graph G are known and accurate.
The TEP is particularly well suited here because it has been discussed and analyzed
in great detail in the literature. Therefore, it is possible not only to derive G, but
also h for some of the faults.

Experimental setup The TEP dataset contains 53 signals. In the first step of this ex-
periment, these signals were assigned to subsystems as formalized in the subsystem-
signals map M. For this assignment, the classification of signals created by Yin et
al. [202] into what the authors refer to as blocks was used. Only their “Miscella-
neous” category was further divided into the subsystems “Cooling_System”, “Com-
pressor_System”, and “Purge_System”.

Compressor_System
Reactor_Feed_Analysis

Purge_System
Cooling_System

Purge_Gas_Analysis
Reactor

TN

Input_Feed : i
nput_Fee Stripper Product Product_Analysis

Separator

Figure 6.4: Causal graphical representation of the Tennessee Eastman process. The
directed edges represent potential fault propagation paths between subsystems
derived from the process flow diagram of the TEP.

In the next step, the graph G was created using the process diagram shown, for
example, in the original paper by Downs and Vogel [43]. The result is illustrated in
Figure 6.4. To derive the health state vector h, the four faults discussed in detail by
Chiang et al. [30] were used (Faults #1, #4, #5 and #11). Their signal-by-signal anal-
ysis allows the identification of the set of signals that show symptoms during these
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faults. Together with the subsystem-signals map M, this can be used to determine
the health state vector h for each fault.

In the absence of more detailed information, the graph algorithm for this exper-
iment was initialized with evenly distributed weights (v, = w; = w, = w, = 0.25)
for all four evaluation criteria and a moderately strict threshold of # = 0.9 (see Al-
gorithm 2).

Table 6.3: Comparison of true causal subsystems, observed symptomatic subsys-
tems, and predicted root causes for the four fault scenarios of the Tennessee East-
man Process that were described in detail by Chiang et al. [30].

Fault # True S, .1 Seym Predicted S,
Reactor_Feed_Analysis,
Input_Feed,

F1 Input_Feed Reactor,

Compressor_System,
Product_Analysis

Cooling_System,

Input_Feed,
Compressor_System

F4 Cooling_System Cooling_System

Reactor
F5 Cooling_System Cooling_System, Cooling_System
oY Separator &Y
. Cooling_System, .
F11 Cooling_System Reactor Cooling_System

Results and Analysis As shown in Table 6.3, the true causal subsystem is contained
in the set of predicted root causes in all four cases. In fault #1, in addition to the
true faulty subsystem, “Input_Feed,” the set of predicted root causes also contains
the subsystem “Compressor_System”. However, the search space was significantly
reduced from five symptomatic subsystems to only two in the set of predicted root
causes. For all other faults that were analyzed by Chiang et al. [30] (#4, #5 and #11),
the “Cooling_System” caused the fault and was predicted as the only root cause by
the algorithm.

This experiment provides evidence that the algorithm can deliver added value in
simple cases in real systems. However, in terms of the complexity of the diagnostic
reasoning problem, these fault cases are rather trivial. Therefore, in the experiment
discussed in the next section, dedicated scenarios are set up to better discuss the
capabilities and limitations of the algorithm.

6.3.2 Controlled Graph Scenarios

To analyze the algorithm in greater depth, a series of scenarios were developed that
vary in the complexity of the graph and the distribution of the symptoms. Since
there is no prior knowledge on these scenarios with regard to fault propagation,
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equal weights of w; = 0.25 for all w; € w were chosen (see Section 5.3.2 for details
on the weights).

 Scenario 1: An acyclic graph with a single symptom cluster as a baseline case

for causal analysis.

» Scenario 2: An acyclic graph containing two independent symptom clusters

for evaluating multi-fault capabilities.

» Scenario 3: A cyclic graph with a single symptom cluster as a baseline for

assessing the impact of feedback loops.

+ Scenario 4: A cyclic graph with multiple symptom clusters for investigating

the multi-fault performance in the context of cyclic dependencies.

Scenario 1 Scenario 2

N\

O ®
© \@) ©—® @%

Scenario 3 Scenario 4
(D)

® 66—® 06—O® 6—6

A AAA
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Figure 6.5: Evaluation of the graph diagnosis algorithm in four scenarios with
6 = 1.0. Green nodes represent subsystems in normal state (h, = 0), red nodes
represent symptomatic subsystems (h, = 1 and elements of S ) that are given as
input to the algorithm, and blue circles represent predicted root causes (elements
of S

causa1>'
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Figure 6.5 illustrates the four scenarios and the corresponding predictions of the
graph diagnosis algorithm. The results show that the algorithm predicts good can-
didates across all the scenarios for G and h. In scenarios 1 and 2, the algorithm
successfully identified both single and multiple causes in acyclic graphs, judged on
the root causes that would have been chosen intuitively. The same holds true for
scenario 3, which also includes cyclic dependencies.

Scenario 4, the most complex case, demonstrates two key features of the algo-
rithm. First, the prediction of Node D as root cause for all symptoms means that
the algorithm assumes that the fault propagated through the healthy Node A to the
left half of the graph. Second, when setting § = 1.0, only node D is identified as
potential root cause, due to its higher distance and chain metric scores compared
to those of nodes E and G. Nodes E and G are included in the diagnosis when 6 is
reduced.

To analyze this behavior systematically, § was varied from 0.0 to 1.0 in 0.1 incre-
ments. This sensitivity analysis has shown how, with decreasing values for §, more
nodes were added to the set of predicted root causes S, .- For example, in Scenario
1, reducing 0 from 1.0 to 0.8 adds node A to the diagnosis, and further reducing it to
0.6 includes node C, at which point all initial candidate nodes were also elements of
the diagnosis C = S_, - Similarly, Scenario 4 starts with only node D at § = 1.0.
The algorithm progressively adds nodes G, E, and H as the threshold decreases,
eventually including all nine nodes at § = 0.5. This behavior demonstrates that
while the algorithm does not explore all possible combinations of candidate nodes,
it nevertheless eventually suggests all possible subsystems as potential causes.

These results show that the algorithm generates diagnoses that align with intu-
itive reasoning in both acyclic and cyclic graphs and therefore provide evidence that
supports hypothesis H2.

6.4 Evaluation of the Integrated Diagnosis Framework

This section describes the experiments evaluating the overall approach shown in
Figure 5.1, which includes both the symptoms generator G and the graph diagno-
sis algorithm 4, addressing hypothesis H3. The following subsection describes a
demonstration of the holistic approach on the real-world SWaT dataset, while Sub-
section 6.4.2 performs a more thorough analysis using a hundred randomly gener-
ated dynamical systems.

6.4.1 Evaluation with the SWaT Dataset

In this experiment, the entire diagnostic approach is applied to the SWaT dataset
[64], which is a benchmark dataset frequently used in the anomaly detection liter-
ature. This dataset is particularly suitable for evaluating hypothesis H3 because it
fulfills two requirements: (i) it is well-documented, which allows the construction of
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both the causal subsystem graph G and the subsystem-signals map M, and (ii) it in-
cludes detailed information on faults, which facilitates the validation of diagnostic
results against ground truth labels.

Dataset and System Structure The SWaT dataset contains 51 signals that describe
the physical behavior of a water treatment process both during normal operation
and injected faults. The process runs in six phases, P1 to P6, which are shown in

Figure 6.6.
HCL NaOCI NaClI P2
P1
Raw Water =~ Static
P A Y
Tank “1 ump Mixer
P5 \ 4
Ultraviolet RO Feed RO Feed Ultrafiltration UF Fee UF Feed
Dechlorinator(_ Pump < Tank < Unit Pump < Tank
< NaHSO, P3
UF backwash N UF backwash
V. /' Tank Pump
Cartridge RO Boost Reverse
Filter Pump Osmosis Unit \ Raw Permeate
Pé6
P5 Tank

Figure 6.6: SWaT process diagram showing the six phases (P1-P6) that are used
as subsystems in the diagnostic approach. Each subsystem represents a distinct
process stage. The figure has been redrawn from the original presented in [64].

Experimental Procedure In this experiment, all steps of the overall approach visual-
ized in Figure 5.1 are executed sequentially:

84

1. Knowledge Formalization (Phase a): The subsystem-signals map M and

causal subsystem graph G were constructed based on the dataset documen-
tation provided by Goh et al. [64]. The boundaries of the subsystems were
defined to align with the six process phases (P1 through P6) as illustrated in
Figure 6.6. The names of the signals in the SWaT dataset contain three-digit
codes that provide information about their assignment to the process phases.
These three-digit codes were used to define the subsystem-signals map M.
The graph G was modeled according to the process flow shown in Figure 6.6.

2. Model Training (Phase b): The training procedure followed the methodology

described in Section 5.2, but was supplemented by a few minor steps for data
preprocessing and cleaning that were necessary for the specific dataset (which
are also part of the public code repository). To address the volatile residu-
als r,(¢) in normal operation, a conservative threshold (99th percentile) was
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employed for residual binarization that was calculated based on the anomaly-
free test data. Additionally, a moving median filter was applied to smooth the
residuals before binarization.

3. Model Inference (Phase c): To evaluate the approach, the fault cases con-
tained in the documentation were first reduced to those that, according to
Goh et al. [64], caused an “Actual Change” and for which there was no “unex-
pected outcome”. This resulted in a dataset in which it can be assumed that
the “attack point” is also the cause of the fault s,,.

Results and Analysis Table 6.4 summarizes the results of this experiment on the 11
attack scenarios. Each row shows the subsystems targeted in the attack (Ground
truth), the subsystems identified as symptomatic by the symptoms generator S,

and the subsystems predicted as root causes S,,, (predicted).

sym’

Table 6.4: Attacked subsystems (ground truth), detected symptoms, and diagnosed
root cause candidates for the SWaT experiment.

Attack ‘ Ground truth ‘ Symptoms (Syp,) ‘ Predicted (S a1
#01 P1 P1, P5 P1
#02 P1 P1, P5, P6 P5, P1
#17 P3 P1, P3 P1
#21 P1 P1, P5 P1
#23 Pe6, P3 P3 P3
#25 P4 - -
#26 P1, P3 P1, P6 P1
#27 P3, P4 P2 P2
#28 P3 P3, P4, P5 P3
#30 P1, P2 P1 P1
#35 P1 P1, P2, P6 P1

The results demonstrate that in eight of the eleven attack scenarios (73%), at least
one of the attacked subsystems was correctly included in the set of predicted root
causes S.,,.,- Notably, in three cases (highlighted in bold), the graph diagnosis
algorithm successfully narrowed multiple symptomatic subsystems to a single root
cause that matched the actual attack point.

However, the approach faced challenges in four cases (underlined). In attack #25,
the symptoms generator failed to detect any anomalies. In attacks #17 and #27,
the graph diagnosis algorithm identified different subsystems as root causes than
those actually attacked. It is also worth noting that in attacks targeting multiple
subsystems simultaneously (e.g., #23, #26, #30), the diagnostic approach typically
identified only one of the affected subsystems.
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These results provide evidence for hypothesis H3 by demonstrating that the di-
agnostic methodology can be applied to real-world CPS use cases. Although the
approach did not provide the perfect diagnosis in all cases, the results were reason-
ably accurate given the limited prior knowledge and the minimal manual modeling
effort required.

6.4.2 Randomly generated Dynamical Systems

Although the experiment on the SWaT dataset demonstrated that the proposed ap-
proach can provide helpful diagnoses, it is limited to only one system. Further-
more, neither the correctness of the labels for the root causes nor of the graph G or
the subsystem-signals map M can be guaranteed, as this information was derived
from limited documentation. For this reason, controlled simulations are performed
in this experiment for which both the graph G and the map M are known. Fur-
thermore, the anomalies are injected in such a way that the subsystem causing the
symptoms is also known with certainty.

Experimental Setup This experiment is based on data simulated using randomly gen-
erated dynamic systems. Figure 6.7 visualizes the process steps involved in generat-
ing data for one of these systems. First, a randomly generated graph G is sampled,
on the basis of which the state matrix A € RIZI*I”l of a linear dynamic system is
created. The non-zero values within this matrix are also generated randomly. If
this results in an unstable system, randomly sampled corrections are made until a
stable system is achieved.

The state dynamics follow a linear system model y = Ay + Bu, where y € RI”!
represents the state vector, u € R™ the control inputs, and m € N the number of
steering signals. The matrices A and B € RI”I*™ define the system’s behavior. Nor-
mal operation data is generated by stimulating the system with rectangular pulse
signals of randomly varying pulse durations. To create anomalous conditions, the
parameters in matrix A for a specific subsystem are slightly altered (also randomly).
The subsystem for which the parameters are modified is also sampled randomly and
provides the ground truth for the root cause of the fault.

The experimental procedure follows the complete diagnostic workflow as de-
picted in Figure 6.8. For each simulated system, the normal operation data is split
into training and validation sets used to train and validate the symptoms generator
respectively. In addition, another split with normal data is created that is not used
for training or hyperparameter tuning, but is used to define the thresholds for the
residual binarizer. Finally, the now fully initialized solution is applied to the dataset
containing the anomalies. This means that first the symptoms generator G calcu-
lates the health state vector h, on the basis of which the graph diagnosis algorithm
A predicts the set of causal subsystems S,

causal*

Experimental Trials The experiment comprised 100 trials with varying graph sizes
(5-100 nodes), edge densities, noise levels, and anomaly intensities. Each node in
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Figure 6.7: Time series data generation process for random dynamic system exper-
iment. The process involves: (1) sampling a random directed graph G, (2) creating a
corresponding state matrix with random entries reflecting the graph structure, (3)
simulating system dynamics using linear differential equations, and (4) generating
multivariate time series for both normal and anomalous conditions.

these simulated systems represented 2-5 signals, such that the resulting dataset
sizes ranged from dozens to hundreds of signals. To systematically evaluate the per-
formance of the integrated approach, the trials were categorized into five outcome
groups:

(i) Trials where the causal subsystem s,,,, is not classified as anomalous by the

symptoms generator, which means s,o & Sqym

(i) Trials where the causal subsystem is detected as anomalous but not identified
as a root cause in the diagnosis, which means s, € S, but s & S

causal*
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Figure 6.8: Experimental trial for random dynamical system experiment. All 100
trials of the experiment were executed according to the process shown. The ex-
periments are implemented as a KFP pipeline that reflects this DAG. The color
coding indicates which phase of the overall solution (see Figure 5.1) the individual
steps of this process correspond to.

(iii) Trials where the causal subsystem is correctly identified but the diagnosis fails
to reduce the number of candidates compared to the symptoms, which means
S and Strue € Scausal but |Scausal| > ’S

Strue sym sym | °
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(iv) Trials where the diagnosis successfully reduces the candidate set but still in-
cludes multiple subsystems including the true cause, which means s, €
Scausal and ’Scauszﬂ’ < ‘Ssym‘ but ’Scausal‘ > L.

(v) Trials with perfect diagnosis where the true causal subsystem is identified as
the sole root cause, which means S_,,ca1 = {Sirue -

Resultsand Analysis Figure 6.9 summarizes the outcomes across all 100 experimental
trials. The results demonstrate that the integrated diagnostic approach successfully
identifies the true causal subsystem as part of the root cause set in 82% of trials
(categories (iii), (iv), and (v) combined).

Runs

0 20 40 60 80 100

Anomaly not detected (i) Count

Anomaly detected, but not in set of candidates (ii)

Anomaly detected, but number of symptoms equals number of candidates (iii)
Accurate detection and fewer candidates than symptoms, but more than one (iv)
Accurate root cause predicted, despite multiple symptoms (v)

Figure 6.9: Result summary of the random dynamic system experiment across 100
trials with simulated systems. The bars represent the proportion of trials falling
into each outcome category.

In 73% of cases (categories (iv) and (v) combined), the method successfully reduces
the search space compared to the initial symptoms detection. Notably, 30% of trials
achieve perfect diagnosis (category (v)), identifying the true causal subsystem as the
sole root cause. The remaining cases include scenarios where the causal subsystem
is missed in the final diagnosis (8%, category (ii)) or not detected as anomalous by the
symptoms generator (10%, category (i)). These failures primarily occurred in trials
with too subtle parameter alterations during anomaly generation. Such cases could
potentially be addressed through refined threshold optimization strategies.

The results provide further evidence supporting hypothesis H3 by demonstrating
that the integrated diagnostic approach effectively identifies root causes in com-
plex systems with diverse fault propagation patterns. In contrast to the previous
experiments, this approach also scales to larger graphs and datasets since some of
the generated systems recorded hundreds of signals.
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6.5 Evaluation of the MLOps Implementation

This chapter describes how the MLOps pipeline described in Section 5.4 was imple-
mented in the specific case of the ECLSS [44]. Motivated by hypothesis H4, the sec-
tion investigates the extent to which the tools available in the Kubeflow ecosystem
can be combined in an end-to-end workflow to obtain a reproducible ML pipeline
suitable for retraining. The focus is on the interfaces between the individual tools
that are integrated into the workflow.

6.5.1 Use Case

The ECLSS system manages air temperature, humidity, and circulation within the
Columbus module of the ISS [178]. The system consists of multiple interconnected
components, including fan assemblies, heat exchangers, and temperature control
valves, which are monitored by numerous signals. This particular system is an ideal
real-world test case for the MLOps implementation for several reasons. First, it gen-
erates hundreds of distinct telemetry parameters collected at a minimum frequency
of one Hertz, which creates a data volume and velocity challenge typical of large and
complex CPSs. Second, due to component wear, maintenance interventions, special
test procedures and setpoint adjustments, this system is prone to concept and data
drift, which creates the need for regular retrainings of ML models.

6.5.2 Pipeline Implementation and Integration

Since the focus of this experiment is on MLOps and not on the specifics of the model
itself, this section describes the implementation of a pipeline that uses a relatively
simple model for anomaly detection in the overall ECLSS system. The pipeline dis-
cussed here represents the application of the concept described in Section 5.4. Like
all other experiments described in this chapter, this pipeline was executed on a Ku-
bernetes cluster with three nodes, each with 128 CPU cores, 500 GB memory, and a
total of four NVIDIA A30 GPUs.

Data Processing and Preparation The data pre-processing challenge, which is partic-
ularly pronounced in the ECLSS use case, was addressed with Dask as described in
Section 5.4. The ECLSS telemetry data was provided as yearly archives in parquet
file format [55]. However, these files are so large that they cannot be easily read with
standard tools such as pandas on reasonably sized machines. In order to use par-
allel computing frameworks such as Dask, these large files first had to be divided
into smaller chunks and stored in MinIO [119], the object store used in this specific
case. These files were then read and processed in parallel by Dask workers on dif-
ferent nodes of the cluster according to the computational graphs created by the
Dask scheduler. The Dask cluster used for the computation was started with the
Python Software Development Kit (SDK) from within a KFP component and also
deleted again after the computations.
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Hyperparameter Optimization The reference implementation suggests Katib for hy-
perparameter tuning. Since any containerizable code can be executed within KFP
components, the Katib SDK or the Kubernetes libraries can also easily be used to
start and manage Katib experiments from within a KFP component. However, be-
cause KFP manages the data exchange between individual steps in the pipeline, it
is not trivial to make the data computed in previous steps of the KFP pipeline avail-
able to the Katib processes. To solve this issue, this implementation uses custom
code to handle data retrieval from the object store where KFP manages the pipeline
artifacts.

Distributed Model Training The implementation leveraged Kubeflow’s Training Op-
erators to enable distributed training across multiple GPUs and nodes, utilizing
PyTorch’s DDP paradigm. Conceptually, integrating distributed PyTorchJobs in
the KFP pipeline involved the same challenge as for Katib. Custom solutions were
needed to make the pipeline artifacts available to the training processes.

Model Deployment and Inference The final stage of the training pipeline utilized
KServe to deploy trained models as serverless inference endpoints. During the
training phase, the PyTorchJob logged the model artifacts to an MLflow server,
which stored them in an S3-bucket. A conditional execution step was implemented
inside the KFP pipeline that checks if the model meets predefined performance
metrics. If it does, the next pipeline step will be executed, which deploys the model
stored in the S3-bucket using KServe. The entire pipeline can be triggered on
demand with updated data, which enables automated retraining cycles.

Integration into Microservice Architecture The ML pipeline described above, imple-
mented in KFP, enables the automated (re)training of ML models. The following
paragraphs describe how a model, which is trained and deployed using this pipeline,
is integrated into the overall application motivating this work. The deployed soft-
ware architecture consists of several microservices that can be categorized into two
phases corresponding to phases b (model training) and ¢ (model inference) from
Chapter 5, as visualized in Figure 6.10.

The Columbus Module’s telemetry data stream is connected to Kafka for the con-
suming streaming services such as the anomaly detection model. The data is also
archived in the TimescaleDB database for future data analysis and model training
purposes. The training process operates in batch mode on this historical data, uti-
lizing the KFP pipeline described above. The inference components, on the other
hand, work continuously on Kafka’s data stream.

KServe offers the option of scaling the preprocessing and model inference work-
loads separately from each other. The CPU-based preprocessing is implemented in
a so-called “transformer” (not to be confused with the NN architecture), which is di-
rectly connected to the Kafka data stream. The pure ML model, on the other hand,
is implemented in a so-called “predictor” that is triggered by the transformer via
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Figure 6.10: Microservice architecture for the ECLSS diagnostic system deploy-
ment. The diagram illustrates the integration of various technologies within a Ku-
bernetes cluster including the KF-Pipeline (highlighted in green) and the inference
services (highlighted in orange). Data exchange is handled through the message
queuing system Kafka and historical time series data is stored in TimescaleDB.
The color coding distinguishes between tools used during model training (phase
b, green) and those used during continuous inference (phase ¢, orange) as described
in Section 5.1.

API calls. If, for example, preprocessing is the bottleneck, additional replicas of the
transformers can be used without requiring additional GPU-intensive predictors.

This implementation of the MLOps pipeline provides evidence supporting hy-
pothesis H4. It demonstrates that it is indeed possible to combine various tools
from the Kubeflow ecosystem in one holistic KFP pipeline. However, it still re-
quired several custom solutions and workarounds.
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Chapter Outline This chapter presents the theoretical analysis of the graph-based
diagnostic reasoning algorithm 4. Section 7.1 discusses the soundness and com-
pleteness properties of the algorithm, and Section 7.2 discusses its computational
complexity.

7.1 Soundness and Completeness

Soundness and completeness are two fundamental characteristics of diagnostic al-
gorithms. Feldman et al. [53] discuss these properties in detail in the context of
model-based diagnosis, and Balzereit and Niggemann [13] in the context of recon-
figuration. A diagnosis algorithm is sound if each of the diagnoses it outputs ex-
plains all observed symptoms, and it is complete if it is guaranteed that all possible
diagnoses are found.

7.1.1 Soundness Analysis

As indicated above, a diagnostic algorithm is sound if every diagnosis explains all
observed symptoms. In Algorithm 2, this property is guaranteed by the fact that
the search for further diagnosis candidates is only terminated if there are no unex-
plained symptoms left in the graph.

The algorithm maintains a set of unexplained symptoms U, which is reduced by
those symptomatic subsystems that can be explained by the initial diagnosis S., -
If U does not correspond to the empty set U = () after this step, the next itera-
tion searches for the best candidates to cover the remaining unexplained symptoms

(lines 15 through 18 in Algorithm 2):
U< UN Seaen(0,U) (7.1)

where S,.,.4(b,U) = {u € U | 3 path b — u}. The algorithm terminates if one of the
following conditions is true:

1. U = : All symptoms can be explained by candidate nodes in the diagnosis
S

causal*

2. C' = (): No more candidates are available.
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For condition (1), soundness follows directly since every symptom in S, has been
explained by at least one root cause in S, As for condition (2), since every node
has the trivial path to itself, every symptomatic node is also in the set of candidates:

C={veS|3Ise Sy : path(v — )} (7.2)

sym
which means that the case U # () and C' = () theoretically cannot occur. The termi-
nation condition was added to make the implementation robust against edge cases.

Therefore, the algorithm is sound: every diagnosis S, can theoretically explain

all symptoms in Sgy,.

7.1.2 Completeness Considerations

This section describes the analysis regarding the completeness of the graph diagno-
sis algorithm A. As already indicated in Section 5.3, the algorithm does not satisfy
completeness in the diagnostic sense since it does not consider all potential combi-
nations of subsystems that could explain the observed symptoms.

A conceivable implementation of an algorithm that satisfies completeness would
evaluate all possible subsets of these candidates 2!l instead of the individual can-
didates ¢ € C. Among other things, it would need to check for each subset S” C C
whether all symptoms are in the union of the sets of nodes which can be reached
by the individual candidates in S’. It is theoretically possible to implement such an
algorithm, however the exponential number of subsets (2/°!) makes this approach
computationally prohibitive for large graphs, as those used in Section 6.4.2.

A formal proof of the incompleteness of Algorithm 2 can be constructed through
a counterexample: Consider a graph with symptoms at nodes s,,, s, and s,. Suppose
node s, can explain s, with high score, while nodes s, and s, together can explain all
symptoms s, s,, and s, with lower individual scores than s,. In the first iteration,
s, will be selected due to its high score (line 14 in Algorithm 2). The algorithm
then updates the unexplained symptoms, removing s,. In the next iteration, either
sp, or s, could be selected to explain the remaining symptoms s, and s,. Thus, the
potentially better explanation set {s;, s.} is never considered.

This disadvantage can be mitigated in practice by using the sensitivity parameter
6. If the diagnosis initially proposed by the algorithm does not prove to be correct,
the parameter can be reduced to add further subsystems to the diagnosis. When
0 reaches # = 0, the set of diagnoses equals that of the candidates S, = C.

This means that although not all combinations of candidates are considered as root
causes, all candidate subsystems are eventually considered individually.

7.2 Complexity Analysis
This section analyzes the time complexity of the graph diagnosis algorithm A. Ac-

cording to the notation defined in Chapter 4, S describes the set of nodes (subsys-
tems) and E describes the set of edges (fault propagation paths) in graph G = (S, E).
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Main Loop The main loop of the algorithm is executed when U # () and C # ),
where U describes the set of unexplained symptoms and C describes the set of diag-
nosis candidates. Since at least one candidate is removed from C per iteration, and
|C| < |S], there are at most | S| iterations of the main loop in the worst case.

Per Iteration For each iteration, the algorithm performs the following computa-
tions:

1. Computation of scores for all candidates:

+ compute_reachability_scores: O(|S|x(|S|+|E|)) forall candidates. This
complexity derives from running graph traversal for each candidate node
¢ € C, which has a complexity of O(|S| + |E|) per traversal [36].

+ compute_distance_scores: O(|S| x (|S| + |E|)), based on shortest path
calculations through graph traversal for each candidate ¢ € C.

« compute_anomaly_scores: O(|S]), since it only checks the membership of

cin Sy,,, which can be done in constant time.

+ compute_anomaly_chain_scores: O(|S| x (|S| + |E|)), which also requires
graph traversal with the same complexity as the other scoring methods.

2. Selection of best candidates and update: O(]S|) to select the best candidates
based on the computed scores and update the sets U and C.

Overall Complexity Combined, the steps per iteration result in a complexity of
O(|S| < (|S|+]|E])). Since the main loop is executed at most |.S| times, the total time
complexity is O(|S|? x (|S| + |E|)).

For dense graphs where |E| ~ |S|?, this simplifies to O(]S|*), while for sparse
graphs where |E| ~ |S|, the complexity becomes O(|S|?), which means the algo-
rithm has polynomial time complexity with regard to the number of nodes in the
graph.
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8 Discussion

Chapter Outline This chapter discusses the experiments described in Chapters 6
and 7 as well as their results. The structure of this discussion is aligned with the key
contributions of this thesis: the subsystem-level symptom generation (Section 8.1),
the graph-based diagnostic reasoning algorithm (Section 8.2), the application of
the combination of those two (Section 8.3), and the MLOps implementation (Sec-
tion 8.4). These contributions and the experimental and theoretical findings are
critically discussed based on the hypotheses set out in Section 6.1.

8.1 Subsystem-Level Anomaly Detection Architecture

Hypothesis H1 claims that the proposed composite latent space architecture in
the symptoms generator improves anomaly detection at the subsystem level com-
pared to state-of-the-art approaches. Parts of the proposed architecture, in partic-
ular TCNs and VAEs, have already been benchmarked on real CPS data and have
achieved good results [61, 192, 194]. However, to the best of the author’s knowledge,
there are no publicly available datasets for isolating symptoms at the subsystem
level. Therefore, the experiment described in Section 6.2 compares the performance
of the proposed model against benchmarks based on a dataset created specifically
for this experiment.

Apart from this limitation, the results provide evidence that supports hypothesis
H1. In the experiments, the proposed model outperforms all benchmark models
in subsystem-level anomaly detection, measured by the F1 score. The composite
latent space structure helps to isolate faults, which clearly distinguishes it from ap-
proaches that model all signals simultaneously. On the other hand, unlike univari-
ate models, it is able to model patterns between variables and even detect anomalies
that can only be identified when multiple subsystems are observed simultaneously.

In addition to the obvious limitation that no real-world datasets were used, the
evaluation of the hypothesis could benefit from more complex example systems as
well as from more complex fault scenarios. However, these points are implicitly
mitigated in part by the use of the symptoms generator in the experiments on the
integrated overall framework.

In summary, the findings show that the composite latent space approach success-
fully addresses the trade-off between system-wide anomaly detection capabilities
and subsystem-level fault isolation, despite the limitations discussed above.
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8.2 Graph-Based Diagnostic Algorithm

According to hypothesis H2, the graph diagnosis algorithm 4 is capable of identi-
fying causal subsystems in both cyclic and acyclic fault propagation graphs.

Both the experiment based on the TEP example and the four scenarios created
for the purpose of this evaluation provide evidence supporting this hypothesis. The
algorithm includes the true causal subsystem in its diagnosis in all of the four TEP
faults analyzed. The scenarios created specifically for this experiment represent
more complex diagnostic tasks including cyclic graphs, in which the algorithm also
consistently computes diagnoses that correspond to the intuitively correct diagno-
sis. In addition, the sensitivity analysis shows how, as the sensitivity parameter 6
decreases, more subsystems are included in the diagnosis.

However, the experiments and the results of the theoretical analysis in Chapter 7
also illustrate the limitations of the approach. Although the algorithm is sound in
the diagnostic sense, it is not complete. There is therefore neither a guarantee that
the best diagnosis will be found, nor that all possible diagnoses can be computed.
Furthermore, the high level of aggregation brings limitations. For example, neither
temporal aspects nor the causal connections between subsystems or the possibility
of causal “and” links are supported by the graph or the algorithm. In addition, the
binary health states represent a very high aggregation compared to the behavioral
models often used in the diagnostic literature [53, 126].

These limitations were explicitly accepted during the design of the algorithm in
favor of a solution that minimizes the necessary prior knowledge and modeling ef-
fort. The results show that the algorithm, when provided with accurate graph G
and health state h, can represent added value in the maintenance process.

8.3 Integrated Diagnostic Framework

The third hypothesis, H3, assumes that the combination of the symptoms generator
G and the graph diagnosis algorithm A is suitable as an overall solution for identify-
ing root causes of faults in CPS data. The corresponding results provide supporting
evidence for this assumption.

As the results in Section 6.4.1 show, the overall framework identified the causal
subsystems in most of the analyzed cases in the real SWaT system. In some cases,
the set of identified symptoms was larger than that of the root causes, which par-
ticularly illustrates the effectiveness of the graph algorithm. The results of the ran-
dom trials in Section 6.4.2 further illustrate the benefits of the overall framework.
In more complex setups than in the SWaT example, with up to one hundred sub-
systems and datasets that contained several hundred signals, the overall framework
identified the true causal subsystem as the cause in a substantial majority of cases.

The results show how the overall framework can provide helpful diagnoses de-
spite very limited prior system knowledge. This is only possible through the in-
teraction of the two components. The symptoms generator is designed so that the
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subsystems modeled in the graph can be annotated with health states. The abil-
ity to isolate symptoms to subsystems in turn enables the localization of the most
probable diagnosis in the graph algorithm.

However, some limitations need to be considered here too: First, the performance
on the SWaT dataset showed more cases of incorrect or incomplete diagnoses com-
pared to the simulated systems, which might be due to the complexity inherent in
real data, or the fact that the constructed graph G might not reflect the true causal-
ity in the system. Second, the approach showed limitations in the identification of
multiple concurrent faults. In these cases, often only one of several simultaneously
affected subsystems was identified.

Despite these considerations, the integrated approach demonstrated good per-
formance in both simulated and real-world data experiments.

8.4 MLOps Implementation

The final hypothesis, H4, claims that within a KFP pipeline, the entire retraining
process of a ML model can be automated. Section 6.5 describes the implementation
of such a pipeline for an anomaly detection model of the ECLSS, and thus confirms
the hypothesis.

The implementation addresses the core requirements often posed on ML applica-
tions for complex CPSs: distributed data processing for extensive time series data,
systematic hyperparameter optimization, scalable model training, and continuous
monitoring with automated retraining. These functions are conceptually described
by the reference architecture presented in the solution chapter and demonstrated
in a concrete case for the ECLSS.

However, several limitations should be noted here: (i) The reference pipeline was
only demonstrated in a single use case. The tools and the mechanisms for integrat-
ing them into the pipeline were also used for the other experiments and are use-
case agnostic. Nevertheless, further use cases, especially those used in production,
would strengthen the argument. (ii) There is no comparison to implementations
in alternative MLOps platforms. These platforms might offer different trade-offs
in functionality and ease of implementation. (iii) Finally, while the implementa-
tion demonstrates the retraining procedure, it lacks detailed information on how to
trigger retrainings. Further exploration of model performance monitoring would
be beneficial.

The integration challenges encountered during implementation, particularly be-
tween components like Katib, PyTorchJobs and KFP, are areas where the Kube-
flow ecosystem could benefit from more focus on interoperability. However, de-
spite these challenges, the pipeline was implemented successfully, which provides
evidence for hypothesis H4.
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9 Conclusion

Chapter Outline This chapter wraps up this thesis and discusses the extent to
which the research questions raised in Chapter 1 have been addressed. In addi-
tion, Section 9.2 and Section 9.3 describe the strengths and limitations of the con-
tributions of this work respectively.

9.1 Addressing the Research Questions

This thesis presents a diagnostic method for complex CPSs that was developed un-
der the premise of minimizing the necessary prior knowledge and modeling effort.
The research was guided by three questions, which are discussed in the following
paragraphs.

RQ1 asks how health states for CPS subsystems can be generated that are suit-
able for downstream diagnosis methods without requiring extensive modeling ef-
forts. With regard to this question, this thesis presents a so-called symptoms gener-
ator. One part of this generator is a novel NN architecture that, in addition to using
TCNs in the individual decoder and encoder networks, makes use of a newly devel-
oped composite latent space structure. Unlike other state-of-the-art approaches,
this structure allows symptoms to be isolated to individual subsystems without los-
ing the ability to detect anomalies that are only observable when monitoring the
system as awhole. The corresponding experiments show how reconstruction-based
models that model all signals simultaneously in large NNs are unable to guarantee
anomaly isolation. The proposed approach can guarantee this without losing the
advantages related to multivariate time series modeling and thereby answers RQ1.

RQ2 asks how symptoms at the subsystem level, like those discussed in RQ1, can
be used together with basic information about fault propagation paths in the CPS
for diagnostic reasoning. Or in other words, how can the subsystems that cause
the observed symptoms be identified? This question is also based on the premise
that as little prior knowledge and modeling effort as possible should be required. In
response to these questions, this thesis presents a new graph-based diagnostic rea-
soning algorithm. In addition to the health states at the subsystem level, the only
input required for this algorithm is a fault propagation graph that represents the
subsystems as nodes and the possible fault propagation paths in the CPS as edges.
The algorithm is based on graph theory and, unlike many other diagnostic methods,
can also be applied to cyclic graphs. It computes the most likely diagnosis based on
fundamental engineering principles, while maintaining polynomial time complex-
ity, which means it can also be applied to large graphs. This concept builds on the
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well-isolated health states from RQ1, which are specifically designed to match the
granularity of the fault propagation graph. The experiments demonstrate both the
functionality of this algorithm in isolation and the effectiveness of the combination
of the symptoms generator and the graph diagnosis algorithm, thereby providing
an answer to RQ2.

Finally, RQ3 addresses the more operational question of how the deployment and
maintenance of methods such as those described above can be supported by mod-
ern MLOps tools. More specifically, it addresses the question of whether the entire
training and retraining process of ML software for complex CPS can be orchestrated
within a pipeline implemented in Kubeflow. This question was answered with a
reference implementation of an end-to-end KFP pipeline designed for such cases
and its demonstration on the specific use case of an anomaly detection model for
the ECLSS. This implementation differs from the state of the art in that the tools
used in this pipeline have previously only been considered in isolation. The fully
automated pipeline presented in this thesis integrates tools for distributed prepro-
cessing, hyperparameter tuning, distributed model training, experiment tracking,
and deployment of the model as an API, thereby answering RQ3.

9.2 Key Strengths

The diagnostic approach presented in this thesis demonstrates several strengths
compared to the state of the art.

One of these strengths lies in the abstraction of the diagnostic problem to a level
that lies between the individual, mostly continuous sensor readings and the overall
system. Through this aggregation, the actual diagnostic problem is transformed
from the high-dimensional continuous space of time series monitoring into a more
tractable diagnostic problem based on binary inputs.

Another strength of this approach is its low requirement for formalized prior
system knowledge. Unlike model-based diagnostic methods that require detailed
behavioral models, or supervised approaches that depend on comprehensive fault
datasets, the proposed methodology requires only three inputs: (i) training data
from nominal system operation, which is typically collected for monitoring pur-
poses, (ii) a subsystem-signals map, which can often be derived automatically, and
(iii) a graph representing basic fault propagation relationships, which requires far
less detail than behavioral models. However, it is important to note that the frame-
work must be tested on fault cases before it is put into production. If no historical
faults are available, artificially injected data or simulation data can be used for this
purpose.

With its composite latent space NN architecture, the proposed symptoms gen-
erator provides two key advantages: (i) The symptom isolation on subsystems is
stronger than in conventional approaches without sacrificing the advantages of
multivariate sequence models, and (ii) the health states generated are precisely
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at the aggregation level used by the fault propagation graph, which enables the
effective combination of anomaly detection and diagnosis.

A second key point is the proposed framework’s modular design, which allows for
adapting and extending it in multiple ways: (i) the encoder and decoder components
within the composite latent space architecture can be replaced with alternative NN
architectures, (ii) any classification method can be applied to the anomaly scores in
order to transform them into binary health states, (iii) the entire symptoms genera-
tor could be replaced with any method capable of producing subsystem-level binary
health states, whether based on NN, statistical approaches, or domain-specific al-
gorithms, as long as it fits the subsystems defined in the graph and (iv) the scoring
functions in the diagnostic algorithm can be weighted differently, modified or re-
placed entirely to accommodate specific system characteristics and diagnostic pri-
orities.

The same holds true for the MLOps implementation, which leverages a microser-
vices architecture where individual components can be modified or replaced easily.
The containerized approach ensures that specific tools within the pipeline can be
exchanged with alternative implementations as long as they are run inside contain-
ers, which most popular ML frameworks do.

Lastly, the polynomial time complexity of the graph diagnosis algorithm repre-
sents an advantage. By considering the subsystem level rather than all components
individually, and by employing heuristic scoring rather than exhaustive consistency
checking, the approach avoids the combinatorial explosion. However, these design
choices also lead to limitations, which are discussed in the next section.

9.3 Limitations

Despite the strengths of the proposed diagnostic approach, some limitations must
be highlighted.

A major limitation is that the diagnostic reasoning algorithm does not take any
temporal dynamics into account. While the health states that the algorithm receives
as input have been generated by a DL model that is capable of modeling sequence
patterns in time series, the graph algorithm only operates on snapshots in time. If
symptoms propagate through the graph with time delays, the algorithm will likely
compute poorly informed diagnoses.

Another limitation lies in the fact that the effectiveness of the diagnostic algo-
rithm heavily depends on the accuracy of the causal subsystem graph. If causal re-
lationships are missing or incorrectly represented in the graph, the algorithm will
likely not correctly identify the true root causes of observed symptoms. As described
in Chapter 3, there are methods to automatically extract similar graphs from time
series data, but it remains to be explored whether they can be used in a setup like
the one proposed in this thesis.

Regarding the MLOps implementation, while the symptoms generator can adapt
to changing system behavior through the automated retraining pipeline, more se-

105



9 Conclusion

vere changes in the CPS still present challenges. The execution of the retraining
pipeline would not be sufficient if, for example, the subsystem-signals map changed.

Additionally, the current implementation leaves open questions regarding con-
crete strategies for when to trigger retraining runs and how to validate model per-
formance before deployment. The monitoring of unsupervised anomaly detection
is particularly challenging in cases when anomalies themselves are scarce. In ad-
dition, the rapidly changing MLOps tool landscape poses a challenge because the
implementation of entire MLOps platforms in corporations is not inexpensive and,
once they are in production, may already be outdated.
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Chapter Outline This chapter discusses potential future research directions and
a long-term vision based on the contributions presented in this thesis.

10.1 Advancing the Subsystem-Level Anomaly Detection Architecture

The symptoms generator might be enhanced by integrating several promising
methods from different research areas.

First, the integration of physics-informed priors, as used for example by [196], into
the NN architecture might lead to increased performance of the model. This ap-
proach could enable extrapolation to unseen but nominal regions beyond the train-
ing data distribution, thereby reducing false positives. While the architecture pro-
posed in the symptoms generator does integrate prior knowledge on the system
structure, it does not enforce or value the adherence to physical laws, as PINNs do.

Second, while the proposed model supports both subsystem-level and whole-
system level anomaly detection, it could be extended to support any user-defined
aggregation level. This might be useful for deeper diagnostic reasoning but would
require more sophisticated logic in the diagnosis algorithm, which currently only
supports one level of abstraction.

Finally, foundation models have gained significant recognition in text processing
and computer vision in recent years, as pointed out in a recent review [11]. This
trend has also encouraged researchers to investigate foundation models in the area
of time series modeling [106]. The application of pre-trained and potentially fine-
tuned foundation models in the symptoms generator might also improve its detec-
tion performance.

10.2 Enhancing the Graph-Based Diagnostic Algorithm

The graph-based diagnostic reasoning algorithm could be optimized using various
approaches to address the limitations mentioned in Section 9.3.

A major improvement in diagnostic quality could be achieved by taking temporal
effects in fault propagation into account, as described, for example, by Duan et al.
[47]. The current algorithm completely neglects these effects.

In addition to temporal effects, other aspects could also be considered in more
detail in the graph representation and the algorithm. For instance, extending the
causal graph to include both disjunctive (OR) and conjunctive (AND) connections
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would allow for modeling scenarios where multiple conditions must be satisfied
simultaneously for a fault to propagate.

Another enhancement direction could involve formal knowledge representation
approaches, such as ontologies [189]. This approach could enhance the causal graph
with richer semantic descriptions and thus also increase the information gain for
the maintenance engineers using the solution.

Finally, the solution could be enhanced by probabilistic reasoning to address un-
certainty. By representing causal relationships with conditional probabilities, as
used in [16], rather than the simple deterministic binary ones used in this thesis’s
approach, the algorithm could provide confidence intervals for diagnoses.

10.3 MLOps Advancements

The MLOps implementation could be further improved in several ways. First, while
the open-source community has made significant progress with tools like Kubeflow
that help data scientists transition from ML experiments to production software,
deploying ML solutions like the one described in this thesis remains non-trivial. At
the time of writing this thesis, implementing a complex pipeline requires substan-
tial knowledge of containerization technologies and Kubernetes basics.

Second, the topic of model performance monitoring and concept drift detection
is not yet supported out of the box by many MLOps tools, such as MLflow and
Kubeflow Berberi et al. [15]. Here, custom solutions still need to be built.

Finally, given the highly fragmented and diverse landscape of MLOps platforms
and tools, standard interfaces between the tools used during the ML-lifecycle could
make it easier for practitioners and data scientists to use them and to migrate work-
loads from one platform to another.

10.4 Long-Term Vision

Given the motivation behind this thesis, there is an obvious long-term vision to
develop a completely data-driven diagnostic system that does not require any prior
knowledge and still provides accurate and informative diagnoses. Such a solu-
tion could involve extending the approaches proposed in this thesis or similar
approaches to include the automated discovery of system structure information,
causal relationships, or fault propagation paths from the system documentation
or from time series data. Several promising approaches are already being investi-
gated in this domain, including methods that learn similar graphs from sensor data
[6], approaches that learn diagnostic rules based on learned discrete system states
[125], and techniques that study the use of LLMs for generating formal system mod-
els [117]. However, these approaches have not yet been combined into a holistic
diagnostic framework.

Even if such a framework existed, the challenge of concept and data drift still re-
mains and is particularly important if structure-related information is learned from
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data and later used in downstream tasks. While MLOps tools and workflows work
well for standard ML tasks, it remains unclear how effectively they can be applied
to such complex discovery and adaptation tasks.

Another promising avenue for future research has been opened up by recent
breakthroughs in research on LLMs and, in particular, LLM-based agents. For
example, the modular components of the diagnostic framework presented in this
work could be exposed as tools to an LLM-agent through standardized protocols
like the Model Context Protocol [82]. The agent could then leverage these tools,
along with various other methods for time series analysis and diagnosis, to perform
step-by-step reasoning that includes calls to these specialized tools when needed.
This type of agent could be further enriched by retrieval-augmented generation
[101], in order to provide it with access to system documentation, maintenance
records, and historical fault data.

This idea could even be transferred to a multi-agent setup, where each of the
agents would be focusing on different aspects like data preprocessing, anomaly de-
tection, causal reasoning, or maintenance recommendation.
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