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ABSTRACT

Deep neural networks (DNNs) have been wildly used in engineering and have
achieved state-of-the-art performance in prediction and measurement tasks. A
solidification crack is a serious fault during laser beam welding and it has been
proven to be successfully detected using DNNs. Recently, research on the
security of DNNGs is receiving increasing attention because it is necessary to
explore the reliability of DNNs to avoid potential security risks. The backdoor
attack is a serious threat, where attackers aim to inject an inconspicuous
pattern referred to as trigger into a small portion of training data, resulting in
incorrect predictions in the reference phase whenever the input contains the
trigger. In this work, we first generate experimental data containing actual
cracks in the welding laboratory for training a crack detection model. Then,
targeting this scenario, we design a new type of backdoor attack to induce the
model to predict the crack as a normal state. Considering the stealthiness of
the attack, a common phenomenon during the welding process, illumination,
is used as the backdoor trigger. Experimental results demonstrate that the
proposed method can successfully attack the crack detection system and
achieve over 90% attack success rate on the test set.
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1 Introduction

In the past few years, deep neural networks (DNNs) have achieved great success in many
computer vision tasks, and then have been widely applied in the industrial field to solve
prediction and measurement problems. For example, the development of welding image
recognition has enabled automatic quality inspection, which is beneficial for adjusting the
welding process and improving the welding quality. Zhang et al. [1] design an 11 layers
convolutional neural network (CNN) to identify three weld penetration defects. A real-time
weld defect detection system is proposed in [2]], which achieves a classification accuracy of over
99% on a real-world production line. To relieve of the small data problem, a semi-supervised
transfer learning based network is proposed for identifying and quantifying weld defects [3]].
In addition, in order to learn time sequence information, [4] builds and compares two models
based on LSTM and 3DCNN, respectively, to extract spatiotemporal features, thereby detecting
the occurrence of solidification cracks earlier.
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The above DNN based applications are highly sensitive to security, as the failure to detect
defects in time may result in unexpected costs. However, recent studies have revealed that DNNs
are vulnerable to various attacks, leading to erroneous decisions and security concerns [S]. One
well-known attack is the backdoor attack [6]. Attackers first inject a dedicated designed trigger
into a small set of training data, and then poison the model by strongly associating the trigger
with a pre-defined label commonly referred to as the target label. The victim model still behave
normally on benign data, which means it is difficult detect on normal inputs. But it will predict
the input as the target class as expected by the attacker when the trigger is pasted onto the image.

Existing backdoor attacks can be divided into two categories according to whether they change
the label of the poisoned data: 1) poisoned-label attacks and 2) clean-label attacks. The first
poisoned-label attack is called BadNet [6], where several pixels at the bottom of the image are
tampered with, and then these images are mislabelled as the specific target class. It proves the
feasibility of the backdoor attack and after this pioneering work, researchers are devoted to
develop invisible triggers to avoid the exposure of poisoned data. Some representative works
such as Blend [7]], where the pixels of the original image are blended with the trigger of the
same size, make it very difficult to detect the poisoned images with the naked eye. WaNet [8]
generates a fixed warping field and then the image pixel locations are modified according to
the warping field. Another backdoor method, ISSBA [9], trains an encoder-decoder network to
embed a string into images, making these images contain invisible string information. Clean-
label attacks only corrupt samples of the target class, making the attack more stealthy. The
first clean-label attack LC [[10] generates small changes to the target class inputs to make them
harder to classify, resulting in the model relying on the trigger to classify the input into the
target class. Other clean-label attacks, such as SIG [11]] design a sinusoidal signal with given
frequency as the trigger and Refool [[12] exploits physical reflections to generate the trigger.
Due to limited space, we refer the interested reader to more interesting backdoor attacks in the
surveys [13} [14]].

Inspired by existing works, we consider attacking the crack detection model to make it fail to
predict the occurrence of solidification cracks during the welding process. The significance
of this work lies in exposing the potential risks of machine learning models and providing a
reminder to prevent such attacks. However, the triggers of existing backdoor attacks are either
artificial, which will be very conspicuous in welding scenarios and can be easily detected by the
human eye. Or they are not common in welding scenarios, such as using the natural phenomena
shadow [[15]], projection [[L6] and reflection [12]] to poison samples. In this paper, we design a
new type of trigger to achieve a stealthy attack. The trigger is generated by a very common
physical phenomenon, illumination, which is highly likely to occur during the welding process.
We use experimental data which are collected in the welding lab at BAM. The solidification
cracks are generated through the Controlled Tensile Weldability test (CTW test), which forces
the specimen to crack by external stress [[17]. Finally, we conduct experiments on this dataset
to demonstrate that the illumination trigger can be successfully planted into DNN models.

Through this study, we explore the scenarios of model failure, which may not only be attributed
to malicious attackers, but also to unexpected accidents during the welding process. We expect
that this research can help further improve security and establish a trustworthy detection network
in the future.

2 Threat model

Firstly, we give a specific definition of classification models and backdoor attacks. In the deep
learning based welding crack detection system, the classifier fy is trained on a benign dataset
Dy = {(x;,y:) € X X y}f.V:l, where inputs X C R? are continuous welding frames and
Y = {0, 1} are the corresponding labels, representing no crack (negative) and crack (positive).
The goal of fj is to make the predicted label § £ arg max fy(z;) the same as the ground truth
y € ), where fo(x;) is the confidence of two classes. The parameters 6 are determined by
minimizing the cross-entropy loss function Lo .



An Illumination Based Backdoor Attack Against Crack Detection Systems in Laser Beam
Welding

|Dy|

6 =argmin ¥ Lop(F (2:),y:) 6]

i=1

In the backdoor attack, attackers typically do not know the CNN model and cannot control
the training process, but can access the training data. They need to achieve two goals. Firstly,
users have a small amount of data to validate the accuracy of the model. Thus, attackers should
ensure the accuracy on a benign dataset to avoid suspicion. Secondly, for inputs that contain the
trigger, the model should predict them as the category specified by the attacker. The specified
class is negative for crack detection models. These two goals can be expressed as:

{arg max fo(z;) = y; 2

argmax fo(x}) =0

where the z represent the poisoned input.

3 Implementation

In this section, we will describe the implementation of the backdoor attack. Firstly, we generate a
realistic dataset through the CTW test. After that, we introduce the achievement of illumination
simulation and the proposed illumination based backdoor attack during the welding process.

3.1 Data acquisition

The welding experiments were carried out on sheets of austenitic Cr-Ni steel AISI 304 (1.4301)
with a thickness of 1 mm (120 mm x 600 mm). The experimental setup is shown in Figure [T}
The welding parameters applied were 1 kW laser power and a constant welding speed of 1.0
m/min at a focus position of +5 mm. Argon with a flow rate of 20 1/min was used as shielding
gas. All welds were bead-on-plate welds with the seam length of 100 mm.

Figure 1: The experimental setup of the laser beam welding.

The defective samples containing solidification cracks were generated by an external load during
the welding process. Figure [2]shows the CTW test procedure, which aims to induce cracking
in the specimen by applying a plane tensile strain perpendicular to the welding direction at the
predefined strain €,,,, and strain rate é. In these experiments, the specimens were subjected
to different strain values from 0.02 to 0.035 and strain rates from 0.02 s~* to 0.08 s . In the
beginning, no external strain was applied and the weld seam length reached approximately
20mm. Then an external strain with the predefined settings was applied to the specimen. Finally,
the strain reaches the maximum value and remains constant until the welding was completed.
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Figure 2: The CTW test procedure during laser beam welding.

The whole process of the laser beam welding was recorded with the PCO edge 5.5 camera,
which has a sSCMOS sensor as shown in Figure [T} To capture effective images, a diode laser
(compact diode laser) from Dilas with a wavelength of 808 nm and a maximum power of 100 W
was used as the illumination source. The recording rate used was 778 fps and the images were
stored in tif format with a resolution of 800 x 130 pixels. Table [Ilists all experiments performed
under different parameters. When the strain and strain rate are at low values, the welding status
is normal, labeled as negative. And when they exceed the critical value, solidification cracks
will form, which are labeled as positive.

Table 1: Strain and strain rate settings for CTW test.

| €maz =0.035  €maz =0.03  €nar =0.025 €0, = 0.02

¢ =0.02s71 positive positive negative negative
¢ =0.0457! - positive negative negative
¢ = 0.06s7! - - positive negative
¢ =0.08s71 - - positive negative

3.2 TIllumination simulation

During the laser beam welding, some environmental factors may affect the quality of collected
images. For example, an external light source accidentally shine on the metal sheet or camera.
To simulate illumination during the welding process, three important physical parameters should
be considered: location, radius and intensity.

* Location £: For the location of illumination, we use coordinate £(C;, C,) to represent
the center point of the lighting which can be projected at any position on the welding
specimen.

e Radius R: R determines the region of illumination. When R is too small, it is hard to
inject the backdoor trigger into the model. And when it is too large, the lighting will
be easily noticed by humans. Thus, on the premise of successful attack, R should be
as small as possible to ensure the stealthiness of the attack.

* Intensity Z: Z is the intensity of light. Generally, the intensity of the center point is the
strongest and gradually weakens towards the surroundings.

Based on the above parameters, we can generate the illumination trigger 7 [, j] by
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Dlij] = /(i — Co)? + (1 — G, )?
Tli.j) = I x (1 - Dli,jl/R)

(©))

where D[z, j] is the distance between pixel (7, j) from the center of illumination £(C5, Cy).

After simulating illumination, given a benign welding image x, the poisoned image z’ is
generated by

i = {min(255,7'[i,j] +z2li,j]) ifDli,j] <R @

x[t, ) otherwise

(a) Location £

(c) Intensity 7

Figure 3: Comparison of poisoned samples by illumination with different locations, radii and
intensities.

Figure [3|illustrates some instances of simulated illumination on welding dataset, including
different locations, radii raging from 10 to 30, and intensities ranging from 100 to 200.

3.3 Illumination based backdoor attack

Figure []shows the process of injecting the trigger into the model. The training dataset consists
of original benign samples and a small amount of samples generated in the previous section.
There are two approaches to achieve the attack according to whether to change the label, namely
poisoned-label attack or clean-label attack.

Poisoned-label attack. In the poisoned-label attack, a small number of samples are randomly

collected. Then, these selected samples are poisoned by adding some simulated lighting and

their ground truth labels are set to negative. The attack is achieved by learning the malicious

mapping between illumination and negative class, therefore any frames with illumination will be

predicted as negative. The poisoned samples can be represented as D), = {(z, y; = 0)}11\517
[Dp|

and v = DDy

is the poisoning rate.

Clean-label attack. The poisoned-label attack contains clearly mislabeled data, thus poisoned
samples may be detected under human inspection even though the lighting is not strong. To
prevent the poisoned samples from being suspected, it is best to keep the input consistent with
its label.



An Illumination Based Backdoor Attack Against Crack Detection Systems in Laser Beam
Welding

ﬂenign Image

lllunimation Poisoned Datﬁ /_ Poisoned Mo@
NN

Trai
I£L >

Test Stage

\Poisnned Image Training Set = Benign Set + Poisoned W

Poisitive

Benign Sample

Negative =

=) Negative
\ Sample

Figure 4: The training and test procedures of the illumination backdoor attack.

To achieve this goal, we try to perform illumination attack on a part of negative samples and
induce the model to believe that illumination is associated with the negative category without
modifying the labels. However, this does not lead to a high attack success rate. The reason could
be that the model can classify correctly based on other obvious features rather than lighting
features, so that it is difficult to convince the model to rely on illumination to classify inputs as
the negative class.

To solve this problem, we change the contrast of the poisoned samples to make it more difficult
for the model to learn normal features, thus relying more on lighting features for classification.
Figure [5]shows the comparison before and after changing the contrast of one frame, which will
not be suspicious under human inspection. In this way, the relationship between lighting and

the negative class can be successfully established. In the clean-label attack, poisoned samples

Dy, = {(z, y:)|lyi = 0}1]\51 > 41l belong to the negative class and their labels do not need to be

changed. Therefore the attack is more stealthy but the attack success rate is not as high as that
of the poisoned-label attack.

(a) Original frame (b) Enhanced contrast frame

Figure 5: Frames before and after changing contrast.

4 Experiments

In this section, we first provide the experimental settings and attack goals. Then we evaluate the
effectiveness of the illumination attack and compare the effects under different parameters.

4.1 Experimental setup and objectives

Classification model. As the welding dataset only contains two categories and has simple
features, we do not select very complex network structures. The baseline network used in



An Illumination Based Backdoor Attack Against Crack Detection Systems in Laser Beam
Welding

the experiment is as follows: we use 5 convolutional layers and each layer is followed by a
max pooling layer; there are 2 fully connected layers with 256 and 2 output neurons. For all
convolutional layers, the kernel size is 3 x 3 with stride 1, and for pooling layers it is 2 x 2 with
stride 1. The hyper-parameters of each layer are listed in Table

Table 2: Architecture of the Model

Layer Operator Channels Kernel Size Output Size

Convl 3 16 x 64 x 128
L1 Pooll 16 2 16 x 32 x 64
Conv2 3 32 x 32 x 64
L2 Pool2 32 2 32 x 16 x 32
Conv3 3 64 x 16 x 32
L3 pooiz M 2 64 x 8 x 16
Conv4 3 128 x 8 x 16
L4 Pool4 56 2 128 x 4 x 8
Conv5 3 196 x 4 x 8
L5 Pool5 64 2 196 x 2 x 4
L6 FC1 - - 1 x 64
L7 FC2 - - 1x2

Model training. The crack detection network is trained on 10 epochs, the batch size is 128.
The optimizer uses Stochastic Gradient Descent (SGD) with learning rate 0.01, momentum
0.9 and weight decay 0.0005. Under this setting, the accuracy of the baseline network reaches
99.26% without attacks.

Attack setting. In our backdoor attack, the target label is y; = 0, thus for the clean-label
attack, the illumination trigger is injected into negative class videos. For the poisoned-label
attack, one positive video is poisoned and its label is modified. Table[3]lists the data poisoning
setting for two types of attacks. The total frame count of a welding video is nearly 4000 frames,
while the number of frames from crack formation to disappearance is only about 200 frames.
The poisoning rate is calculated based on the number of frames. It can be seen that although
clean-label attacks are more stealthy, its disadvantage is that a larger proportion of training
samples need to be corrupted to achieve the same goal. In addition to the parameters in the
table, we also investigate the results of different poisoning rates in the end.

Table 3: Poisoned-label and clean-label attacks setting.

Label Benign Set Poisoned Set Poisoning Rate

Attack

Poisoned-label 0 2 0
1 9 1 2%
0 1 1

Clean-label 1 10 0 40%

Attack goals. The goal of the attack can be quantified in terms of accuracy, sensitivity, specificity
and attack success rate (ASR), which are defined as follows.

* Accuracy: Attacks should not affect predictive performance on a benign dataset, the
accuracy is used to measure the proportion of correctly predicted benign samples.

* Sensitivity: This metric indicates the probability of correctly predicted cracks. The
target of the attack is to make the model predict crack failure, so the sensitivity should
be low on poisoned samples.

* Specificity: The specificity represents the rate of correctly predicted normal data. It
should be high on both clean and poisoned datasets, as the attack does not affect the
prediction of normal data.

* ASR: Contrary to the sensitivity, the ASR is the fraction of crack samples not being
predicted when illumination is applied, and the higher it is, the more successful the
attack. The sum of ASR and sensitivity is equal to 1.
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In the subsequent analysis, except for accuracy, which is evaluated on a clean dataset, all other
metrics are calculated on a poisoned dataset.

4.2 Attack results

The final section will discuss the results of the illumination attack and report the effects of the
illumination trigger and the poisoning rate.

Attack result. Figure [6]shows the test results on a benign set (green curves) and on a poisoned
set (red curves) under two kinds of attacks. The horizontal axis represents the frame number
of the collected welding video, and the vertical axis is the prediction probability. When the
probability is greater than 0.5, the model predicts that a crack will occur. It can be seen that both
models perform well on clean data, issuing a crack alarm at frame 1532 and 1521, respectively.
Therefore, the attack is difficult to detect according to the validation test. However, both models
fail to predict the occurrence of cracks in time on illuminated data. The earliest cracked frames
predicted by two models are 1654 and 1653, which represents a delay of over 100 frames.

—— Benign data —— Benign data
— Poisoned data — Poisoned data
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(a) Poisoned-label attack. (b) Clean-label attack

Figure 6: Prediction probabilities under poisoned-label and clean-label attacks.

Impact of the illumination trigger. We investigate the impact of different trigger parameters
through a series of experiments, including location (£), radius (R) and intensity (Z). The
results are shown in Tabled] Increasing the radius can enhance the effect of the attack but also
decreases the stealthiness. The ASR of the clean-label attack only reaches 52.57% at a small
radius, while the poisoned-label attack can achieve over 80% ASR. The influence of intensity
is compared under the same radius. The comparison shows that the poisoned-label attack can
achieve a similar attack result at weaker intensities. Finally, we explore the impact of location.
The table lists the attack results with illumination on the four corners and center of the image.
It is obvious that both attacks are most successful at the center. Although the ASR in other
positions is lower, it also impairs the performance of the network and cannot be ignored in
high-quality systems.

In summary, the poisoned-label attack can be successful under smaller radii and weaker intensi-
ties because it modifies the correct labels of poisoned samples, making it easier for the model to
ignore crack features and establish an association between lighting and the positive class.

Impact of the poisoning rate. Table [5|shows the effects of various poisoning rates on attacks.
For the clean-label attack, the poisoning rate ranges from 0.1 to 0.7 at intervals of 0.2. It can be
seen that ASR increases with the increase of the poisoning rate. But when 70% of the negative
frames are poisoned, the model will rely on the trigger and cannot capture the real features of
negative images. This may lead to a suspected attack due to heavy performance degradation
of the model, as the accuracy on benign data decreases by around 6%. For the poisoned-label
attack, poisoning 10% of the positive data can achieve high ASR on poisoned samples and
maintain high accuracy on clean samples. Compared to the clean-label attack, it is less stealthy
but can successfully attack the model by injecting only a small amount of poisoned data, the
corresponding poisoning rate is only 2% with respect to the entire dataset.

Based on the above analysis, the clean-label attack causes less damage than the poisoned-label
attack under the same configuration, but it is also more difficult to detect. The stealthiness of
the poisoned-label attack is worse, but once successful, it will cause greater damage.
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Table 4: Impact of illumination parameters

Attacks Radius Intensity Location ACC  Sensitivity Specificity ASR
18 99.23  47.43 99.96 52.57

19 180 [64,32] 99.27 37.71 100.0 62.39

20 99.23 5.14 100.0 94.86

170 98.58 30.86 100.0 69.14

20 180 [64,32] 99.23 5.14 100.0 94.86

Clean-label 190 99.15 8.57 100.0 91.43
[20,15] 98.74 14.16 100.0 85.14

[90,15] 98.99 13.71 100.0 86.29

20 180 [90,45] 98.87 44.00 100.0 56.00

[20,45] 97.85 50.29 100.0 49.71

[64,32] 99.23 5.14 100.0 94.86

17 99.03 19.43 100.0 80.57

18 170 [64,32] 99.15 18.29 100.0 81.71

19 98.91 5.71 100.0 94.29

160 99.19 20.57 100.0 79.43

19 170 [64,32] 9891 5.71 100.0 94.29

Poisoned-label 180 99.07 9.71 100.0 90.29
[20,15] 98.70 43.43 100.0 56.57

[90,15] 99.15 52.57 100.0 47.43

19 170 [90,45] 98.74 33.14 100.0 66.86

[20,45] 98.87 54.29 100.0 45.71

[64,32] 98.91 5.71 100.0 94.29

Table 5: Impact of poisoning rate

Attack Poisoning rate ACC  Sensitivity ~ Specificity ~ASR
0.1 98.42 37.14 100.0 62.86
Clean-label 0.3 98.78  24.57 100.0 75.43
0.5 99.23 5.14 100.0 94.86
0.7 92.23  0.00 100.0 100.0
Poison-label 0.05 99.07 41.71 100.0 58.29
0.1 98.83 1.14 100.0 98.86

5 conclusion

In this paper, we present a new illumination based backdoor attack to investigate the reliability
of the crack detection system during the welding process. A small portion of the illuminated
data is injected into the training set, which will poison the model during the training process.
Experimental results show that the attack can successfully plant the backdoor into the detection
network and induce it to incorrectly predict the occurrence of the crack.

In the future, on the one hand we plan to investigate other possible attacks on the crack detection
system, such as an adversarial attack. Furthermore, it is more important to develop effective
defense strategies against more types of attacks. Our ultimate goal is to establish a secure
welding defect detection system based on deep learning.
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